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Introduction

The Computer Science Standards of Learnthgriculum Frameworlamplifies theComputer Science Standards of Learning for
Virginia Public Schoolsnd defines the content knowledge, skills, and understandings that are measured by the Standards of
Learning. The Computecience Curriculum Framewogkovides additional guidance to school divisions and their teachers as they
develop an instructional pgram appropriate for their students. It assists teachers as they plan their lessons by identifying essential
guestions and vocabulary to drive instruction and defining the essential skills seidmritsdemonstratd his supplemental

framework delineatin greater specificity the minimum content that all teachers should teach and all students should learn.

School divisions should use t®mputer Science Curriculum Framewak a resource for developing sound curricular and

instructional programs. This framework should not limit the scope of instructional programs. Additional knowledge ahdtskills

can enrich instruction and e nh dentdieg inthée Stahadars of Learning sheuld betireclnded ng o
as part of quality learning experiences.

Each topic in th&€omputerScience Standards of Learni@girriculum Framework is developed around the Standards of Learning.
The format of the Curriculum Bmework facilitates teacher planning by broadening the context of the standards and identifying
essential student skills that should be the focusstfuction for each standard.

Context of the Standard

The Contekof the Standard provideslucatoranexplanation of the standarahcluding a description and the vertical development

of the conceptThis context willsupportteachersn incorporating computer science content into discigipecific lessons. The

intention of the Computer Science standandgrades K8 is that Computer Science principles be integrated throughout content area
instruction.

Essential Skills

The Essential Skilldefine student performance expectations aligned to each stanbdarndtent of thé&K-8 computer science
standardsd that the concepts are integrated into existing disciplines analiliiigsult in these skillbeing emphasized differently in
each content aredhe expectation is that these Essential Skills are partnered with content area performance expectations as
appropriate in instructiort the high school level, the expectations in the 20bmputer SciencBtandards of LearninGurriculum
Frameworkare to be used in the support of standalone computer courses; the essential skills outlined in the document are not
intended to be integrated into other coursework unless a teacher chooses to use the content to support discipline practices.
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Essential Qestions
Each standard hadentified key questions to drive classroom instruction. These quektamhteachers and students tadviire big

ideas of each concept and provide a more holistic viewpoint used to lead instruction relating to the comfestarfdard.

Essential Vocabulary
In order toeffectively communicate Computer Science concegssential vocabulary terms are defined in gilastel appropriate

terms. These definitions are foundlie glossaryAppendix A)
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Kindergarten

The kindergrten standards place emphasis on developing awareness of computing and computing devices by gathering and
organizing datandsequencingctions Students will use accurate terminology to identify componairiscomputeand describe
their purposesStudents will also be introduced to communication, security, and responsible computing behlagiase of
technology will be an integral part of successful acquisition of skills in all content areas.

Algorithms and Programming
K.1 The student wiltonstruct sets of stepy-step instructions (algorithms) either independently or collaboratively including

sequencing, emphasiziniget beginning, middle, and end.

Context of the Standard

At school and at home, students engagaepby-stepactivitieson a routine basisThese may include such activities as brushin
their teeth or preparing to leave school at the end of the schodMti@yn students document these diggstep instructions they a

creating algorithms.

As students learn to construct simplgorithms that reflect a daily activity, they realize that the sequences have a beginning
middle, and endlust as people use algorithms to complete daily routines, they can program computers to use algorithms t
complete different tasks. Algorithnase commonly implemented using a precise language that computers can interpret.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

T Identify daily activities that are
completed using a sequencestdps.

1 As aclass, construct a sequence 0
steps to accomplish an activity

T Identify the beginning, middle and
end of a sequena# steps

Students shoulohvestigatethese concepts:

T What are examplesf activities that are
part of a daily routine?

1  Whatare the steps of an activity that
you perform frequently?

1 How does having a defined sequence
steps make an activity easier?

Students should bhatroducedto
these concepts

1 Sequence

K.2 The student will construct programs to accomplish tasks as a means of creative expressidnack+izpsed
programming language or unplugged activities, either independently or collaboratively, including sequencing,
emphasizing the beginning, middle, and end.

Context of the Standard

When an algorithm or a set of algorithms is tested, a program hasreaéed People work together to plan, create and test the
programsThis process of planning, creating, and teséipgogramor an algorithms called programming and is used to create i
wide variety of products such as video games, interactiy@@ects and digital stories.

The sequencing of tasks and the testing of programs can be done with or without the use of a Shguteis done without a
computer it is considered an unplugged activitgplugged activities allow students to understir@lsequencing and testing
process in a concrete wadynplugged activities can be found at sites suci&4$Jnplugged

Programs can also be developed and tested using computer applications; these are ref@itepyen activitiesStudents may us
block-based programs to sequence steps as they develop simple computer programs.
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Essential Skills Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts:

T As a class, constructsquence of 1 How would you describe a series of
steps to accomplish an activity steps that you do every day to complg
(unplugged). an ativity (brushing your teeth, putting

1 Recognize that a sequence of step: on a shirt, etc)?
when using a computer is called a 1 Why is it important that some tasks
program. have a beginning, middle, and end?

1 As aclass or individually, use a 1 What would happen if a set of
block-basedorogramming language instructionsbeganin the middle, rather
(e.g.,Scratch Jr.pr unplugged than at the beginning?

activity to completea simple task as
a form of creative expression.

1 Model the steps of a program using
coding cards or similar instructional|

strategy.

Students should bhatroducedto
these concepts

1 Algorithm
1 Program
1 Sequence

K.3 The student will create a design document to illustrate thoughts, ideas, and stories in a sequebyatégagmanner

(e.g., story map, storyboard, and sequential graphic organizer).

Context of the Standard

As students listen to stories, they realize that these stories have a beginning, middle, Anthersluse multiple ways afeating
a story; stories can be told using story maps, storyboards, or graphic organizers. Just as authors ssgsen@sory, people
may use computers as they work together to plan, create, and test programs. Programming is used as a tool to crehsg prc
reflect a wide range of interests, such as video games, interactive art projects, and digital stories.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Design a sequence using a visual t 1 What tools can an author/comic book

such as storyboard. artist/movie director use to write a 1 Design document
T Use illustrations to tell a story that story? 1 Storyboard

has a beginning, middle, and end. 1 Whywould authors want different way 1 Graphic organizer
T Using a graphicalepresentation to organize a story?

(graphic organizer, storyboard, or
story map)retell a story by
arranging the events in the correct
sequence.

K.4 The student will categorize a group of items based on one attribute or the action of each item, with or without a computing
device.

Context of the Standard

Objects and actions have attributes; these attributes allow people to group items. Attributes may be physical propestEday
shape or form, texture, and size. Actions may be categorized as movement such as thostepbgrsiepsequences

(algorithms).Actions mayincludeback and forth movement, turning, and stopp@ategorizing relies on careful observation of
patterns and similarities and differencésese similarities and differences can be used to categorize using both unpluggeess
and computer devices.

2017 Computer Science Curriculum Framework



Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts

T Identify the attributes of an object 1 How do people describe different
(e.g., color, size, shape, thickness, cars/animals/movemengs¢? 1 Pattern Matching
actions). 1 How do people organize different 1 Program

1 Sort and classify objects into objects into categories?
appropriate groups (categories) ba: 1 How would you compare and contrast]
on one attribute. two basic actions (taking a step vs

turning your head, for example)?

Computing Systems
K.5 The student will identify components of computing systems (e.g., keyboard, mouse, degipoger, laptop computer,

tablet, and printer).

Context of the Standard

Computing systems are composed of different compornEmse componenenable the user to complete different tasks using
computing system.

Common components among desktop aptbla computers, tablets, and mobile phones include a keyboard (either physical ¢
screen based) for inputting information, audio for hearing information, and a screen for viewing information.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulthvestigatethese concepts: Students should kbatroducedto
thesecomponents
T Identify akeyboard, mouse/trackpat 1 How does using a mouse keyboard
and printer. make computing easier? Keyboard
1 Describe the purpose of the 1 What are different computing devices Mouse
keyboard, mouse/trackpad, and used at home or in school? Trackpad
printer. Desktop computer

Laptop computer
Mobile Device

1 Demonstrate proper use of a
mouse/trackpad and keyboard.

= =4 -4 —a a8 98 _a -2

1 Identify different computing system| Tablet
such as a desktop computer, laptoy Printer
computer, tablet, and mobile device
K.6 The student will identify, using accurate terminology, simple hardware and software problems that may occus&uring

(e.g., app or program is not working as expected, no sound is coming from a device, device will not turn on).

Context of the Standard

Computing systems might not work as expected because of hardware or software problems. Clearly describingstheobistr
step toward finding a solution. In kindergarten, students are expected to clearly describe a problem in the computirgingystg
developmentally appropriate languagxamplesinclude A The computer wondédt tuwondh, @
orldkt the web page. 0

Students are not expected to diagnose or troubleshoot a problem with a computingrsistel@rgarten
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

Students shoulohvestigatethese concepts:

Students should bhatroducedto
these concepts

T Identify when a device or program i 1 How can you tell if youdevice is not
not working properlyStudents are working properly? 1 Computing device
not expected to differentiate betweg 1 What are ways you can describe the 1 Keyboard
software and hardware. problem to your teacher? 1 Mouse
T Communicate that a device or T Printer
program is not working.
Cybersecurity
K.7 The student will identify what is allowed and what is not allowed at school when using technology.

Context of the Standard

Computer networks, including thieternet can be used to connect people to other people, places, information, anbhidedexrto
keep students safe, schools and divisions have rules on the appropriate use of techihetaggnts should be aware of what is
allowed and not allowed when using division/school technology.
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Essential Skills Essential Questions EssentialVocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these oncepts
T Classify computer actions as allowsg T What are your sch

or not allowed based on school rulg computer use? 1 Digital Citizenship
T Communicate process for reporting 1 Why does the school have rules that 1 Computing Device

inappropriate use of technology. students and teachers needoitow? 1 Digital Safety
1 Demonstrate proper care for T Why are the rules at school different

electronic devices (e.dhandling, (maybe) than those that you have at

logging off or shutting down your house?

correctly, and keeping devices awa 1 How could improper use of a compute

from water/food). be harmful to someone else?

1 How could improper use of a computg
be harmful to you?

K.8 The student will identify personal information (e.g., address, telephone number, and name) and the importance of
protecting personal information online.

Context of the Standard

Connecting devices to a network or theernetprovidesmanybenefis, but care must be taken to ensure that personal informa
is not shared with otherB.er s o n a | i nformation incl udes aWkehusidgarcompgingn 4
system, personal information such as computer passwords are not to be shared with others in the classroom. Studests ar
should never share personal information with anyone omtbmet Privacy should be considered whessiing information
online; such information can persist for a long time and be accessed by others, even unintended viewers.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Explain why they shouldot share 1  What are some examplesinformation
personal information. that should not be shared with 1 Digital Citizenship
1 Explain the importance of passwort strangers? 1 Digital Safety

1  What are some ways people can prot 1 Personal information
information on theicomputer?

Data and Analysis

K.9 The student will gather and display data and organize it in a chart or graph in order to answer questions about the data,
with or without a computing device.

Context of the Standard

Students use their senses to make observations and to colledialdttha world around them. Data are pieces of information
collected about people or thingthese data can be recorded in tables and can be used to construct object graphs or pictureg
Everyday digital devices can also be used to collect and didatayver timeCell phones, digital toys, and cars can contain to
(such as sensors) and computers to collect and display data from their surroundings.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skik: Students shoulohvestigatethese concepts: Students should kbatroducedto
these concepts
1 Collect data on categories identifiec T Why do we collect data?
by the teacher and/or student. 1  What are examples of data? 1 Data
1 Represent gathered data in tables 1 What are ways that we can arrange 1 Table
(vertically or horizontally). data? 1 Object graph
1 Represent data by arranging concr 1 What questions cape answered with & 1 Picture graph
objects into organized groups to fof set of collected data?
a simple object graph.
1 Usedata to answer questians
1 Represent gathered data, using
pictures to form a simple picture
graph
Impacts of Computing
K.10 Thestudent will identify responsible behaviors associated with usiognmation and technology.

Context of the Standard

Using computers comes with a level of responsibility, such as not sharing login information, keeping passwords priogtgna
off when finishedThese behaviors apply regardlessvbithera student is at school or ort@mputer at another location.

In addition to keeping information private, responsible behaviors should be exhibited when engaging in online communicg
Online communication facilitates positive interactions, such as sharing ideas with many pedpkphbtic and anonymous
nature of online communication also allows intimidating and inappropriate belra# form of cyberbullying.

Students are not responsible for the term or description of cyberbullying in Kindergarten.
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Essential Skills Essental Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulthvestigatehese concepts: Students should batroducedto
these concepts
1 Interact responsibly with peers whe 1 What are behaviors used in school to

using technology. keep people safe online? 1 Digital Citizenship
1 Describe what information should b 1 How are responsible computer 1 Computing Device
shared and not shared. behaviors important to good 1 Digital Safety
1 Describe online behaviors that may citizenship?

be harmful to others.

Networking and the Internet
K.11 The student will discuss, in a whole class setting, how information can be commualeatazhically (e.g., email, social
media).

Context of the Standard

Communication channels hawereased with the use of electronic devid@svices such as cell phones and computers, allow
people to communicate through email, texts, video calling, and social éthanany means of sharing information, computer
safetypoliciesneed to be revieweahd reinforced on a regular basis.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulohvestigatehese concepts: Students should batroducedto
these concepts

15
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Essential Skills

Essential Questions

Essential Vocabulary

1 Understandhatinformation can be
communicated electronically.

1 Describe different types of electron
communication.

1 What are different ways people
communicate with each other?

1 What are different ways people can
communicate with a computer?
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Grade One

The first grade standards place emphasis on developing organizational skills, such as classifying based on common attributes,
completing a pattern, or explainistepby-stepprocesses. Students will use accurate terminology to identify components and
describe their purposeStudents will also be able to describe communication, security, and responsible computing bdiaviors.
use of technology will be an integral part of successful acquisition of skills in all content areas.

Algorithms and Programming

1.1 The student will construct sets of steypstep instructions (algorithms) either independently or collaboratively, including
a. sequencing (including ordinal numbers) and;
b. simple loops (patterns and repetition).

Context of the Standard

At school and abhome, students engage in stgpstep activities on a routine basi$iese may include such activities as brushin
their teeth or preparing to leave school at the end of the schodMti@yn students document these diggstep instructions they a
creatng algorithmsSometimes there are repeating steps in a task and students can create a loop in their algatitane tinat
repeating patterrAs an example, walking forward 10 steps and turning could be repeated 4 times to illustrate &dqopre.
allows the core of the pattern to be written once instead of 4 times, shortening the overall length of the algorithm.

Algorithms can be created with or without comput@smputers follow precise sequences of instructions that automate tasks
precise sequence of instructions that a computer uses is referred to as a pRreggrams are sequential and may contain loops
Unplugged activities can be found at sites sucB&dJnplugged
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
T Individually and/or as a class, 1 When would a loop be used when
construct a sequence of steps to describing a sequence of steps? 1 Loop
accomplish an activity. 1 What is an example of a daily task th3 T Pattern matching
1 Identify a section of repeated actior includes a loop? 1 Repeat
to replace with a loap 1 Given a pattern aiumbers or images 1 Sequence
1 Given a sequena# steps that how can you predict what should com
include a loop, predict the next ste next in this seriea
in the sequence.
1.2 The student will construct programs to acconiptasks as a means of creatwgression using lalock-based

programming language or unplugged activities, either independently or collaboratively including
a. sequencing, ordinal numbers; and
b. simple loops (patterns and repetition).

Context of the Standard

When an algorithm or a set aligorithms is tested, a program has been creBemple work together to plan, create and test the
programsThis process of planning, creating, and testing program is called programming and is used to create a wide vari
products such as vidggames, interactive art projects and digital stories.

In first grade, students are expected to develop and test simple algorithms that include both sequencing and simple loops|
complete a taskBlock-basedorograms (i.e. Scratch Jr., Tynker) allow studdntdevelop simple algorithms using a computer.

Students an also create simple unplugged ogr ams t hat donét require a comput ¢
of coding cards, mazes, and other activities that provide students oppesttondescribe tasks as a sequence of events.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
T As a class, construct a sequence 0 1 How can you write a series of staps

steps to accomplish an activity complete a action? 1 Loop
(unplugged). 1 When is it useful to use a loop? 1 Program
1 Recognize that sequence of steps 1 Block-based
when using a computer is called a programming language
program.

1 Recognize a repeated sequence of
steps as an opportunity to use a loq

1 As aclass or individually, use a
block-basedorogramming language
(e.g.,Scratch Jr.pr unplugged
activity to complete aimple task as
a form of creative expression.

1 Model the steps of a program that
contains at least one loop using
coding cards or similar instructional|
strategy.

1.3 The student will analyze, correct, and improve (debug) an algorithm that includes sequencing.

Context of the Standard

The practice of reviewing work should be taught early and can be applied across disciplines, including computetadienise.
should check that the sequence of steps that compose an algorithm works as imteatdedhe only way to deterne if the
algorithm appropriately reflects the steps that must occur to complete @hesgrocess can be conductedboth computer
programs andnplugged activitiedf the algorithm does not work as intended, the students should determine thes¢dbang&e in
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Context of the Standard

the algorithm in order to complete the taBkese changes may include adding, deleting, rearranging, or changing a step in g
obtain the intended outconiBhe process of revising a program so that is works as intended is called dgbuggin

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
T Understand that algorithms and/or 1 If something is not working, how do
programs may not always work you figure out what is broken? 1 Debug
correctly. f Whatdoe fAbugo mean 1 Program
1 Describe how an algorithuioes not talking aboutan algorithn?
work (eg., character is not moving & 1 How can you tell if a program or
intended) sequence has a bug?
1 As aclass, analyze a simple seque 1 What are the steps to take when you
of steps that is flawed and determir trying to locate a bug in a program or
possible solutios sequence?
1.4 The student will plan and create a design document to illustrate thoughts, ideas, and stories in a sequéytistie(step

manner (e.g., story map, storyboard, sequential graphic organizer).

Context of the Standard

As students listen tstories, they realize that these stories have a beginning, middle, aftdleemmiing a story is similar to writing
an algorithm or program in that there are steps that are followed as the author determines the beginning, middle hadtemyg.
Authors use multiple ways of planning and telling a story; stories can be told using story maps, storyboards, or grapeis.or
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Context of the Standard

This standard is intended to develop a fundamental understanding that programs can be developed using similas stratiegi

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Design a sequence using a visual t 1 Why should you plan storybefore

such as storyboard. beginning to write?
1 Use illustrations to tell a story that 1 What tools can arogrammer use to
has a beginning, middle, and end. plan?

1 Using agraphical representation
(graphic organizer, storyboard, or
story map) to retell a story by
arranging the events in the correct
sequence.

15 The student will categorize a group of items based on one or two attributes or the actions of each iterwjtivabt a
computing device.

Context of the Standard

Objects andctions have attributes; these attributes allow people to group items. Attributes may be physicagsogpéras colo
shape, formtexture, and size. Actions may be categorized as mewesuch as those seen in dbgpstep sequences (algorithms
Actionsmayinclude back and forth movement, turning, and stopagegorizing relies on careful observation of patterns and
similarities and difference3hese similarities and differences can be used to categorize using both unplugged activities anc
computer devicesn this standard, students are expected to group ibasexbn one or two attributes or actions.
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Context of the Standard

In the science and mathematics standards the term classify is used when grouping objects or organisms based on one or
attributes. Irblock-basedorogramming environments, commands are grouped into categories based on function. In higher |
programming languages, the kind or type of data determines the classification.

Essential Skills Essential Questions Essential Vocabulary

Studens shoulddemonstratéhese skills: Students shoulthvestigatehese concepts: Students should hatroducedto
these concepts
1 Sort and group (classify) objects inf 1 Why is it useful to organize objects int

appropriate groups (categories) ba categories? 1 Attribute
on one or two attributes. 1 Given a set of objects/drawingshat
T Label attributes of a set of objects are ways to group these objects or
that has been sorted. actions? What attributes did you use {
T Name multiple ways to sort a set of group these objects or actions?
objects. 1 Given a sebf objects/drawingswhat

attributes do you think a p@n used to
group these objec?sWhat is another
way you can group these objects?

1 Given assorted objectlow would you
group these items using two different
attributes?

22
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1.6 The student will acknowledge that materials are created by others (e.g., author, illustrator).

Context of the Standard

Students are not responsible for these terms in first grade.

As students start to work with different artifacts (reference materials, resources, etshiaihieyunderstand that these sources @
information were created by othefauthors, illustrators, and programmers are responsible for the creation of many sources
information that we use in our classroom and in our homes.

This standard begins an ex@ton of the concepts of intellectual property laws and plagiarism.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratehese skills:

1 Explain thatartifacts have owners

1 State whether an artifact wareated
by the student or someone else

1 Identify when to credit others work
when using their resources

1 Identify authors as needed in class
projects (individually and as a clasq
either in writing or orhy.

Students shoulohvestigatethese concepts:

1

How can you tell who wrote a book or|
painted a picture?

What does it mean to give credit?
Why is important to give someone
credit for their work?

What is the difference between using
someone6s yingteed ideah

Students should bhatroducedto
these concepts

1 Author
1 Artifact
1 llustrator
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Computing Systems
1.7 The student will identify components of computing systems that are common among different types of computing devices
including desktop ankhptop computers, tablets, and mobile phones.

Context of the Standard

Computing systems are composed of different componEmse components enable the user to complete different tasks usir
computing system.

Common components among desktop and laptop computers, tablets, anddexabdenclude a keyboard (either physical or
screenbased) for inputting information, audio for hearing information, and a screen for viewing information.

Essential Skills Esserial Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
T Identify different computing system 1 What are theomponentshat are

such as a desktop computer, laptoy shared between desktops, laptops, arn 1 Desktop Computer
computer, tablet, and mobile device tablets? 1 Keyboard

1 Identify the keyboard, 1  What are theomponentshat are 1 Laptop Computer
mouse/trackpad, and printer. different between desktops, laptops, 4 1 Mobile Device

1 Describe thgurpose of the tablets? 1 Mouse
keyboard, mouse/trackpad, and 1 How do the different components 1 Printer
printer. (keyboard, mouse, printer, etc.) of a 1 Tablet

1 Compare and contrast the computing system help you accomplig 1 Touch Screen
components used by different a given task?

computing systems (desktop, lapto
tablet, mobile device)

1 Demonstrate proper use of a
mouse/trackpad and keyboard.
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1.8 The student will identify, using accurate terminology, sinfi@edware and software problems that may occur during use
(e.g., app or program is not working as expected, no sound is coming from the device, the device won't turn on).

Context of the Standard

Computing systems might not work as expected because of dr@dwsoftware problems. Clearly describing a problem is the
step toward finding a solutioRroblems with computing systems have different causes, such as hardware settings, progran
errors, or faulty connections to other devices. Developmgrapfiropriate ways to solve problems include debugging simple
programs and seeking help by clearly describing a proldegm@ The comput er wondét turn on,
move, 0 or Al | ost the web page. 0) .

Students are not expecteddiagnose or troubleshoot a problem with a computing system in first gsautkents are not expecteqd
to differentiate between software and hardware in first grade.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Identify when a device or program i 1 How can you tell if your device is not
not working properly. working properly? 1 Keyboard
T Communicate that a device or 1  What are ways you caiescribe the 1 Mouse
program is not working. problem to your teacher? 1 Desktop computer
1 Laptop computer
1 Tablet
1 Printer
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Cybersecurity
1.9 The student will describe what is allowed and what is not allowed at school assadlatée use of technology.

Context of the Standard

Computer networks, including thieternet can be used to connect people to other people, places, information, anbhidedey. to
keep students safe, schools and divisions have rules on the agpropeaf technologyll students should be aware of what is
allowed and not allowed when using division/school technology.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students should hatroducedto
these concepts
1 Classify computer actiores allowed 1 What are the school rules for

or not allowed based on school rulg technology use? 1 Digital Safety
T Communicate the process for 1 Why do you think the school has rules

reporting inappropriate use of for technology?

technology. T If you were in charge, what rules wou
1 Demonstrate proper care for you make for technology use and why,

electronic devices (e.g., handling,
logging off or shutting down

correctly, and keeping devices awa
from water/food).
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1.10 The student will identify and use strong passwords, explain why strong passwords should be used (e.g., protect name,
address, and telephone number).

Context of the Standard

Connecting devices to a network or theernetprovides great benefit, but care must be taken to protect private information s
a studentdés name, phone number, and address. Passwosrds
Strong passwords have characteristics that make them more difficult togaegssites have rules as to the length and

composition of passwords; these rules help create stronger passiv@rgigactice of not sharing passwords should be emphag
in the classroom and at home.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Explain how a password helps 1  Why do we use passwords?
protect the privacy of information. 1  What makes a password strong? 1 Digital Safety
T Refrain from using other students' 1 What kind of information would you 1 Personal information
passwords want to protect with a password?
1 Explain how logging off devices cal 1 Why is it importaninot to share
protectpersonalnformation passwords?

27
2017 Computer Science Curriculum Framework



Data and Analysis
1.11 The student will identify and interpret data and organize it in a chart or graph in order to make a predictayn, with
without a computing device.

Context of the Standard

The collection and use of data about indixats and the world around them is a routine part of life and influences how people
Data are pieces of information collected about people or things. @htsean be recorded in tables and can be used to constr
object graphs or picture graplsieryday digital devices can be used to collect and displayodat timeCell phones, digital toys
and cars can contain tools (such as sensors) and computettect and display data from their surroundings.

Once data has been collected and organized into a chart or graph, it can be analyzed to determine if a paftbenpatists can
be used to make predictions or answer questions.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
T Identify different types of data that 1 What are examples of different data w

can be collected can collect? 1 Data
1 Collect data on categories identifie( 1  What are ways that we can arrange 1 Prediction
by the teacher and/or student. data?
1 Represent gathered data in tables 1  What are the diffieent types of graphs
(vertically or horizontally). we can use to represent data?
1 Represent data by arranging concri 1 Given a set of datawhat preditions
objects into organized groups to fol can you make based on the data you
a simple object graph. have?

1 Represent gathered data, using
pictures to form a simple picture
graph.
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Essential Skills Essential Questions Essential Vocabulary

1 Analyze data and identify patterns
that can be used toake predictions.

Impacts of Computing
1.12 The student will identify and explain responsible behaviors associated withinrmation and technology.

Context of the Standard

Using computers comes with a level of responsibility, such as not sharing login information, keeping passwordsdriggtgng
off a computer device when finished with a taBkese behaviors apply regardless of whether a studerdéée@ol or on a
computer at another location.

In addition to keeping information private, responsible behaviors should be exhibited when engaging in online communicd
Online communication facilitates positive interactions, such as sharing ideasavithpeople, but the public and anonymous
nature of online communication also allows for intimidating and inappropriate behavior in the form of cyberbullying. Gyfogr
is a form of bullying that occurs when online communications are sent that arielatiing or threatening in nature.

Students are not responsible for the term cyberbullying in first grade.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts

T Interact responsibly with peers whe 1  What are examples of responsible

usingtechnology. online behavior? 1 Digital Citizenship
1 Describe what information should b T What informationis acceptable to shar 1 Digital Safety
shared and not sharedgth strangers online? 1 Personal information
1 Describe online behaviors that may 1 What are behaviors that should be
be harmful to others. avoided when interacting with others
online?

1 What should you do if a person sends
you information that is intimidating,
threatening, or that makes you feel
badly?

Networking and the Internet
1.13 The student will, in a whole class environment, discuss how information can be communicated electronically (e.g., email,

social media).

Context of the Standard

Online communication facilitates positive interactions, such as sharing ideas with many people, including friends ag Geuahi
the world.It also allows opportunities for scientists, mathematicians, business people, and many otbsiopatéeo communicat
about projects they are working on togetiople with similar interests can meet through social media or email and share
information; however, the public and anonymous nature of online communication also allows intimidatmapanolriate
behavior in the form of cyberbullying. When using social media or email with strangers, do not share personal inforiason
phone number or addreg&ctures should not be shared with unknown parties using digital communication sackalamedia or
email
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 Understand that information can be
communicated electronically.

1 Describe different types of electron
communication.

Students shoulthvestigatehese concepts:

1  What are different ways people
communicate with each other?

1 What are different ways people can
communicate with a computer?

Students should batroducedto
these concepts

¢ Email
1 Social media
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Grade Two

The standards for second grade place an emphasis on creating models of physical objects oriprackssesiemonstrate
relationships. Second grade standards build on st uteeset

s O

terminology as well as the responsible use of technology will continue to be built upon. The foundational understanmdmginfco

and the use of technology will be an integral component of successful acquibglalls across content areas.

Algorithms and Programming

2.1 The student will construdets of stefby-step instructions (algorithmgpth independently and collaboratively
a. using sequencing;
b. using loops (a wide variety of patterns such as repeating patterns or gpattgmgs); and
c. identifying events.

Context of the Standard

At school and at home, students engage inlsyegtep activities on a routine basi$iese may include such activities as brushin
their teeth or preparing to leave school at the end of the schodMti@nstudents document these stgpstep instructions they a
creating algorithmsSometimes there are repeating steps in a task, and students can create a loop in their algorithm to indi
repeating patterrAlgorithms can be created with or withownaputersin first grade the students are introduced to the use of |
in second grade this understanding expands to include repeating patterns and growing patterns.

In second grade, the construction of loops becomes more complex as students useugetyidg patterns to include repeating g
growing patternsin a repeating pattern the units of the pattern repeat and remain thdrsargeowing pattern, an addition is

added to the pattern causing the pattern to change every time it ryeatsg patterns involve a progression from step to stey
which make them more difficult forwdents than repeating patterns.

Repeating and growing patterns are foundational in mathematics in the development of algebraic reasoning and in coropy
in deweloping computational thinking.

Sample numeric patterns include:

6,9, 12, 15, 18,....(growing pattern);
1, 2, 4, 7, 11, 16, ¢€é.(growing pattern);
20, 18, 16, 14,¢é..(growing pattern); and
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Context of the Standard

1,3,51,3,5,1, 3, 5,.....(repeating pattern).

In second grade, students are also expected to identify evertismputer science, an event is an action or occurrence detectg
a program. Events can be user actions, such as clicking a mouse button or pressing a key, or system occurrencéesesuah §
low battery.

1 Describe an event that causes the
start of a sequence of steps to
accomplish a daily task.

1 Compare and contrast a repeating
pattern and a growing pattern.

to replace with a loop 1 What is the difference between a
T Predict the next step ia looping repeating and a growing pattern?
sequence 1 How can repeating and growing patte

berepresented in a sequence?

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulthvestigatethese concepts: Students should batroducedto
these concepts
1 Describe the steps taken to 1 What are examples of tasks where a
accomplish an activity using both loop would be appropriate? 1 Loop
sequences and loaps 1 What are examples of events in a 1 Event
T Identify a section of repeated actior plugged or an unplugged activity?

2017 Computer Science Curriculum Framework

33



2.2 The student will construct programs to accomplish tasks as a means of creative expressidnackrizaaed
programming language or unplugged activities, both independently and collaboratively
a. using seqguencing;
b. using loops (a wide variety of patterns, such as repeating patterns or growing patterns); and
c. identifying events.

Context of the Standard

When analgorithm or a set of algorithms is tested, a program has been cieadpie work together to plan, create and test the
programsThis process of planning, creating, and teséipgogramor algorithmis called programming and is used to create a w
variety of products such as video games, interactive art projects and digital stories.

In second grade, students are expected to develop simple programs that use both sequencing and simple loops to éompl
These programs may be developed usingibased or unplugged activities. Bleblsed program®(g.,Scratch Jr., Tynker)
allow students to develop simple algorithms using a computer. Students are also expected to identify events; an etientas i
occurrence detected by a program.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students should batroducedto
these concepts
1 As a class and individually, constru 1 How would you write instructions for

a sequence of steps to accomplish an action that repeats itself? 1 Event
activity. 1 What are different ways that you can 1 Loop

1 Recognize that a sequence of step| signal the start of a program: plugged 1 Program
when using a computer is callad and unplugged? 1 Repeat
program. T What does drhted woe

1 Recognize a repeated sequence of context of programming?

steps as an opportunity to use a lo(
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Essential Skills Essential Questions Essential Vocabulary

T Model the steps of a program that
contains at least one loop using
coding cards or similar instructional|
strategy.

T Identify events that are used in a
program.

1 Explain the r¢ée of an event in a
program.

2.3 The student will analyze, correct, and improve (debug) an algorithm that includes sequencing and simple loops, with or
without acomputing device.

Context of the Standard

The practice of reviewing work should be taught early and can be applied across disciplines, including computétadientse.
should check that the sequence of steps that compose an algorithm works as.imtetdedhe only way to determine if the
algorithm appropriately reflects the steps that must occur to complete @ileskgrocess can be conducted for both computer
programsand unpluggeadctivities.If the algorithm does not work as intended, thelshis should determine the changes to mal
the algorithm in order to complete the takese changes may include adding, deleting, rearranging, or changing a step in g
obtain the intended outconiEhe process of revising a program so thatdrks as intended is called debugging.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratéhese skills: Students shoulthvestigatehese concep: Students should batroduceal to

these concepts

1 How do you identify an error in a set d
instructions? 1 Debug

35
2017 Computer Science Curriculum Framework



Essential Skills Essential Questions Essential Vocabulary

1 Understand thad sequence and/or 1 Once you have found an error in your
program may not always work instructions, how do you decide what
correctly, adjustment needs to be made to the

1 Describe how an algorithm drtbt sequence?
work (eg., character is not moving & 1 How can you accomplish a goal with
intended) fewer steps?

T Analyze a simple sequence of step
that is flawed and determine possil]
solutiors.

1 As aclass, implement a proposed
adjustment to a sequence that did |
work as intended

2.4 The student will plan and create a design document to illustrate thoughts, ideas, and stories in a sequéytstiefsiep
manner (e.g., story map, storyboard, sequential graphic organizer).

Context of the Standard

As students write and tell stories, they use tools such as story maps, storyboards, and sequential graphic organizets to pl
describe events. In second grade, planning stories becomes more complex as they begin to add descriptive detailget the
Planning a story is similar to writing an algorithm or program in that there are steps that are followed as the autimsdéterm
beginning, middle and end of the story as well as adds details to accomplishJagtak.there are multiple wayded a story
differentalgorithms can be used to describe a task. While the end results may be similar, the actual pathway to achieve th
not be the same.

This standard is intended to develop a fundamental understanding that programdeszeidped using similar strategies as stor|
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulthvestigatethese cooepts: Students should batroducedto
these concepts
T Plan and create a design documen 1 How is a program like a story?

tell a story. 1 What are ways that you plan and writg 1 Storyboard
T Using a graphical representation story and/or prografh 1 Graphic organizer
(graphic organizestoryboard, or 1 How can you identify the beginning,
story map)retell a story by middle, and end of a story?
arranging the events in the correct
sequence.

1 Participate in teachatirected
planning and writing strategies to
organize ideas and informaii into a
story and/or program.

2.5 Thestudent will compare and contrast a group of items based on the attributes or actions of each iterwjtivaht a
computing device.

Context of the Standard

Objects and actions have attributes; these attributes allow people to group items. Attredyubesphysical properties, behaviors
actions. Actions in computecience are reflected in stbg-step sequences (algorithmA&gtions mayincludeback and forth

movement, turning, and stoppir@ategorizing of attributes or actions relies on carelfiglervation of patterns and similarities an
differencesln this standard, students are expected to analyze groups of items and compare and contrast the attributes thg
development of the group.

In block-basedorogramming environments, commarale grouped into categories based on function. In higher level program
languages, data are often classifiedh®/type and format of the information.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 Sort and group (classify) objects int

Students shoulthvestigatetheseconcepts:

f How are items organized with multiplg

Students should bhatroducedto
these concepts

appropriate groups (categories) bas attributes? 1 Attribute
on multiple attributes. 1 Why is it useful to sort objects into
T Label attributes of a set of objects groups?
that has been sorted. 1 Why is sorting objects into groups
T Name multiple ways to sort a set of helpful in our daily lives?
objects.
2.6 The student wilacknowledge that materials are created by others (e.g., author, illustrator, and website).

Context of the Standard

This standard begins an exploration of the concepts of intellectualrprtgpes and plagiarism.

Students are not responsible for the terms property laws and plagiarism in second grade.

As students start to work with different artifacts (reference materials, resources, etc.) they should understand thatésese s
information were created by othefauthors, illustrators, and programmers are responsible for the creation of many sources
information that are used in the classroom and at home.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

T Explain that artifacts have owners

Students shoulohvestigatethese concepts:

Students should batroducedto

these concepts
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Essential Skills Essential Questions Essential Vocabulary
1 State whether an artifact is created 1 How can you find the author of a 1 Author
the student or someone else website or book? 1 Digital Artifact
T Identify when to credit others work 1 What is the difference between creatif 1 llustrator
when using their resources something on your own and changing 1 Website
T Identify authors as needed in class someone el seds wo
projects (individually and as a clasy f How can you give credit when you arg
either in writing or orally using other peopl
Computing Systems
2.7 The student will describe the characteristics of computing systems to include hardware, software, input, and output.

Context of the Standard

A system is defined as a regularly interacting or interdependent group of items forming a unified\veoohputing system is
composed of hardware and software. Hardware consists of physical components, while software provides instructions for
system These instructions are represented in a form that a computer can understand and allow the user to input informati
once the task is completed, obtain output in a form that can be understood.

Hardware and software work together as a system to giistniasks, such as sending, receiving, processing, and storing unit
information.Hardwaredevicesnclude screens to display information and buttons, keys, or touch screens to enter informatic
Software applications are programs with specific pugppsuch as a web browser or game. A person may use a mouse (harg
to click on a button displayed in a web browser (software) to navigate to a new web page.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Compare and contrast hardware ar 1 What are the diffrences between

software hardware and software? 1 Hardware
1 Describe how both hardware and 1 What are examples of hardwamed 1 Software
software are used in a computing software? 1 Input
system 1  What are exampled smput andoutput? 1 Output
1 Identify the input and output 1 If you were a computer, velt would be
associated with a given task an example of input anoutput?
2.8 Thestudentwill identify, using accurate terminology, simple hardware and software problems that may occur during use

(e.g., app or program not working as expected, no sound, device won't turn on).

Context of the Standard

Although computing systems may vary, common troubleshooting strategies can be used on them, such as checking conn
power or swapping a working part in place of a potentially defective part. Rebooting a machine is commonly effectivé bec
resets the computer. Since computing devices are composed of an interconnected system of hardware and software, trou
strategies may need to address both.

Students in second grade are expected to use accurate terminology to describe simplewithodemguter hardware and
software.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulohvestigatehese concepts: Students should batroducedto
these concepts
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Essential Skills

Essential Questions

Essential Vocabulary

T Identify when a device or program i
not working properly.

T Communicate that a device or
program is not working.

1 Perform simple troubleshooting tas
(e.g.,rebooting the computer)

1 How can you tell a computer is not
working as intended?

1 What is the first thing you should try if
a program is not working?

1 Why is it important to be as specific as
possible when you are describing a

1 Reboot
1 Troubleshoot

problem?
Cybersecurity
2.9 The student will explain what is allowed and what is not allowed at school associated with theeaseabbgy (e.qg.,
class rules).

Context of the Standard

Computer networks, including thieternet can be used to connect people to other people, places, information, anbhidedex. to
keep students safe, schools and divisions have rules apphapriate use of technologyl students should be aware of what is
allowed and not allowed when using division/school technology.

Appropriate use of technology as well as school and division rules when using technology should be reviewed witbrstuder,
regular basisConsistent monitoring of students when engaged with technology should be conducted at all times.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts

1 Classify computer actions aiowed 1 What is appropriate use of technology
or not allowed based on school rulg school?

T Communicate the process for 1 If you see someone using technology
reporting inappropriate use of inappropriately in school, how should
technology. you notify the proper person?

1 Demonstrate proper care for

electronic devices (e.g., handling,
logging off or shutting down
correctly, and keeping devices awa
from wateffood).

2.10

The student will identify and create strong passwords, explain why strong passwords should be used. (e.g., protect name,
address, and telephone number).

Context of the Standard

a

Connecting devices to a network or theernetprovides great benefit, but care must be taken to protect private information s
student s name, phone number, and address. Passwords
Because computer programs can be used tssqueessswords, strong passwords have characteristics that make them more dif
guessMany sites have rules as to the length and composition of passwords; these rules help create stronger pasgwactise
of not sharing passwords should be Bagized in the classroom and at home.

At the elementary level, students are encouraged to use passwords. These passwords may not be as complex as thoke U
in protecting informationSuggestions for creating strong passwdodstudentsnclude

1. Use uppercase and lowercase letters.
2. Use numbers.
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Context of the Standard

Use symbols.

Use at least 8 characters.

Don't use words from a dictionary.
Don't use the same password twice.
Don't use personal information.

Students are not expected to list these suggestions; howss,suggestions may be introduced when students are allowed
create or classify passwords.

Nookow

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulthvestigatethese concepts: Students should batroducedto
these concepts
1 Explain how a password helps 1 What are the components of a strong
protect the privacy oinformation. password? 1 Password
1 Refrain fromusing other students' 1 Why are strong passwords needed wih
password using a computer?

1 Explain how logging off devices cal
protect your information

1 Classify passwords as strong or
weak
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Data and Analysis
2.11 The student wilconstruct and analyze data and organize it in a chart or graph in order to make a predict@n, with
without a computing device.

Context of the Standard

The collection and use of data about indixats and the world around them is a routine part of life and influences how people
Data are pieces of information collected about people or thitngseldata can be recorded in tables and can be used to consit
pictographs or bar graphsveryday digital devices can be used to collect and displayodar time Examples includeadl phones,
digital toys, and cars'hesecan contain tools (such asnsors) and computers to collect and display data from their surroundil

Once data has been collected and organized into a chart or graph, it can be analyzed to determine if a paftbenpatists can
be used to make predictions or answer question

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these conepts
1 Represent gathered data in tables 1  What are examples of data that we c3g
(vertically or horizontally). collect in the classroom or schoolyard 1 Data
1 Represent data using pictographs ( 1 What are different ways to display dat 1 Prediction
bar graphs. 1 What are the steps involved in
collecting, arranging, and displaying
data?
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2.12 The student will create a model of a physical object or process in order to show relationships with or without a computing
device (e.g., water cycle, butterfly life cycle, seasonal weather patterns).

Context of the Standard

Scientists, computer scientists, mathematicians, and programmers construct and use models to better conceptualizaraihd
phenomena under investigation or to develop a possible solution to a proposed problem. Models include diagrams, pbasic
mathematical representations, analogies, and computer simulations. Models are used to represent a system (or pands of &
under study, to aid in the development of questions and explanations, to generate data that can be used to makeapiekthcti
communicate ideas to others.

In second grade, students are expected to create simple models. These models may be created using a computing devic

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Create a model of an object or 1 What are examples of models that we
process both individually and as a see and use regularly? 1 Model
class 1 What are examplesf things in the
T Compare and contrast attributes of world that you can model?
model 1 What kinds of things do you need to
know before you begin to make a
model?
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Impacts of Computing
2.13 The student will compare and contrast examples of howpuating technology has changadd improved the way people
live, work, and interact.

Context of the Standard

People have always used devices to assist in computation. They can help in the collection, storage, or manipulaticarlgf da
computers used echanical components to perform calculations. In the early 1800s, the first programmable computers wer
They were limited in their capability, and relied heavily on people to do more complex computation. These people wdr®re
as computorsglue to their similar role. Many of these computors were women who were employed in commerce, governme
military, and research establishments.

The development of computing technology has expanded exponentially over the past 100 years.

The developmentanmdo di f i cati on of computing technology is drive
influence, and are influenced by, cultural practices.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students should batroducedto
these concepts
1 Identify different types of 1 What do you think is the earliest
technologies that people use in the example of @omputer?
daily lives 1 How do computers affect your daily
1 Explain tasks that are made easier life?
because of computing technology 1 How do computers make certain taskj
easier?

1 What would your life be like without
computing devices

2.14 The student will identify and model responsib&haviors when using information and technology
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Context of the Standard

Responsible behavior should always be used when working with computeinsas not sharing login information, keeping
passwords private, and logging off when finishBdesebehaviors apply regardless of whether a student is at school or on a
computer at another location.

In addition to keeping information private, responsible behaviors should be exhibited when engaging in online communicg
Online communication facilitagepositive interactions, such as sharing ideas with many people, but the public and anonymqg
nature of online communication also allows for intimidating and inappropriate behavior in the form of cyberbullying. Gyfgr
is a form of bullying that oces when online communications are sent that are intimidating or threatening in nature.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulthvestigatethese concepts: Students should batroducedto
these concepts
1 Interact responsibly with peers whe 1 What are examples of respdris

using technology. online behavior? 1 Cyberbullying
1 Describe what information should & 1 What information is acceptable to sha

shared and not shared. online?
1 Describe online behaviors that may 1 What are behaviors that should be

be harmful to others. avoided when interacting with others
1 Practice responsible behaviors at a online?

times when using computers. 1 What should you do if a person sendg

you information that is intimidating,
threatening, or that makes yaeef
badly?

1 What should you do if a friend is being
bullied or cyberbullied?
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Networking and the Internet
2.15 The students will discusgith partners and as a class how information can be communicated electronically (e.g., email,

social media, video conferencing, blogging).

Context of the Standard

Online communication facilitates positive interactions, such as sharing ideas with manyipehjaag friends and family aroun
the world.It also allows opportunities for scientists, mathematicians, business people, and many other professionals to col
about projects they are working on togetAsmpes of electronic communication inclueail, video conferencing, blogs, and
social media platform$2eople with similar interests can meet through social media or email and share information. When |
social media or email with strangers, do not share personal information such as phoneonaahthieessPictures should not be
shared with unknown parties using digital communication such as social media or emalil

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulthvestigatethese concepts: Students should batroducedto
these concepts
1 Understand thahformation can be 1 What are different ways that people
communicated electronically. communicate electronically? 1 Blog
1 Describe different types of electron 1 Why do people want to communicate 1 Emalil
communication. different ways? 1 Social media
1 Video conference
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Grade Three

The standards for third grade place an emphasis on decomposing larger problems and utilizing the iterative desigrnievetsss to
aplan to construct and execute programs. Students in third grade are introduced to using computing systems to modahdttributes
behaviors associated with a concept. The accurate use of terminology as well as the responsible use of technologyentitl bentin

built upon. The foundational understanding of computing and the use of technology will be an integral component of successful
acquisition of skills across content areas.

Algorithms and Programming
3.1 The student will construct sets of steystepinstructions (algorithms), both independently and collaboratively
a. using sequencing;

b. using loops (a wide variety of patterns such as repeating patterns or gpattgmgs); and
C. using events.

Context of the Standard

Algorithms are commonly used in sch@old at home as students engage in step by step activities that are done on a routing
Students can create algorithms as they describe and sequence tasks that are part of dailyStatieitisscan also use loops to
repeat steps when a task regsia repeated action or actions.

In third grade, the construction of loops becomes more complex as students use a wide variety of patterns to inclydenepe
growing patternsin a repeating pattern the units of the pattern repeat and remain thdrsargrowing pattern, an addition is
added to the pattern causing the pattern to change every time it r§yeatsg patterns involve a progression from step to stey
which make them more difficult forwdents than repeating patterns.

Repeating androwing patterns are foundational in mathematics in the development of algebraic reasoning and in computg
in developing computational thinking.

Sample numeric patterns include:

6,9, 12, 15, 18,....(growing pattern);
1, 2, 4, (gibwingbpdttern);1 6, € .
20, 18, 16, 14,¢é..(growing pattern); and
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Context of the Standard

1,3,51,3,5,1, 3,5,.....(repeating pattern).

Students in third grade are expected to use events when constructing algdmittongputer science, an event is an action or
occurrerce detected by a program. Events can be user actions, such as clicking a mouse button or pressing a key, or syst
occurrences, such as a timer or low battery.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulohvestigateghese concepts: Students shouldpplythese terms
in context:
1 Identify and describe algorithms us 1 How do you decide when to use a loo
to accomplish a variety of tasks in a sequence? T Algorithm
1 Differentiate between growing and 1  What are examples of repeating patte 1 Loop
repeating patterns and growing patterns? 1 Event
1 Describe how an event signals the 1 What are examples of eventsan
start of an algorithm plugged or an unplugged activity?
1 Construct algorithms thaitse loops
and events

T Compare and contrast a repeating
pattern and a growing pattern.
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3.2 The student will construct programs to accomplish tasks as a means of creative expression usingradtelcased

programming language, both independently and collaboratively

a. using seqguencing;

b. using loops (a wide variety of patterns such as repeating patterns or gpattgmgs); and

c. identifying events.

Context of the Standard

Computing enables people tceusreative development processes to create computational artifacts for creative expression O
a problemA computational artifact is anything created by a human using a computer. Examples of computation artifacts in]
programs, images, audiageos, presentations, or web page files.

Computing has the potential to provisld u d e@pportuities to extend their creative expression to solve problems, create
computational artifacts, and develop new knowledge. As students createdriddkxtbased programs, they move from being
mere consumers of content to engaging in the subject matter by creating computational artifacts.

In third grade, students are expected tohisek-basedr textbased programming to develop basic programs that include
sequences, loops, and eveiiisis may be the first time a student uses a text or Hdasled application to construct programs. P
grades may have used unplugged activities when integrating computer science standards into instruction.

Essential Skils

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

T Construct programs using text or
block-based applications.

1 Modify programgo use loops when
appropriate

Students shoulohvestigatehese concepts:

1 How would youwrite instructions for
an action that repeats itself?

1  What are different ways that you can
signal the start of a progré&m

1 How are loops and events used when
constructing programs?

Students shouldpplythese terms

in context;

Algorithm
Loop
Repeat
Event

=a =4 -4 A
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Essential Skils

Essential Questions

Essential Vocabulary

1 What are examples of creative produg
that you can use a sequence to make

3.3 The student will analyze, correct, and improve (debug) an algorithm that includes sequexmeitgy,and loops.

Context of the Standard

works as intended is called debugging.

In order to determine if an algorithmas appropriate reflection of the steps that must occur in order to complete a task, the
should check that the sequence of steps and any embedded loops that compose the algorithm work as intended. If tHeesd
not work as intended, theustents should determine what changes could be made to the algorithm in order to complete the
These changes may include adding, deleting, rearranging, or changing a step in order to obtain the intended outcome.

This process can be conducfedboth computer programs andplugged activitiesThe process of revising a program so that ig

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 Describe how an algorithm did not
work (eg., character is not moving &
intended)

1 Analyze a sequence of steps that ig
flawed and determine possible
solution(s)

Students shoulthvestigatehese concepts:

1 If your algorithm is not working, how
could you find the error?

1 Once you have found an error in your
algorithm, how do you decide what
adjustment needs to be made?

1 How can the order of your steps affec

what happens?

Students lsouldapplythese terms

in context:
1 Bug
1 Debug
1 Program
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Essential Skills Essential Questions Essential Vocabulary

T Implement a proposed adjustment |
a sequence that did not work as
intended

3.4 The student will create a plan as part of the iterative design process, independentlyodiabtmatively using a variety
of strategiege.g.,pair programmingstoryboard, flowhart,pseudecode, story map

Context of the Standard

An iterative design process is a process in which there is repetition of steps of a process in order to generate d eatpegnes
Many occupations and content areas use an iterative design process, including computer science and engineeringr. In cor
science, the development of programs uses an iterative process involving design, implementation, and review.

The design stage occurs before writing code. This is a planning stage in which the programmers gather information about
problem and sketch out a solutidrhis design process may include the use of pseudeasrding out the steps of a program in
Endish to make sure the flow of control and logic make sedbgeng the implementation stage, the planned design is express
a programming language (code) that can be made to run on a computing device. During the review stage, the design and
implementabn are checked for adherence to program requirements, correctness, and usability. This review could lead to
implementation and possibly design, which demonstrates the iterative nature of the process.

The student should focus on the planningipa of the iterative design process in third grade.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
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Essential Skills Essential Questions Essential Vocabulary

91 Design an algorithm using a 1 How can yowse planning tools to 1 Storyboard
planning tool create grogram(just like you would 1 Graphic organizer

f Review and revise a plan to bet for a story)? 1 Pair programming
fit the needs of &ask 1 Why is reviewing and revising your

f Communicate how an iterative work important?
design process can improve an| 1 Why is planning out a story or prograr
algorithm an important part of the writing

process?
3.5 The student will compare and contrast a group of items based on attobat#®ns classified into atdst two sets and

two subsets.

Context of the Standard

Objects and actions have attributes; these attributes allow people to group items into sets. Attributes may be physéasl pro
behaviors, or actions. Actions in cpater science can be displayed as digystep sequences (algorithms). Categorizing of

attributes or actions relies on careful observation of patterns and similarities and diffdretiéestandard, students are expect
to analyze sets of items andhgpare and contrast the attributes that led to the development of the set. Students can use ad(
attributes to categorize sets into subsets.

In block-basedorogramming environments, commands are grouped into categories based on function. In higher level prog
languagesgata are often classified by the type and format of the information

54
2017 Computer Science Curriculum Framework



Essential Skills Essential Questions Essential Vocabulary

Students shouldlemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
T Name multiple ways to sort a set of T  Why is it useful to sort objects into sef
objects. and why is it helpful in our daily lives? 1 Subset
T Sort and group (classify) objects inf 1 (Given a set of objects) How many
appropriate sets (categories) based different ways can you find to orgasiz
multiple attributes. these objects?
1 Classify objects into subsets based 1 How are items organized with multiple
a secondary attribute attributes?
1 Labelattributes of a set of objects 1  What attributes cahe used to divide a
that has been sorted. setinto subsets?

T Why is the sorting of attributes
important for computer science?

3.6 The student will break down (decomposéarger problem into smaller spimblems, indpendently or collaboratively.

Context of the Standard

When approaching a task it is sometimes easier to break the problem down into manageable chunks. Prog@ives lcarkeis
down into smaller parts to facilitate their design, implementation, and review. This is called program decomposition.digxo
helps in addressing aspects of program development, such as testing, by allowing people to focus on oa¢ipiece at
Decomposition also enables different people to work on different gfastprogranmat the same time. An example of decomposi
at this level is creating an animation by separating a story into different scenes. For each scene, a baekgotmbe selected,
characters placed, and actions programmed. The instructions required to program each scene may be similar to insthentig
programs.

Programs can also be built by adding together these smaller components to completa thtaskrade, students are expected
break down large problems into subproblems when designing or debugging programs.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Analyze a problem and d&tnine 1 If you have a big job to do, what are
sets of smaller problems. ways you can break @down to make it 1 Decompose
1 Explain why dividing problems into easier?
subproblems will help in completing 1 Why does breaking a problem down
a project and in planning or testing into smaller problems make the overa
programs. task easier?
3.7 The student will give credit to sources when borrowing or changing ideas (e.g., using information and pictures created by

others, using music created by otheesnixing programming projects).

Context of the Standard

As students start to work wittifferent artifacts (reference materials, resources, etc.) they should understand that these sou
information were created by othefauthors, illustrators, and programmers are responsible for the creation of many sources
information that are usad the classroom and at honfes students choose to use, reference, or modify some of these source
their own work, they are expected to recognize the original creator of the sthiscpractice should be reiterated throughout a
st ud e-b2tedusabnkand beyond.

Other topics related to copyright are plagiarism, fair use, and properly citing online sources. Knowledge of specifit Bypgrig
IS not an expectation at this level. This standard supports English standards as they learn abar pragiating.

Students are introduced to these concepts but areeBpbnsible fospecific citing practices in third grade.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

1 Review a program thegreated and
identify portions that are created by,
others

1 Explain why it is important to give
credit to authors

1 Describe when it is acceptable to u
peopl ebs work, &
credit to sources

Students shoulohvestigatethese concepts:

1

il

il

How can yu find the creator of an
artifact?

What are examples of artifacts that n¢
to need to have their creators creditec
Why is important to give credit for
using someone el s
arendét quoting th

Students shouldpplythese term

in context:

7 Author
1 lllustrator
1 Composer

Computing Systems

3.8 The student will model how a computing system works including input and output.

Context of the Standard

seen on the computer screen.

A system is defined as a regularly interacting or interdependent group of items forming a unifie®ystelas always have inpu
and outputs. In computer science, input and output, also referred to as 1/O, is the communication between an infocesdiog
system, such as a computer, and the outside world, possibly a human or another information processing system.

Inputs are the signals or data received by the system; these include electricity, the movements and clicks of your theuse,
keysyou type on a keyboarén output is whatever comes out of the system; for example, outputs include data and what cg
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

1 Describe how a computing system
may take in input

1 Describe how a computing system
may produce output

T Model a simple computing system
indicating inputs and outputs.

Students shoulohvestigatethese concepts:

T What is a system?

T Why are computers consiael a
system?

1 What are the different types of output
that a computer can produce?

Students shouldpplythese terms
in context:

1 Computing system
1 Input
1 Output
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3.9 The student will identify, using accurate terminology, simple hardware and softmedlemsthat may occur during use,
and apply strategies for solving problems (e.g., rebooting the device, checking for power, checking network availability,
closing and reopening an app).

Context of the Standard

As with any system, there are times that a compmysiem does not work as intendatthough computing systems may vary,
common troubleshooting strategies can be used on them, such as checking connections amdspaapging a working part in
place of a potentially defective part. Rebooting a madsicemmonly effective because it resets the computer.

Since computing devices are composed of an interconnected system of hardware and software, troubleshooting strategie
to address both. Common troubleshooting strategies, such as checkpmtbats available, checking that physical and wireleg
connections are working, and clearing out the working memory by restarting programs or devices, are effective for many ¢

Students in third grade are expected to use accurate terminologygtibelsgnple problems with computer hardware and softw

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Identify when a device or program i 1 How can you tell a computer is not
not working properly. working as intended? 1 Reboot
1 Communicate that a device or 1 How can you find out specifically why 1 Troubleshoot
program is not working. your computer is not w&ing?
1 Perform simple troubleshooting tas 1 What are different troubleshooting
(e.g.,rebooting the computer) tactics you should try if a program is n
working?
T  Why is it important to be as specific a
possible when you are describing a
problem?
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Cybersecurity
3.10 The student will identify problems that relate to inappropriate use of computing devices and networks.

Context of the Standard

Computer networks, including thieternet can be used to connect people to other people, places, informatioteasth order to
keep students safe, schools and divisions have rules on the appropriate use of techmstoggnts increase their use of the
networks and interact with others outside of the school or home environment, digital safety is an ghcoeasim Students
shouldbe aware of what is allowed and not allowed when using division/school technology.

Appropriate use of technology as well as school and division rules when using technology should be reviewed with séuder
regular basisCorsistent monitoring of students when engaged with technology should be conducted at all times.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese cooepts: Students shouldpplythese terms
in context:
1 ldentify causes and fefcts related to 1  What is appropriate use of technology
inappropriatauseof computing T If you see someone using technology 1 Computing device
devices inappropriately in school, how should
1 Identify reatlife situations they you notify the proper person?
encounter while using computing 1 What are some consequences of
devices that could cause problems inappropriate use of computing
school or at home technology?

1 Describe how a technologeglated
problem could be avoided or
prevented

3.11 The student will create examples of strong passwords, explain why strong passwaoilde used, and demonstrate
proper use and protection of personal passwords.
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Context of the Standard

Connecting devices to a network or theernetprovides great benefit, but care must be taken to protect private information s
a studentdos name, phone number, and address. Passwosrds
Because computer programs can be used to guess passwords, strong passwords have characteristics that make thenmton
guessMany sites have rules as to the length and composition of passwords; these rules help create stronger pasgramiise
of not sharing passwords should be emphasized in the classroom and at home.

At the elementary level, students are encouraged to use passwords. These passwords may not be as complex as thoke U
in protecting informationSuggestions for creating strong passwdodstudentsnclude:

1. Use uppercase and lowercase letters.
2. Use numbers.
3. Use symbols.
4. Use at least 8 characters.
5. Don't use words from a dictionary.
6. Don't use the same password twice.
7. Don't use personal information.
Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Explain how a password helps 1  What are the components of a strong
protect the privacy of information. password? 1 Password
T Respect other st 1 Why should you change your passwo
privacy. periodically?
1 Explain how logging off devices cal 1 Why should you have a different
protectyour information password for differerdccounts?
1 Classify passwords as strong or
weak
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Data and Analysis
3.12 The student wiluse a computer tobserveand analyzelata in order to draw oalusions and make predictions.

Context of the Standard

When answering questions abeext in history or English or investigating a question in science, evidence should be used to
your answerData are a form of evidence that can be used when answering questions or in making prédineiorms, to access

data is through the comput&he computer can be used to construct tables and graphs from data collected in class; it can g
source of existing data sets that have been compiled by others.

The ability to determine what type of data is needed to answer a question armbomrier to find these data are skills needed
many career and academic fields.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Use a computer to organize data 1 What can you learfrom looking at
using various forms of data your data in different ways? 1 Data
collection. 1 How can you use the data you have 1 Predicton
1 Analyze a data set to identify a collected to make a prediction or ansy
pattern or make a prediction. a question?
1 Usedatato answer a question or 1 How does a computer help you to loo
make a prediction. at data in different ways?
3.13 The student will create an artifact using computing systems to model the attributes and behaviors associated with a

concept (e.g., day and night, anim#d tycles, plant life cycles).
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Context of the Standard

Scientists, computer scientistsathematicians, and programmers construct and use models to better conceptualize and un
phenomena under investigation or to develop a possible solution to a proposed problem. Models include diagrams, pbgsic
mathematical representatioasalogies, and computer simulations. Models are used to represent a system (or parts of a sy

under study, to aid in the development of questions and explanations, to generate data that can be used to makeapickthcti
communicate ideas to ofise

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Create an artifact to model a conce 1 What are examples of models that we
using a computing system see and use regularly? 1 Model
1 Describe how a model reflects the 1 What are examples of things in the
attributes or behaviors of a concepf world that you can model?

1 What kinds of things do you need to
know before you begin to make a
model?

1 How does a comger model help us
learn and predict things about system

Impacts of Computing

3.14 The student will identify computing technologies that have changed the world and express how those technologies
influence, and are influenced by, cultural practices.
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Context of the Standard

The devel opment and modi fication of ¢ omp WNew congutingeechimology i
created and existing technologies are modifieiddcease their benefite.qg.,Internet search recommendations), decrease their
(e.g.,autonomous cars), and meet societal demandsgmartphone appsfomputing technologies influence, and are influenc
by, cultural practicedncreasednternetaccess and speed have allowed people to share cultural information but have also a
the practice of traditional cultural custordg example of this is that people collaborate and communicate in different ways th
they did decades ag8torytelling and the sharing of information that was conducted between peopigcmta-faceenvironment
now happens virtually much of the time.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoultohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Identify computing technologs that 1 What are examples of computing
have changed the world. technologieshat changed the world? 1 Internet
T Explain how the teamlogy is 1 How has technology, like mobile
influenced by culture. phones, changed society?
1 Explain how the cliure can affect 1 How does society influence the
the technology. technology that we invent?
1 If you could design a new computing
technology, what would it do, and why

3.15 The student will identify the positive and negative impacts of the pervasiveness of computers and computing in daily life
(e.g., downloading videos and audio files, electronic appliances, witetesset mobilecomputing devices, GPS
systems, wearable computing).

64
2017 Computer Science Curriculum Framework



Context of the Standard

both the benefits and the downside risks.

The use of technology, including computers, has allowed for global communication and has revolutionized the everyday g
information, whether for business, scientificpgrsonal useAlthough there are many positive impacts in using technology, the
are also times when computer use has impacted us in undesirable ways. As computer technology continues to advance g
generations of machines grow faster and have greapabilities, the machines become more deeply fixed in daily life, magnif

Positive impacts include easy access to information, automated machinery, and fast and accurate data Negatssmgnpacts
include an increase in sedentary lifestyles, family and leisure interruption, and loss of privacy.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese term;
in context:
T Identify how the use of computers 1 How do computing devices make you
and computing gsitively influences life easier?
daily life. 1 How have computing devices made
T Identify how the use of computers peopl erame complicaes?
and computing egatively influences 1  What are ways to limit the negative
daily life. influences of computing devices?
3.16 The student will identify social and ethical issues that relate to compuingesd and networks.
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Context of the Standard

People can work in different places and at different times to collaborate and share ideas when they use technologes that
across the globe. These social interactions affect how local and global groups interact with eah witieanysocial
interaction, there are manners that people should use when interacting withTdtearse of manners when collaborating or
interacting with others through computing devices or networks is more complex since many times the communication is d
without seeing the person on the other side of the communication. Care should be taken when sharing information sortha
of the message is not misunderstood by the person on the other end of the communication.

In addition, due to the anonymous natof online communication, intimidating and inappropriate behavior in the form of
cyberbullying may occur. Cyberbullying is a form of bullying that occurs when online communications are sent that aagimat
or threatening in nature.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Identify problems that arise from 1 How couldcomputing technology mak
computer use it easier for people to engage in negat 1 Cyberbullying
1 Determine solutions to common behavior?
computer use issues 1  What should you do if you see other
people using a computer to do harm t
others?
1 What is cyberbullying?

Networking and the Internet
3.17 The students will discuss in partners and as a class that information can be transmitted using computing devices via a

network (e.g., email, blogging, video messaging).
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Context of the Standard

Just like electricity travels through a closed circuit, information in a computing system needs a physical or wirelesspalibot
be sent and received. Information is broken into smaller pieces that are sent independently and reassembledatidhe Teste
are physical paths for communicating information, such as ethernet cables, and wireless pathgyisuiclbtien, information
travels on a combination of physical and wireless paths; for example, wireless paths originate from a physicigcgoint.

At this level, the priority is understanditigat there are different ways to transfer informatrather than the details of how route
and switches work and how to compare paths.

Students are not expected to know the exact mechafoisomducting the transmission in third grade.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Identify types of electronic 1 What are he different types of
communicationsd.g.,email, electronic communication? 1 Network
blogging, text messaging, video 1 How do you decide which method of 1 Email
messaging) communication is best for a particular 1 Blog
1 Discuss the different types of situation? 1 Text message
information that can be 1 How does information travel from 1 Video conferencing
communicated through different computing device to computing devicg
transmission media
1 Explain that electronic pathways ar
needed to transfer information with|
computing systems
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Grade Four

The fourthgrade standards place emphasis on constructing programs and utilizing algorithms to accomplish a task. Students continue
to decompose larger problems into smaller tasks. In fouatieg students begin to think about the impacts of computing and computing

devices. The accurate use of terminology as well as the responsible use of technology will continue to be built upoatibadbu

understanding of computing and the use ofrietdgy will be an integral component of successful acquisition of skills across content

areas.

Algorithms and Programming
4.1 The student will construct sets of steypstep instructions (algorithms) both independently and collaboratively
a. using sequencing;
b. using loops;
c. using variables to store and process data; and
d. performing number calculations on variables (e.g., addition, subtragtidtiplication and division).

Context of the Standard

Algorithms are commonly used in school anti@mine as studenengage in stepy-step activities that are done on a routine bas
Students can create algorithms as they describe and sequence tasks that are part of dailySiutieitiesscan also use loops to

repeat steps when a task requires a repeated actatians.In third grade, the construction of loops becomes more complex ¢
students use a wide variety of patterns to include repeating and growing péattarrepeating pattern the units of the pattern re
and remain the samim a growing patterran addition is added to the pattern causing the pattern to change every time it repg
Growing patterns involve a progression from step to step which make them more difficult émtstién repeating patterns.

In fourth grade, algorithms become mooenplex through the addition of variabl&&riables in a computer program are analog
to "Buckets" or "Envelopes" where information can be maintained and referenced. On the outside of the bucket is a name
referring to the bucket, we use the naméhefbucket, not the data stored in the budieiny programming languages provide

variables, which are used to store and modify data. The data type determines the values and operations that can ngbHt
data.

In fourth grade understanding he to use variables to conduct number calculations (e.g., addition, subtraction, multiplicatiof
division) is sufficient. Manipulation on narumeric data types is not expected.
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Context of the Standard

Teacher note: the use of the term variable is used across disciplifestingrade and students should be aware of how this te
can be interpreted or applied differently depending on the discipline context.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpply these terms
in context:
T Identify anddescribe algorithms use 1 What are the kinds of tasks that you ¢
to accomplish a variety of tasks write an algorithm to complete? 1 Algorithm
1 Describe when a variable can be 1 What is a variable? 1 Loop
used. 1 Why do we use variables in algorithm 1 Variable
T Identify a variable in an algorithm. 1 How can you write an algorithm to
1 Construct algorithms that use loops completebasic mathematical
and variables. calculation®
T Apply the use of variables in a mat
calculation
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4.2 The student will construct programs to accomplish a task as a means of creative expression usingrdextiocised

programming language, both independently and collaboratively

using sequencing;
using loops;
using variables; and

apop

performing number calculations (e.g., addition, subtraction, multiplicatna division)n variables.

Context of the Standard

computational artifacts.

sequences, loops, and variables.

Computing enables people to use creative development processes to create computdtiotsalor creative expression or to so
a problemA computational artifact is anything created by a human using a computer. Examples of computation artifacts ir
programs, images, audio, videos, presentations, or web pag€éleputing has # potential to provide students opportunities 1
extend theicreative expressioto solve problems, create computational artifacts, and develop new knowledge. As students
block- and textbased programs, they move from being mere consumers of ttmtgrgaging in the subject matter by creating

In fourth grade, students are expected tohlsek-basedr textbased programming to develop basic programs that include

Essential Skills

Essental Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 Construct gorogramto accomplish
an activity.

T Modify algorithms to use loops whe
appropriate

1 Declare a variable to store values
when appropriate in an algorithm

Students shoulthvestigatehese concepts:

1 What is the role of a variable in a
program?

1 How do you decide when to use a loo
in your algorithm?

1 How do you decide when to use a
variable in your algorithm?

Students shouldpplythese terms

in context:

1 Algorithm
1 Loop
1 Variable
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Essential Skills Essental Questions Essential Vocabulary

T Apply theuse of variables in a math
calculation

4.3 The student will analyze, correct, and improve (debug) an algorithm that includes sequencing, events, loops and variables.

Context of the Standard

In order to determine if an algorithm is an appropriate reflection of the steps that must occur in order to compléte attaddnty
should review the sequence of steps and any embedded loops that compose the adgdetdmmine if iworks asntended.
During the review stage, the design and implementation are checked for adherence to program requirements, correctnesy
usability. This review could lead to changes in implementation and possibly design, which demonstrates the iteratf¢heatu
process. If the algorithm does not work as intended, the students should determine what changes could be made totire a
order to complete the taskhese changes may include adding, deleting, rearranging, or changing a step in ordén theob
intended outcome.

The process of revising a program so that is works as intended is called debugging.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
1 Describe how an algorithm did not 1 If your dgorithm is not working, how
work (e.g.,character is not moving ¢ could you find the error? 1 Bug
intended) 1 Once you have found an error in your 1 Debug
1 Analyze a sequence of steps that is algorithm, how do you decide what
flawed and determine possible adjustment needs to be made?
solution(s) 1 How can the order of your steps affec
T Implement a proposed adjustment what happens?
a sequence that did not work as 1 What aspects of a variable could caus
intended problemswith your algorithms?
4.4 The student will create a plan as part of the iterative design process, independently and/or collaboratively using a variety

of strategies (e.g., pair programmistpryboard, flowchart, pseudocode, story map).

Context of the Standard

An iterative design process is a process in which there is repetition of steps of a process in order to generate d eatpemnes
Many occupations and content areas uskeaative design process, including computer science and enginderaogmputer
science, the development of programs uses an iterative process involving design, implementation, and review. The desig
occurs before writing cod@heplanning stagées whenthe programmers gather information about the problem and sketch out
solution.This design process may include the use of pseuddcagocess that involvesriting out the steps of a program in
English to make sure the flow of control and logiake senséduring the implementation stage, the planned design is express
a programming language (code) that can be made to run on a computing device. During the review stage, the design and
implementation are checked for adherence to program rewgmts, correctness, and usability. This review could lead to chang
implementation and possibly design, which demonstrates the iterative nature of the process.

This standard focuses on the planning portion of the iterative design process.
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EssentialSkills Essential Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Designaprogramusing a planning f How can you use planning tools to
tool. create grogram(just like you would 1 Planning tool
1 Review and revise a plaign to the for a story)? 1 Storyboard
expectations of a task. 1 Why is reviewing and revising your 1 Graphic organizer
1 Communicate how an iterative work important? 1 Pseudocode
design process can improve a 1 Why is planning a story or program ar
program important part of thevriting process?
4.5 The student will classify and arrange a group of items based on the attributes or actions.

Context of the Standard

Objects and actions have attributes; these attributes allow people to group items. Attributes may be physical propeities,do
actions. Actions in computer science can be sesteby-stepsequences (algorithms). Categorizing of attributestioras relies
on careful observation of patterns and similarities and differetrcédss standard, students are expected to analyze groups of
and compare and contrast the attributes that led to the development of the group.

In block-basedorogramming environments, commands are grouped into categories based on function. In higher level progr
languages, data are often classified by the information held within.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese term;
in context:
T Name multiple ways to sort a set of T  Why is it useful to sort objects into set
objects. and why is it helpful in our daily lives? 1 Subset
T Sort and group (classify) objects int 1 (Given a set of objects) How many
appropriate sets (categories) baseq different ways can you find to organiz{
multiple attributes. these objects?
1 Classify objects into subsets based 1 How are items organized with multiplg
a secondary attribute attributes/actions?
1 Label attributes of aet of objects 1 What attributes/actions can you use ta
that has been sorted. a set of things that you have sorted ar
then sort them into subsets?
4.6 The student will break dowfdecompose) a larger problem into smaller-puiblems, both independity and

collaboratively.

Context of the Standard

When approaching a task it is sometimes easier to break the problem down into manageablBrdynakss can also be broken
down intosmaller parts to facilitate their dgsi, implementation, and review; this is referred to as decompogtemomposition

helps in addressing aspects of program development, such as testing, by allowing people to focus on one piece at a time
Decompositioralso enables different people to work on different parts at the same time. An example of decomposition at t
is creating an animation by separating a story into different scenes. For each scene, a background needs to be selerted,
placed and actions programmed. The instructions required to program each scene may be similar to instructions in other

Programs can also be built by adding together smaller components to completd\éhaskreaking problems into subproblems
thesesubproblems should be named or described accurately to allow the programmer to easily reconstruct a program.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Analyze a problem and determine T If you have a big job to do, what are
sets ofsmaller problems ways you can break it down to make i 1 Decompose
T Explain how decomposition can be easier?
helpful when planning or testing a 1  Why does breaking a problemwlo
program? into smaller problems make the overa
task easier?

4.7 The student will give credit to sources when borrowing or changing ideas (e.g., using information, pictures created by
others, using musicreated by othersemixing programming projects).

Context of the Standard

As students start to work with different artifacts (reference materials, resources, etc.) they should understand thatésese s
information were created by otheauthors,illustrators, and programmers are responsible for the creation of many sources ¢
information that are used in the classroom and at hdsstudents choose to use some of these sources in their own work, th
expected to recognize the original creaibthe sourceT hi s pr acti ce shoul d be -I2edutagon a
and beyond.

Ethical complications arise from the opportunities provided by computing. The ease of sending and receiving copiesrofhag
Internet such as videghotos, and music, creates the opportunity for unauthorized use, such as online piracy, and disregal
copyrights, such as lack of attribution.

Other topics related to copyright are plagiarism, fair use, and properly citing online sources. Knohwpegéio copyright laws
IS not an expectation at this level. This standard supports English standards as they learn about plagiarism in writing.

Students are not responsible for specific copyright laws or using citing practices in fourth grade.

75
2017 Computer Science Curriculum Framework



Essental Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Review a program they created an( 1 How can yodocate creator informatior
identify anyportions thatvere on an artifact? 1 Author
created by others 1 What are examples of artifacts that ne T llustrator
1 Explain why it is important to give to need to have their creators creditec 1 Composer
credit to authors T  Whyis important to give credit for
1 Describe when it iacceptable to use using someone el s
peopl ebs work, 4 arendét quoting th
credit to sources

Computing Systems
4.8 The student will model how a computing system wank$fuding input and output, processaad sensors.

Context of the Standard

A system is defined as a regularly interacting or interdependent group of items forming a unifiedehmating systems requir|
inputs and outputs. Input andtput, also referred to as I/O, is the communication between an information processing syster
as a computer, and the outside world, possibly a human or another information processing system.

Inputs are the signals or data received by the systeme Tha wide variety of digital collection tools used for gathering and

inputting digital data. Tools are chosen based upon the type of measurement they use as well as the type of datafoeople
observe. These collection tools include the movememtglarks of your mouse and the keys you type on a keyboard. Sensor:
also used in computing systems, such as in robotics, to detect information and serve as input devices for tlhesgystenthat is
be used withrobotic devicsis a light sensohtatdetecs changes in brightness.

An output is whatever comes out of the system; for example, outputs include data and what can be seen on the comeuter
how the robotic device responds based on the input from the sensor.
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Essential Skills Esserial Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Describe how a computing system 1  What are examples of sensors that ta
may use different components to in input? T Input
receive input including sensors 1 What kind of input can a computer tak 1 Output
T Identify the processor as the in, and what is required to take in the 1 Processor
component which manipulates inpy different types? 1 Sensor
into output 1 What are the main components of a
1 Describe how a computing system computing system?
may produce output T When you input information into a
1 Model a simple computing system computer, what path does it take to
indicating inputs and outputs. become output?
1 Describe the role of a processor in 1 What are thalifferent types of output
computing system. that a computer can produce?
4.9 The student will identify, using accurate terminology, sinffdedware and softwaproblems that may occur during use,

and apply strategies for solving problems (e.g., rebooting the device, checking for power, checking for network
availability, closing and reopening an app).

Context of the Standard

As with any system, there are times that a computer system does not waendsd Although computing systems may vary,
common troubleshooting strategies can be used on them, such as checking connections and power or swapping a workin
place of a potentially defective part. Rebooting a machine is commonly effective becauets theesomputer.

Since computing devices are composed of an interconnected system of hardware and software, troubleshooting strategie
to address both. Students in fourth grade are expected to use accurate terminology to describe simplevphoddenpsiter
hardware and softwar€ommon troubleshooting strategies, such as checking that power is available, checking that physic
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Context of the Standard

wireless connections are working, and clearing out the working memory by restarting programs or devicegj\sdaffaany
systems.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Identify when a device or program i 1 How can you tell a computer is not
not working properly. working as intended? 1 Reboot
1 Communicate that a device or T How can you find out specifically why 1 Troubleshoot
program is not working. your computer is not working?
1 Perform simpldroubleshooting task 1 What are different troubleshant
(e.g.,rebooting the computer) tactics you should try if a program is r
working?
1  Why is it important to be as specific a
possible when you are describing a
problem?
Cybersecurity
4.10 The student will identify andxplain problems that relate to inappropriate use of computing devices and networks.

Context of the Standard

Computer networks, including theternet can be used to connect people to other people, places, information, anbhidedey. to
keepstudents safe, schools and divisions have rules on the appropriate use of tecsabbggents increase their use of the
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Context of the Standard

networks and interact with others outside of the school or home environment, digital safety is an increasindgstotents.
shout be aware of what is allowed and not allowed when using division/school technology.

Appropriate use of technology as well as school and division rules when using technology should be reviewed with séuder,
regular basisConsistent monitoring of stients when engaged with technology should be conducted at all times.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 Identify and explain causes and
effects related to inappropriatse of
computingdevices

T Identify reatlife situations they
encounter while using computing
devices that could cause problems
school or at home

1 Describe how a technologglated
problem could be avoided or
prevented

Students shoultohvestigatehese concepts:

1 Whatis appropriate use of technology

1 If you see someone using technology
inappropriately in school, how should
you notify the proper person?

1  What are some consequences of
inappropriate use of computing
technology?

1 What are examples from the news
concerningmappropriate use of
technology?

Students shouldpplythese term;
in context:
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411 The student will create examples of strong passwords, explain why strong passwords should be used, and demonstrate
proper use and protection of personal passwords.

Context of the Standard

Connecting devices to a network or theernetprovides great benefit, but care must be taken to protect private information s
a student s name, phone number, and addr ess. Passwords
Computemprograms can be used to gupassverds;therefore strong passwords have characteristics that make them more dif
to guessMany sites have rules as to the length and composition of passwords; these rules help create stronger password
practice of not sharing passwords shouleimphasized in the classroom and at home.

At the elementary level, students are encouraged to use passwords. These passwords may not be as complex as thoke U
in protecting informationSuggestions for creating strong passwdodstudentsnclude:

1. Use uppercase and lowercase letters.
2. Use numbers.
3. Use symbols.
4. Use at least 8 characters.
5. Don't use words from a dictionary.
6. Don't use the same password twice.
7. Don't use personal information.
Essential Skills Essential Questions EssentialVocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Explain how a password helps 1 What are thattributesof a strong
protect the privacy of information password? 1 Password
T Respect other st 1 Why should you change your passwo
privacy. periodically?
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Essential Skills Essential Questions EssentialVocabulary

T Explain how logging off devices ca 1 Why should you have a different
protect your information password for dierent accounts?

1 Classify passwords as stroag
weak

1 Create strong passwords to be use
school or at home.

Data and Analysis
412 The student will use a computer to observe, analyze, and manipulate data in order to draw conclusions and make
predictions

Context of the Standard

Whenanswering questions about text in history or English or investigating a question in science, evidence should be useg
your answerData are a form of evidence that can be used when answering questions or in making préittiossften sorte
or grouped to provide additional clarity. The same data could be manipulated in different ways to emphasize particsilar as
parts of the data set.

Computers can be used to obtain, store, and manipulate data. Computersieded toeconstruct téds and grajps from data
collected in class as well agigting data sets that have been compiled by otfidesability to determine what type of data is
needed to answer a question and use a computer to find these data are skills needed in mard/ aeademaa fields.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Use a computer to organize data T How can you use the data you have
using various forms of data collected to make a prediction or ansy 1 Data
collection a question? 1 Prediction
T Conduct simple manipulations of 1 How does a computer help you to loo}
data using the computer at data in different ways?
1 Analyze a data set to identify a 1 What can you learn from looking at
pattern or make a prediction your data in different ways?
1 Use the data to answer a question 1  What does a computer allow you to d
make a prediction with data that is more difficult on
paper?
4.13 The student will create an artifact using computing systems to model the attributes and behaviors associated with a

concept (e.g., solar system).

Context of the Standard

Scientists, computer scientists, mathematicians, and prograroamstsuct and use models to better conceptualize and unders
phenomena under investigation or to develop a possible solution to a proposed problem. Models include diagrams, pbasic
mathematical representations, analogies, and computer sonaldflodels are used to represent a system (or parts of a syste
under study, to aid in the development of questions and explanations, to generate data that can be used to makeapiekthcti
communicate ideas to others.
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Essential Skills Essentid Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
1 Create an artifact to model a conce 1  What are examples of models that we
using a computing system see and use regularly? 1 Model
1 Describe how a model reflects the 1 What are examples of things in the
attributes or behaviors of a concept world that you can model?

1 What information do you need to
construct a model?

1 How does a computer model help us
learn and predict things abowysssems?

4.14 The student will use numeric values to representmoneric ideas in the computer (binary, ASQ@ikel attributes such
as RGB).

Context of the Standard

Computers use numeric values to siafermation and perform operatioriaformation inputted into the computer from various
components must be converted into numeric values in order for the computer to use the information and performGunoetitheg
function is completed, the numericlwvas must be converted to a form of output that the user can undeifi$tendutput may be in
the form of words, images, videos, or sounds.

Examples of different wayson-numericinformationsuch as letters or colors can be expressed include the uffereind protocols
such as binary, ASCII, or RGBtudents are not expected to apply these protocols in fourth grade.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulthvestigatethese concdp: Students shoul@pplythese terms
in context:
T Understand that computers use 1 What is a numeric value?
numeric values to represent Ron 1 Why are numbers used to represent-r 1 Binary
numeric ideas numeric ideas in the computer? 1 Pixel
1 Give an example of when numeric 1 Why does a computer convert input ir 1 ASCII
values can be used to represent-nc a different format?
numeric ideas 1  What are some examples of how
T Apply using numeric values to numbers are used to represent-non
represent nomumeric ideas to in a numeric ideas in the computer?
realworld example
Impacts of Computing
4.15 The student will give examples of computing technologies that have changed the world and express how those

technologies influence, and are influenced by, culjrattices.

Context of the Standard

time.

Societaland culturaproblems provide demandor the development of new technologi®@sese new computing technologies at
created and existingdknologies are modifieth order to increase their benefits (for exampiggrnetsearch recommendations),
decrease their risks (for example, autonomous cars), and meet societal demands (for example, smartphone appb)jtdnoeeg
access and speed have allowed peoplbacescultural information but have also affected the practice of traditional cultural
customsAn example of this is that people collaborate and communicate in different ways than they did dec&tesysgjbing
and the sharing of information that wamducted between people in a face to face environment now happens virtually much
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:

T Identify computing technologies the 1 What are examples of computing
have changed theorld. technologies that changed the world? 1 Internet

T Explain how the technology is 1 How has technology, likenobile
influenced bysociety phones, changed society?

T Explain how the culture can affect 1 How does society influence the
the technology technology that we invent?

1 If you could design a new computing
technology, what would it do, and why

4.16 The student will describe the positive and negative impacts of the pervasiveness of computers and computing in daily life
(e.g., downloading videos and audio files, electronic appliances, witetesset mobile computing devices, GPS
systems, wearablemputing).

Context of the Standard

The use of technology, including computers, has allowed for global communication and has revolutionized the everyday a
information, whether for business, scientific or personal Albleough there are mampositive impacts in using technology, there
are also times when computer use has impacted us in undesirable ways. As computer technology continues to advance g
generations of machines grow faster and have greater capabilities, the machines beeoteephofixed in daily life, magnifying
both the benefits and the downside risks.

Positive impacts include easy access to information, automated machinery, and fast and accurate data Negatssmgnpacts
include an increase in sedentary lifestyfasnily and leisure interruption, and loss of privacy.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese term;
in context:
T Identify how the use of computers 1 How do computing devices make you
and computing positively influences life easier?
daily life. 1 How have computing devices made
1 Identify how the use of computers peopleds | ives mo
and computing negatively influence 1 What are ways to limite negative
daily life. influences of computing devices?
4.17 The student will describe social and ethical issues that relatenfouting devices and networks.

Context of the Standard

People can work in different placasd at different times to collaborate and share ideas when they use technologies that rez
across the globe. These social interactions affect how local and global groups interact with eagh witieany social
interaction, there are manners that peghould use when interacting with othdéree use of manners when collaborating or
interacting with others through computing devices or networks is more complex since many times the communication is d
without seeing the person on the other side otdmmunicationFor examplecommunications should be clear and concise an
should never represent the words and actions of others as youCarershould be taken when sharing information so that the
intent of the message is not misunderstood by th@pens the other end of the communication.

In addition, due to the anonymous nature of online communication, intimidating and inappropriate behavior in the form of
cyberbullying may occur. Cyberbullying is a form of bullying that occurs when online comaioni are sent that are intimidati

or threatening in nature.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

1 Describe problems that arise from
computer use

1 Practice the use of good computer
ethics when interacting with others,|

Students shoulohvestigatethese concepts:

1 What is cyberbullying?

1 How could computing technology mak
it easier for people to engage in negal
behavior?

1 What should you do if you see other
people using a computey do harm to
others?

Students shouldpplythese terms
in context:

1 Cyberbullying

Networking and the Internet

4.18 The student will identify and expladtifferent waysnformation can be transmitted using computing devices via a
network (e.g., email, images, and videos).

Context of the Standard

Information can be transmitted through boltygical and wireless pathways; these pathways are referred to as a network. Ne
pathways allow communications to occur between computers within the same building or to different locations around the
These communications exist in a varietyfains to include emails, blogs, images, videos, and through social media platform

The use of wireless technology allows people to communicate and collaborate, to support work, and to maintain friendshi

Students are not expected to know the exadhamegms for conducting electronic transmissions in fourth grade.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Identify types of electronic 1 What are the different types of
communicationsg.g.,email, electronic communication? 1 Network
blogging, text messagingnd video 1 How do you decide which method of T Email
messaging) communication is best for a particular 1 Blog
1 Discuss the different types of situation? 1 Text message
information that can be 1 How does information travel from 1 Video conferencing
communicated through different computing device to computing devicg
transmission media 1  How does electronic communication
T Explain thanetworksare needed to allow for greater collaboration betwee
transfer information within people?
computing systems 1 What is meant by a network?
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Grade Five

The fifth-grade standards place emphasis on constructing programs and utilizing algorithms to accomplish a task. Students continue to
decompose larger problems into smaller tasks and recognize the impacts of computing and computing devices. Stildgraden fif

model how computing systems work. The accurate use of terminology as well as the responsible use of technology wilh t@ntinue

built upon. The foundational understanding of computing and the use of technology will be an integral compareaessfus
acquisition of skills across content areas.

Algorithms and Programming

5.1 The student will construct sets of stieypstep instructions (algorithms) both independently and collaboratively,
using sequencing;

using loops;

using variakes to storend process data,

performing number calculations on variables (addition, subtractionipfiagtion and division); and
using conditionalsii{-statements

PO T O

Context of the Standard

Algorithms are commonly used in school anth@me as students engagesiapby-step activities that are done on a routine bas
Students can create algorithms as they describe and sequence tasks that are part of dailWwshgwitegsalgorithm or a set of
algorithms is tested, a program has been created.

Programs use geencing and may include loops and variables; the use of these are dependent endbé mitcome of the
program.Students entering fifth grade should have experience with the construction of loops using a wide variety of patter
include repeatingral growing patterns.

In fourth grade, students learn that variables are used to store and pregartaibes in a computer program are analogous to
"Buckets" or "Envelopes" where information can be maintained and referenced. On the outside of the duckae. When
referring to the bucket, we use the name of the bucket, not the data stored in theMarmk@rogramming languages provide
variables, which are used to store, modify, and process data. The data type determines the values anditgieratidres
performed on that dat&xamples of operations that may be used on variables include count and sum.
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Context of the Standard

I n fifth grade, algorithms become mo if-statetcnents @onditionals act as gated
programsThey test a truéalse condition, if it is true then the code inside the gate, or conditional, runs. If the test is false, th
program skips the code and moves on to the next command. Conditionals refer to statements that require the compuiee tc
whet her to run a specific set of instructions basedaa up
deci siono concerning what set of directions to follow.

Teacher note: the use of the term variable is used adissiplines in fifth grade and students should be aware of how this ter
can be interpreted or applied differently depending on the discipline context.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Construct algorithms to include T When should you use dirstatemenin
loops, variables, and conditionals. an algorithm? 1 Algorithm
T Identify a variable in an algorithm 1 How do we use variables to complete 1 Variable
1 Apply the use of variables in a matl math problems on a computer? 1 Conditional {f-statement
calculationin an algorithm 1  Whendo you assign a variable to an
T Assign one or more variables in a expression or a set of data?
computer program to name or 1 When you use aifi-statementhow doeg
categorize data the computer respond to the direction
1 Apply the use of conditionals in an 1 Why areif-statementsiseful when
algorithm writing algorithms?
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5.2 The student will construct programs to accomplish a task as a means of creative expression usingrdextiocised
programming language, both independently and collaboratively

apop

e.

using sequencing;

using loops;

using variables;

using mathematical operations (addition, subtraction, multiplication and division) vdagabénipulate a
variable; and

using conditionalsii{-statements

Context of the Standard

Computing enables people to use creative developmectsses to create computational artifacts for creative expression or t
a problemExamples of computation artifacts include programs, images, audio, videos, presentations, or web [2gapbilesg
has the potential to providet u d e@pportunifies to extend their creative expression to solve problems, create computation
artifacts, and develop new knowledge. As students create-lalndkextbased programs, they move from being mere consumg
content to engaging in the subjectttenby creating computational artifacscomputational artifact is anything created by a
human using a computer.

In fifth grade, students are expected to bisek-basedr textbased programming to develop basic programs that include
sequences, loopgariables, and conditional statements.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:

T Use loops, variables, and T When midnt you use aif-statemenin a
conditionals when creating block of] programthat is designed for creative 1 Algorithm
textbased programs. expression? 1 Variable

1 Understand that computirgvices 1  What are examples of differeateative 1 Conditional {f-statement
can be used as a means for creati products that you can make using a
expression program?

T Explain different types of creative
products that can be generated usi
a computing device (e.g. computer
games, interactive stories, graphic
design, programs, musiand
movies.

1 Determine an original problem and
create a solution using a text or
block-basedprogram.

5.3 The student will analyze, correct, and improve (debug) an algorithm that includes sequencingpepsntxnditionals,
and variables.

Context of the Standard

In order to determine if an algorithm is an appropriate reflection of the steps that must occur in order to compléte attaddnts
should review thalgorithm and its components to ensiingorks as intendeduring the review stage, the design and
implementation are checked for adherence to program requirements, correctness, and usability. This review could lesdito
implementation and possibly design, which demonstrates th&venature of the process. If the algorithm does not work as

intended, the students should determine what changes could be made to the algorithm in order to compleldése tesanges
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Context of the Standard

may include adding, deleting, rearranging, or changing a stajplén to obtain the intended outcorfibe process of revising a
program so that works as intended is called debugging.

Essential Skills Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts:

1 Describe how an algorithehi d n & 1
work (e.g.,character is not moving &

intended) 1
1 Analyze an algorithm that is flawed
and determine possible solution(s) 1

T Implement a proposed adjustment
a sequence that did not work as
intended 1

1 Explain how a proposed adjustmen
increases theffectiveness of an
algorithm

If your program does not run, how
could you correct it?

If your algorithm is not working as
intended, how could you fix it?

Once you have found an error in your

algorithm, how do/ou decide what
adjustment needs to be made?
How can thesequencef your steps
affectthe outcome of a program or
algorithnt?

Students shouldpplythese termg
in context:

1 Bug
1 Debug
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5.4 The student will create a plan as part of the iterative dgsmpess, both independently and collaboratively using
strategies such as pair programming (e.g., storyboard, flotygseudeacode, story map).

Context of the Standard

Many occupations and content areas use an iterative design process, including cerignaerand engineerinig. computer
science, the development of programs uses an iterative design process involving design, implementation (programmiiegy,
(debugging) until the program runs correctly. The design stage occurs before begipnoggdam.The planning stagés when he
programmers gather information about the problem and sketch out a solti®design process may include the use of
pseudocode writing out the steps of a program in English to make sure the flow of contrtdginanake sens@®uring the
implementation stage, the planned design is expressed in a programming language (code) that can be made to run on a ¢
device. During the review stage, the design and implementation are checkduefenad to progranequirementscorrectness,
and usability. This is the process of debugging discussed imtis3review could lead to changes in implementation and possi
design, which demonstrates the iterative nature of the process.

Essential Skills EssentialQuestions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Design a prograrasing a planning 1 Why is planning out a story or prograr
tool. an important part of the writing 1 Planning tool
T Review and revise a plan to better process? 1 Storyboard
the needs of a task 1 Why is reviewing and revising your 1 Pseudocode
1 Communicate how an iterative work important?
design process can improve an 1 What kinds of jobs require the use of
algorithm iterative problem solving?
1 How do peoplen different careers use
the iterative process?
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Essential Skills EssentialQuestions Essential Vocabulary

1  What is the value in making small,
targeted, additions or changes to youl
algorithm rather than large changes?

5.5 Thestudent will break down (decompose) a larger problem into smallgrrebblems, both independently and
collaboratively.

Context of the Standard

Large programs are often difficult to imagine and crdadegeprograms can be broken down, or decomposeadl simialler partgn
orderto facilitatethedesign, implementation, and revig@rocess These smaller portions of programs are easier to design and
implement. They can then be incorporated with other small components to build toward the overall goaisR@ay&so be
created by incorporating smaller portions of programs that have already been created. Program decomposition alsoezaeab
people to work on different parts at the same time.

An example of decomposition at this level is creatingrimation by separating a story into different scenes. For each scene
background needs to be selected, characters placed, and actions programmed. The instructions required to program aac
be similar to instructions in other programs.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:

1 Analyze and decompose a problen] 1 Why does breaking a problem down
into subproblems. into smallersulproblems make the 1 Decompose
overall task easier?
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Essential Skills Essential Questions Essential Vocabulary

T Explainwhy multiple smaller 1 How does decomposing a program in
problemsmay beeasier to solve thaj subproblers help programmers when
one large problem debugging a program?

1 Why would using subproblems in a
program be thaght of as a tim&aving
measure?

5.6 The student will give credit to sources when borrowing or changing ideas (e.g., using information, pictures created by
others, using music created by otheesnixing programming projects).

Context of the Standard

As students start to work with different artifacts (reference materials, resources, etc.) they should understand thatésese s
information were created by othefauthors, illustrators, and pgrammers are responsible for the creation of many sources of
information that are used in the classroom and at hAmstudents choose to use some of these sources in their own work, th
expected to recognize the original creator of the sodtiep r act i ce shoul d be r ei-i12edueatorn d
and beyond.

Ethical complications arise from the opportunities provided by computing. The ease of sending and receiving copiesrothmas
Internet such as video, photos, and musigates the opportunity for unauthorized use, such as online piracy, and disregard
copyrights, such as lack of attribution.

Other topics related to copyright are plagiarism, fair use, and properly citing online sources. Knowledge of specifitt kemps/rig
iS not an expectation at this level. This standard supports English standards as they learn about plagiarism in writing.

Students are not responsible for specific copyright laws or using citing practices in fifth grade.
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Essential Skills EssentialQuestions

Essential Vocabulary

1 Recognize that different artifacts,
including online, programs, and
physical (i.e.books, paintings
webpageshave creators

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts:

T Review a program they created an( T How can you find the creatof an
identify portions thatay have been artifact?
created by others 1 What are examples of artifacts that ne

1 Explain why it is important to give to need to have their creators creditec
credit to authors T  Why is important to give credit for

1 Describe when it is acceptableuse using someone el s
peopl ebs work, & arendét quoting th
credit to sources 9 I'f you use a port

algorithm, whydo you need to give
credit?

Students shouldpplythese terms

in context:

Author
lllustrator
Composer
Source
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Computing Systems
5.7 The student will model how a computing system works including input and output, processors, sensors and storage.

Context of the Standard

A system is defined as a regularly interacting or interdependent group of items forming a unified whole. Computing elevice
defined as having input, processors, memory and output; these are considered part of a computer system. In compirtpuits(
and output, also referred to as I/O, is the communication between an information processing system, such as a corheuter
outside world, possibly a human or another information processing system. This is how real world information is digitized,
translated in and out of binary.

Inputs are the signals or data received by the system. There is a wide variety of digital collection tools used foragthering
inputting digital data. Tools may be chosen based upon the tyfagapeople wish to obseror by the designers of the system.
These collection tools include the movements and clicks of your mouse and the keys you type on a keyboard. Sens@sdar
in computing systems, such as in robotics, to detect information and serve as inps figtioe systemEor example, a robotic
device depends on sensors, such as a light sensor, to detect changes in brightness.

In fifth grade, students are introckd to the concept of storaggomputers store data that can be retrieved Iatisralso good
practice to save data in multiple locations to protect againstllbesstorage capacity of a computing device varies as does the
amount of storage required for the saving of different media (pictures, videos, text documents, etch atiarad locally on a
hard driveor onthe Internet

The connection should be made that variables in programs are how we store and access data when programming. A vari
name given to a spot in the c¢ompddcthangeihe dataetoredrinythat lo€atica bypusirg
variable name.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulthvestigatethese concepts: Students shouldpplythese terms
in context:
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Essential Skills Essential Questions Essential Vocabulary

1 Describe how a computing system T  What are examples of sensors 1 Input
may use different components to computer componenthat take in 1 Output
receive inpuincluding sensors input? 1 Processor

1 Identify the processor as the 1 What kindof input can a computer takg 1 Sensor
component which manipulates inpy in? 1 Storage
into output 1 What are the different types of output

1 Describe how a computing system that a computer can produce?
may produce output 1 What is storage in regards to a

T Model a simple computing system computing device?
indicating inputs and outputs 1 How does the amount of storage affeq

1 Explain how data can be stored in : how well a computer functions?
computerfor later use 1 How do storage requirements differ

1 Recognize that different types of de between different media?
require different amounts of storagg

5.8 The student will identify, using accurate terminology, simple hardware and software problems that may occur during use,

and apply strategies for solving problems (ea&ppoting the device, checking for power, checking network availability,
closing and reopening an app).

Context of the Standard

As with any system, there are times that a computer system does not work as itkhdegh computing systems may vary,
common troubleshooting strategies can be used on them, such as checking connections and power or swapping a workin
place of a potentially defective part. Rebooting a machine is commonly effective because it resets the computer.

Since computinglevices are composed of an interconnected system of hardware and software, troubleshooting strategies
to address both. Students in fifth grade are expected to use accurate terminology to describe simple problems with compt
hardware and softwar€ommon troubleshooting strategies, such as checking that power is available, checking that physic:

99
2017 Computer Science Curriculum Framework



Context of the Standard

wireless connections are working, and clearing out the working memory by restarting programs or devices, are effeatiye fq
systems.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Identify when a device or program T How can you find out specifically why
not working properly. your computer is not working? T Troubleshoot
1 Communicate that a device or 1 What are different troubleshooting
program is not working. tactics you should try if program is not
1 Perform simple troubleshooting tas working?
(e.g.,rebooting the computer) 1 Why is it important to be as specific af
1 Differentiate hardwar and software possible when you are describing a
derived problems. problem?
T How can you tell whether a problem ig
related to hardware or software?
1 What are examples of
hardware/software problems?
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Cybersecurity
5.9 The student will evaluate and solve problems that relate to inappropriate use of computing devices and networks.

Context of the Standard

Computer networks, including thieternet can be used toonnect people to other people, places, information, and ideasler to
keep students safe, schools and divisions have rules on the appropriate use of techmstoggnts increase their use of the
networks and interact with others outside of tHeost or home environment, digital safety is an increasing conSardents
shouldbe aware of what is allowed and not allowed when using division/school technology.

Appropriate use of technology as well as school and division rules when using tecteimalgl/be reviewed with students on a
regular basisConsistent monitoring of students when engaged with technology should be conducted at all times.

In fifth grade, students should begin to contemplate their role as members of a larger communitploigiecisers and how they
will navigate this world ethically and responsibly.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concept Students shouldpplythese terms
in context:
1 Identify and explain causes and 1 What is appropriate use of technology
effects related to inappropriatese of 1 If you see someone using technology
computing devices inappropriately in school, how should
1 Identify reatlife situations they you notify the proper person?
encounter while using computing 1  What are some consequences of
devices that could cause problems inappropriate use of computing
school or at home technology?
1 Describe how a technologglated 1 What are examples from the news
problem could be avoided or corcerning inappropriate use of
prevented technology?
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Essential Skills Essential Questions Essential Vocabulary

1 If you were designing a system to stojf
inappropriate use of technology, what
would it look like and why?

5.10 The student will determine whether passwords are stexdain why strong passwords should be used, and demonstrate
proper use and protection of personal passwords.

Context of the Standard

Connecting devices to a network or theernetprovides great benefit, but care must be taken to protect private information s
a studentdéds name, phone number, and address. Passwords
Computer programs can be used to guess adsytherefore, strongasswords have characteristics that make them more diff
to guessMany sites have rules as to the length and composition of passwords; these rules help create stronger password
practice of not sharing passwords shouleimphasized in the classroom and at home.

At the elementary level, students are encouraged to use passwords. These passwords may not be as complex as thoke U
in protecting informationSuggestions for creating strong passwdodstudentsnclude:

Use uppercase and lowercase letters.
Use numbers.

Use symbols.

Use at least 8 characters.

Don't use words from a dictionary.
Don't use the same password twice.
Don't use personal information.

=4 =4 =4 -8 -8 _9_9

102
2017 Computer Science Curriculum Framework



Essential Skills Essential Questions EssentialVocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Explain how a password helps 1  What are the components of a strong
protect the privacy of information. password? 1 Password
T Respect other st 1 Why should you change your passwo
privacy. periodically?
1 Explain how logging off devices ca 1 Why should you have a different
protect your information password fodifferent accounts?
1 Classify passwords as strong or
weak
1 Create and use strong passwords t
be used in school and home

Data and Analysis
5.11 The student will use a computer to observe, analyze, and manipulate data in order to draw conclusions and make
predictions

Context of the Standard

Whenanswering questions about text in history or English or investigating a question in science, evidence should be useq
your answerData are a form of evidence that can be used when answering questions or in making préittiars. often sad
or grouped to provide additional clarity. The same data could be manipulated in different ways to emphasize particsilar as
parts of the data set.

Computers can be used to obtain, store, and manipulate data. Thessndsaised to construct kb and graphs from data
collected in class; they can also be sources of existing data sets that have been compiled Dheotislisy to determine what
type of data is needed to answer a question and use a computer to find these data are skilsmaegedreer and academic
fields.
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Essential Skills

Essential Questions

Essential Vocabulary

using various forms (i.etables,

the computer
T Analyze a data set to identify a
pattern or make a prediction

guestion

Students shouldemonstrateéhese skills:
1 Use a computer to organize data

spreadsheets) of data collection
T Conductmanipulations of data using

1 Use the data or prediction to answe

1 Display the same data on a comput
using multiple representations (€.g.

Students shoultohvestigatehese concepts:

il

How can you use the data you have
collected to make a prediction or ansy
a question?

How does a computer help you to loo
at data in different ways?

What can you learn from looking at
your data in differenformat<

How can computers be used to view
data using a variety of formats?
What does a computer allow you to dq
with data that is more difficult on

Students shouldpplythese term;

in context:

1 Data

tables, bar graphs, line gias) paper?

5.12 The student will create an artifact using computing systems to model the attributes and behaviors associated with a

concept (e.gplate tectonics

Context of the Standard

Scientists, computer scientists, mathematicians, and prograroomstsuct and use models to better conceptualize and underg
phenomena under investigation or to develop a possible solution to a proposed problem. Models include diagrams, pbasic
mathematical representations, analogies, and computer sonaldlodels are used to represent a system (or parts of a syste
under study, to aid in the development of questions and explanations, to generate data that can be used to makeapckthcti
communicate ideas to others.
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Essential Skills Essentid Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Use a computing system tceate an 1  What are examples of models that we
artifact to model a concept see and use regularly? 1 Model
1 Describe how a model reflects the 1 What are examples ebnceptghat you
attributes or behaviors of a concept can model?

1  What kinds of things do you need to
know before you begin to make a
model?

1 How does a computer model help us
learn and predichings about large,
small, and complex systems?

5.13 The student will use numeric values to representmoneric ideas in the computer (e.g., binary, ASQiKel attributes
such as RGB).

Context of the Standard

Similar to humans, computers need a format in which to receive, interpret, and manipulate information. Computers use nt
values to store information and perform operatitmi@rmation inputted into the computer from various components baust
converted into numeric values in order for the computer to use the information and perform fuGctoenthe function is

completed, the numeric values must be converted to a form of output that the user can undarstanghut may be in the fornt ¢
words, images, videos, or sounds.

Examples of different ways namumeric information such as letters or colors can be expressed include the use of different
such as binary, ASCII, or RGB.

Students are not expected to apply these protocdilshrgrade.

105
2017 Computer Science Curriculum Framework



Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Understand that computers use 1 What is a numeric value?
numeric values to represent Ron 1 What are some examples of how 1 Binary
numeric ideas numbers are used to represent-non 1 Pixel
1 Give an example of when numeric numeic ideas in the computer? 1 ASCII
values can be used tepresent non 1 Why are numbers used to represent-n
numeric ideas numeric ideas in the computer?
T Apply using numeric values to 1 Why does a computer convert input in
represent nomumeric ideas to in a a different format?
realworld example

Impacts of Computing

5.14 The studenwill give examples and explain how computer science had changed the world and express how computing
technologies influence, and are influenced by, cultural practices.

Context of the Standard

The needs and wants of different groups of people will have an effect on the types of computing technology they create a
Peopletend to use technologies that will help facilitate the various cultural activities they engage in. In turn, theneeitisral a

group will drive development of new and more effective technologies. These new technologies could be to make commun
more efficient, facilitate the sharing of ideas, automate common processes, or meet other societal demands. Ina®&s#ukac

Internethas greatly increased the communication aspect of computing technology, and has also had an effect on the cust
many groups of people.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese Kills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
T Identify computing technologs that 1 What are examples of computing
have changed the world. technologies that changed the world? 1 Internet
T Explain how the technology is 1 How has technology, like mobile
influenced by culture phones, changed society?
T Explain how the culture can affect 1 How does society influence the
the technology technology that we invent?
T Brainstorm solutions involving 1 If you could desigm new computing
computing technology to solve a technology, what would it do, and why
problem in yourschool

5.15 The student will evaluate and describe the positive and negative impacts of the pervasiveness of computers and computing
in daily life (e.g., downloading videos and audio files, electronic appliances, wilelesse mobile computing devices,
GPS system wearable computing).

Context of the Standard

The use of technology, including computers, has allowed for global communication and has revolutionized the everyday g
information, whether for business, scientific or personal Ailleough there a many positive impacts in using technology, therg
are also times when computer use has impacted us in undesirable ways. As computer technology continues to advance &
generations of machines grow faster and have greater capabilities, the mactonesinece deeply fixed in daily life, magnifyin
both the benefits and the downside risks.

Positive impacts include easy access to information, automated machinery, and fast and accurate data pNegassmgapacts
include an increase in sedentargdifyles, family and leisure interruption, and loss of privacy.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

daily life.

daily life.

these activities on health and
wellbeing

T Identify how the use of computers
and computing positively influenceg

1 Identify how the use of computers
and computing negatively influence

¢ Evaluate use of time in activities at
school and at home to determine
positive and negative impacts of

Students shoulohvestigatethese concepts:

1

1

1

How do computing devices make you
life easier?

How have computing devices made
peopleds | ives mo
What are ways to limit the negative
influences of computing devices?
What do you believe are good rules
about technology uge make sure that
we can use them wisely?

Students shouldpplythese term;

in context:

5.16

The student will explain social and ethical issues that relate to computing devices and networks

Context of the Standard

People can work in different places atdlifferent times to collaborate and share ideas when they use technologies that rea
across the globe. These social interactions affect how local and global groups interact with eah witieany social
interaction, there are manners that pespleuld use when interacting with othérbe use of manners when collaborating or
interacting with others through computing devices or networks is more complex since many times the communication is d
without seeing the person on the other side of thenmonication For example, communications should be clear and concise &
should never represent the words and actions of others as youCarershould be taken when sharing information so that the
intent of the message is not misunderstood by the perstre other end of the communication.
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Context of the Standard

In addition, due to the anonymous nature of online communication, intimidating and inappropriate behavior in the form of

cyberbullying may occur. Cyberbullying is a form of bullying that occurs when online commangatie sent that are intimidati
or threatening in nature.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Stucents shouldpplythese terms

in context:
1 Describe problems that arise from 1 What is cyberbullying?
computer use 1 How could computing technology mak 1 Cyberbullying
1 Determine solutions to common it easier for people to engage in negal
computeruse issues behavior?

1 What should you do if you see other
people using a computer to do harm t
others?
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Networking and the Internet
5.17 The student will compare and contrast the difference between a local network and a worldwide network.

Context of the Standard

A local network is a collection afomputers and devices, such as printers, connected todé#rgrnetworks in a school or at
home are connected using a combination of wired and wireless dé\ilces.a computer connects to a network, it is online.
Networks allow computers to share res@®, such as hardware, software, data, and information. The sharing of resources s
time and money and also allows different people throughout your house or school to share resources.

TheInternetis a worldwide collection of networks that connectdionk of businesses, government agencies, educational
institutions, and individuals.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Compare and contrast the differeng 1 What is a network?
between a local network and a T What is the difference between a loca T Network
worldwide network. and a worldwide network? 1 Local network
1 Model a network at home or schoo 1 What are examples of local agtbbal 1 Worldwide network
showing different components (i.e. networks?
printers, computergnd server 1  What are the advantages and
disadrantages of local anglobal
networlks?
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Grade Six

The sixthgrade standardemphasize constructing programs and utilizing algorithms to accomplish a task. Students continue to
decompose larger problems into smaller tasks and recognize the impacts of computing and computing devices. Studgrasién sixth
begin to understand theemns of storing data as representations of real world phenomena. The accurate use of terminology as well as

the responsible use of technology will continue to be built upon. The foundational understanding of computing anctéolnskgly
will be an ntegral component of successful acquisition of skills across content areas.

Algorithms and Programming

6.1 The student will construct programs to accomplish a task as a means of creative expression or scientific exploration using

ablock-basedr textbased ppgramming language, both independently and collaboratively,

a. combining control structures suchifstatementand loops; and
b. creating clearly named variables that represent different data types, including numeric-anchean data,
and perform operains on their values.

Context of the Standard

Programs are collections of code organized in algorithms that can accomplish a variety of tasks. Programs can be develo
perform calculations, manipulate data, or simply to be creative. Programs can involve different control structurescpshds
if-statementsthese control structures are blocks of programming that analyze variables within the program code to adjust
accurate values as they change. Control structures help students develop their problem solving skills and fostesr@mputat
thinking. Effective variable us¢o include the use of identified variables to perform operatraages the problem solving proceg
easier and faster.

Oneconsideration in programmirigtheflow of control This refers to the order that commands are run by the computer. The
of the commandsyr sequencing, can have dramatic impacts on whether a program runs correctly. By repeating commands
programmer has fewer lines to write, and less opportundiesake mistakegonditionals (f-statemenfsare added ta program tc
control whether or not commands are run.ifAstatemenacts as a door. If the conditi is true, the door opens acmimmands
connected to the statement are run, otherwise theskgmeed. This allows programs to respond to user input and events.

In elementary school, students begin their study of programming through a focus on algdiynsork both collaboratively an
individually to develop algorithms to reflect tasks inlgéife; these algorithms become more complex as they recognize and t
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Context of the Standard

loops and events in the algorithms they constithough the use of plugged and unplugged activities is encouraged in early
elementary, the expectation is that students use oftdocktextbased programming as they progress in elementary years. M
school continues to build on these skills as students use algorithms to build programs.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrat¢hese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms

1 Create programs which specify the
order (sequence) in which
instructions are executed within a
block-based and/aext-based
program

T Appropriatelyname anapply
variables in programs to meet desit
outcomes

1 Combine and nest-statemets and
loops to create more complex
programs

T Work with a partner or group to
create a program

f

1

What is meant by flow of control wher
developing programs?

What is the role of variables in
program construction?

What kinds of data can be represente
by variables?

What different types of data can be
represented using variables?

What roles can different types of
variables serve in program
construction?

How does combining control structure
increase efficiency in theonstruction
of programs?

in context:

If statement
Loop

Control structure
Flow of control

= —a —a -8
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6.2 The student will trace programs to predict outcomes and debug (correct and improve) for correctness.

Context of the Standard

During the program review stage, the design and implementation are checked for adherence to program requirements, cG
and usability. This review could lead to changes in implementation and possibly design, which demonstrates the iteeative
the process. If the program does not work as intended, the students should determine what changes could be madenairthg
order to complete the taskhese changes may include adding, deleting, rearranging, or changing a step in order tioeobtain
intended outcomélhe process of revising a program so that is works as intended is called debugging.

One important skill students neednacingcode. Tracing means reading through commands using paper and pencil and pre
what the code will doStudents practice these skills by reviewing code written by themselves and Btiiersan be code the
teacher creates, or through peer review.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:

1 Testand debug their own programs 1 Why is there a need to debug progran
1 Test and debug programs written b 1 How does program tragyhelp with the 1 Bug

others debugging process? 1 Debug

1 Predict the outcome or output of a 1 How can you predict the outcome of g 1 Program tracing
program by examining the written program without running it?
code
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6.3 The student will seek and incorporate feedback from team members and uséne ta program that meets user needs.

Context of the Standard

In middle school, tsidentscontinue tadevelop effective group work habits across disciplines to help create products on a tim
that reflect all the group membeRrogramming is frequently done in a group settirfge practice of peer code review in compu
science fosters effective communication, and allows students to see a variety of coding styles. The peer review patioass a
students to identify commanistakes made by groupmates.

A consideration of the peer review process is determining whether the outcome of the program meets the needsiséithe en
Considerations of the eagser may include usability, accessibility, sgygpropriate content, respkdtlanguage, user perspective,
pronoun use, color contrast, and ease of use.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
T Work collaboratively with peers to 1 What are lhe advantages of working in
review programs and adjust to mesg group setting? 1 Enduser
intended outcomes 1 What are strategies that help in doing
1 Incorporate feedback into a prograi collaborative work?
or thedesignof a computational T Why is it important to analyze
artifact feedback?
T Analyze refined program to T What enduser considerations must be}
determine if it meets the intended taken into consideration when
outcomes as well as the enger determining an outcome?
needs.
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6.4 The student will incorporate existing code, media, and libraries into original programs, and give attribution.

Context of the Standard

When developing programs, students are able to use algorithms, codthemmiedia created by others. The inclusion of existi
code or portions of a program into a new program all ow
create as much from scratdrhe scale of importedodecan range from sail sections of code to large libraries containing entiré
functionalities. Incorporating and editing the work of others enables students to learn different approaches to writing pnag
create more powerful programs. For example, when creating a gaudents may incorporate portions of code that create a
realistic jump movement from another person's game, and they may also import Creative Cboemser images to use in the
backgroundCreative Commons is a set of intellectual property laws thagrgahe use of media created by others.

l't i s very important that, when using ot hS$tudens aeedtd ctesséurce;
and give credit to the creators for all content they incorporate into thedr wo

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Integrate portions of code, 1 What is a Creative Commons license?
algorithms, and/or digital media frol 1 Why is important to give attribution to 1 Creative Commons
other sources in their own program the original creators to acknowledge 1 Plagiarism
and websites. their contributios? 1 Source
T Give attribution to the original 1 Cite
creators to acknowledge their
contributions.
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Computing Systems
6.5 The student wildesign projects that combine hardware and software components to collect and exchange data.

Context of the Standard

Whendesigning programar completing projectsstudents should consider what types of data might be used as input, how th
is to be stored and processed, and the output that meets the specific needs offthe askection and exchanging of data isdis
throughout the programming proce$he collection and exchange of data involves input, output, storage, and processing; b
software and hardware components are critical to the collection and exchange $fudkgat code must be written in a specifi
way to handl e t he daThasé data maympaisimplatextor mmbeis fyped ia throughthe keyboard. T
are also data such as motion or sound that may be difficult to enter without specific sensors.

Components to collect and excige data are constantly being developed to meet societal Bgadsples of current components
include GPS, car sensors, probeware, smartwatches, and more.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students Isould applythese terms
in context:
1 Plan or sketch ideas combining 1 Why is important to know what kind of
hardware and software component data you want to collect before you 1 Sensors
that collect and exchange data. begin to design a project?
1 Select the hardware and software 1 What are the different kinds of data yq
components for project designs by can collect using hardware and
considering factors such as software?
functionality, cost, size, speed,
accessibilityand aesthetics.
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Cybersecurity
6.6 The student will identify physical and digital security measures asgebtect electronic information.

Context of the Standard

Students use passwords to protect access to personal datiaeTdfgpasswords and common rules for the construction of
passwords was introduced in elementary scHodixth grade, students extend their knowledge of using passwords to protec
by learning about different types of security measurbsy will identify and compare physical and digital security measures a
explore the reasons for protecting electronic information. Physical security measures, as the term suggests, includg@iopks
locked server rooms, etc. Digital security measures indltelgalls, encryption, and biometric tests like thumbpre#ders or
retinal scans, etc.

Data protection is also a significant concern when storing and transferring personal and professidied dateept of data
protection extends into a variety sdcurity meases. These security techniques be hardware or software based.

At the middle school level, students are encouraged to use passwords. These passwords may not be as complex as thos
adults in protecting informatioisuggestions for creating strong passwdodstudentsnclude:

Use uppercase and lowercase letters.
Use numbers.

Use symbols.

Use at least 8 characters.

Don't use words from a dictionary.
Don't use the same password twice.
Don't use personal information.

= =42 =4 -4 _-49_-9_-9
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:

T Identify physical and digital security 1 Why is there a need for strong
measures used to protect electronig passwords? 1 Password
information. 1 What are the requirements of a strong 1 Firewall

1 Compare advantages and password? 1 Biometrics
disadvantages of a variety of secur 1 What are some examples of physical
measures. security measures?

1 What are some examples of digital
security measures?

Data and Analysis
6.7 The student will explain how binary sequences are used to represent digit&xdaiaion: Conversions between binary
and baseen numbers are beyond theope of these standards.

Context of the Standard

Similar to humans, computers need a format in which to receive, interpret, and manipulate information. Computers use ny
values to store information and perform operatiémfermation inputted intehe computer from various components must be
converted into a binary sequence for processing. This conversion allows the computer to use the information and peociosm|
Once all the functions and manipulation are complete, the binary sequenaosladhback into a form of output that the user c
understand, such as words, images, or sounds.

Binary uses a seqguence of 106s and 06s to represeay dat
information.
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Essential ills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
T Identify examples of binary 1 What is a binary sequence?
information. 1  What are some examples of binary 1 Binary
1 Describe the characteristics and us information?
for a binary sequence. 1 What is the significance of binary
1 Consider the possibilities and sequences in corafing?
limitations that arise when sending 1 How, in basic terms, does a compute
binary messages. convert information from binary into a
form that an end user can understand

6.8 The student wiluse computational tools twllect organize, and cleaatato make itmore useful and reliable.

Context of the Standard

In order to manipulate data, create representations, and draw conclusions, data must be organized in a consistentefashior
collecting it is likely that there will be irrelevant and/or ereous data points in a data set which can distort the results of any
analysis. Data scientists spend up to 80% of their time cleaning these irrelevant or erroneous ddbafaodteaning is the
process of detecting and correcting (or removing) cowuptaccurate records from a record set, table, or database and refers
identifying incomplete, incorrect, inaccurate or irrelevant parts of the data and then replacing, modifying, or debltirygthe
coarse data.

In elementary school students leénat data can be collected and stored in a variety of ways. Students will extend their data|
collection experience to include computational tdelg.,surveys, spreadsheet$hey will collect data electronically or convert
data to an electronic formdthe data will be organized and displayed through a graphical representation to make it easy to
interpret. Removing irrelevant and/or erroneous data points is a new component to data analysis in middle school.
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Essential Skills EssentialQuestions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
1 Collect data using a computational 1 How can we collect data electronically
tool. 1 What does it mean tdeandata and 1 Data
1 Organize data to make it easier to why is it necessary? 1 Data cleaning
understand and use. 1 How does data type affect how it shoy
1 Transform (clean) data (remove an be organized and display2d
correct errors, unify response formg f  What are our goals and expectations
andeliminating blanks and data cleaning?
duplicates) to process.

6.9 The student will explain the insight and knowledge gained from digitally processed data by using appropriate
visualizations.

Context of the Standard

Data visualization is a general term that describes any effort to help people understand the significance of dataibiyn@acing
visual context. Data visualization can allow for insight that would be more difficult thenoking at the raw dat®atterns, trends
and correlations that might go undetected in-baded data can be exposed and recognized easier with data visualization mc
Visualization model may include: circle graphs, bar graph, line plots, pictogiagms,Diagram, etcSoftware applications can
also be used to assist in visualizing data.

In sixth grade, students will evaluate visual representations of data to draw conclusions and determine the bestrvigualizat
various types of datd his is an oportunity to explore ways that data and graphical representations can be intentionally or
unintentionally misleading.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese term;
in context:
T Identify different types ofisual 1 What are some ways we can visually
representations of data represent data?
T Compare various visual 1 How can visualizations be used to ma
representations and identify when data easier to interpret and answer
eachshould be used guestions?
1 Use data to create a visumatifact 1 How can we select the best graph for
that answers a research question a data set?
communicates results and
conclusions
6.10 The student will use models and simulations to formulate, refine, and test hypotheses.

Context of the Standard

Models and simulations allow students to represent systems that are too large, too small, or otherwise difficult to study in
classroom settingComputer models and simulations are necessary when the data sets are too large for human éveteaton
limitless applications for computer models and simulatidnsmulation is a virtual representation of a process that reflectsaho
real plysical situation wouldnost likely happen. Simulations are created using models that were developed basedsamaata
examplesof simulationsare performance of cars in various weather conditions, rocket launches, growth of a pouldttoa,
ability of a vaccine to fight a disease.

Models are also constructed to tegbbthesesThe data generated from the modetused to evaluat@hetherthese models are
accurate, make adjtments, and make conclusioModels and simulations need to be tested fousry and refined as necessa

Students entering sixth grade haveiipteted and constructed modtdsexplain concepts in both computer science and sciBncy
sixth grade, students will use models to represent systems and simulations to rppoessets ad to support hypotheses.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms

in context:

1 Create a hypothesis and test it usin 1  What are some systems or situations
computational model or simulation that can be modeled or simulated? 1 Model

1 What is the difference between a mod T Simulation
and a simulation?

1 How can we use data to improve a
model or simulation?

Impacts of Computing
6.11 The student will explain how computing has impacted innovations in other fields.

Context of the Standard

Almost every industry has been affected by computing technology. Manufacturing, retail, fimeadttecareand transportation ar
examples of fields that have been drastically changed by the incorporation of computers. Technologies that have influenc
innovation include, but are not limited to: sensors, GPS, digital forensics, cryptocurrency, cybersetabaigedathe cloud, the
Internet Virtual Reality, 3D printingself-driving vehicles, etc.

Computing haslsoimpacted innovationExamples of innovation that have affected different career fields inguolading the

opportunity for faster productioaccesmg largequantities of data and information, advigoour ability in communication and
collaboration, andelf-publishing

In sixth grade, students begin to understand the impact of computer science in multiple care€ofrgbdiser science hasovided
opportunities forhese fields to grow and evolve.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
T Explain how computing impacts T How does computing inget innovation
innovation in noncomputing orientedields?
6.12 The student will eplore careers related to data.

Context of the Standard

There are many options for careers that utilize data collection and anialysith grade, tsidents ill explore various aspects of
careers such as woekpectations, pay rate, and required educafibe use of computer skills is not limited to compfitds;
many fields require workers to use computing devices, analyze data, use models and simulations, and use differerftwgres
and hardware when completing tasks. Careers in data science are in high demand. Exampledaiédatareersiclude data
analyst, data scientigtata engineer, data architect.

Current information on education, pay, and employment projections can be found through the U.S.Bureau of Labor Statist
(https://www.bls.gov/emp/
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Explore acareer fieldto answer the following | Students shouldpplythese termg

guestions: in context:

1 Research careers in computing anc
nonrcomputing fields. 1  What are potential carepathways
related to data?

1 What are the pros and cons to the fiel

1  What is the salary? Work environmen

1 Will there be a strong demand for that
career in the future?

f  What are the trends that could influen
the demand in the future?

1 Will there be local jbs in that field?
Where are most jobs in this field?

1 What skills, education, languages and
experience are required in that field?

Networking and the Internet
6.13 The student will explain why the speed of data transmission acrolsgdh®etcan vary depending on the type of data
being transmitted.

Context of the Standard

Speed of data transmission is how fast data can be sent from one device to @hetbare variety of factors to consider when
evaluating transmission speed, including the size of the file or artifact, available bandwidth (maximum rate of da}agrahsfe
concurrent uploading or downloading activity taking place on a given net&eaknple of different types of data: jpeg, pdf, dhd
document, Google Doc, and video.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

1 Explain different types of data and
their speed when going from one
device to another.

1 Describe factors that may affect the
speed of data transmission.

Students shoulohvestigatethese concepts:

T Why is important to know different
types of data and their rates of speed

1 Besides the size of the data type, wh3
else can déct the speed of
transmission?

Students shouldpplythese term;

in context:
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Grade Seven

The seventigrade standards emphasize constructing programs and utilizing algorithms to accomplish a task. Students continue to
decompose larger problems irdmaller tasks and recognize the impacts of computing and computing devices. Students in seventh
grade explore processing data as well as its transmission over networks. The accurate use of terminology as wellressitleeusspo

of technology will conhue to be built upon. The foundational understanding of computing and the use of technology will be an integral
component of successful acquisition of skills across content areas.

Algorithms and Programming
7.1 The student will construct programs to accomplish a task as a means of creative expression or scientific exploration using
ablock-basedr textbased programming language, both independently and collaboratively,
a. combining control structures suchifstatementand loops including compound conditionals; and
b. creating clearly named variables that represent different data types, including numeric-anchean data,
and perbrm operations on their values.

Context of the Standard

Programs are coll&ions of code organized in algorithms that can accomplish a variety of tasks. Programs can be develope
perform calculations, manipulate data, or simply to be creative. Programs can involve different control structuresopshras
if-statementsthese control structures are blocks of programming that analyze variables within the program code to adjust
accurate values as they change. Control structures help students develop their problem solving skills and foster computat
thinking. Effective variable use, to include the use of identified variables to perform operations, makes the problem solving

easier and faster.

Oneconsideration in programmingtheflow of control This refers to the order that commands are run by the cemginte order
of the commands, or sequencing, can have dramatic impacts on whether a program runs correctly. By repeating comman
programmer has fewer lines to write, and less opportunities to make mistakes. Condifistaierienfsare added to program tg
control whether or not commands are run.ifAstatemenacts as a door. If the condition is true, the door opens@ndands

connected to the statement are run, otherwise they are skipped. This allows programs to respond to user ingat and eve

In seventh grade, students should add compound conditionals to their programs. A compound condition specifies a cadmb
ot her conditions, allowing for two or moardaoamad tiiofns
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:

1 Create programthat include control 1 How does combining control structure
structures or compound conditional increase efficiencin the construction 1 If-statements
using block or texbased of programs? 1 Compound onditionals
applications. 1  What roles can different types of

T Work with a partner or group to variables serve in program
create grogram construction?

T Appropriately apply variables in 1 How do compound conditionals reduc
programs to meet desired outcome the amount of code needed in a

1 Combine and nest-statementsand program?
loops to create more complex
programs.

7.2 The student will document programs to make them easier to follow, test, and debug.

Context of the Standard

Proper documentation helps keep track of all aspects of an application and improves on the quality of the program. ocur
allows programmers and reviewers to understand the intention behind a particular portion of code. Documentation commg
formatted to describe portions of the program but are not integrated into the progra®@fteawa programmer will write code an
not return to it for lengths of time; documentation can be used to remind them of the intention behind their code amskfsiver
debugging, as it signals how the program should be acting.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Embed proper documentation into 1  What does it mean to document
individual and group designed programs? 1 Debugging
programs 1 How does documentation assist in the 1 Documentation
1 Use documentation when identifyin testing and debugging process?

personal work
T Interpret documentation within
existing programs

7.3 The student will distribute tasks and maintajraject timeline when collaboratively developing computational artifacts.

Context of the Standard

Development of computational artifacts (program, image, audio, etc.) is often a collaborative effort. Working well in a grou
requires students to practisgategies such as delegation of responsibility,-pmgew, and assigning salhposed deadlines.

These deadlines are used to construct a timeline that informs group participants of responsibilities and expectations when
completing a project such as tiievelopment of a computational artifact.

The creation of appropriate and realistic timelines is difficult to many students, particularly when working in $fudgsts may
need teacher guidance and scaffolding in the timeline construction proceskasregular reminders to look back and revise
timelines as needed throughout the process.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulthvestigatethese concepts: Students shouldpplythese term;
in context:
T Construct a timeline for a project or 1 How do timelines help in the
the development of program that completion of a project or in the
reflects the expectations and completion of a program?
responsibilities of the members of g 1 What tasks or expectations should be
group included in a timeline?
T Use and revise a timeline when 1 How does the use of a timeline facilitg
completing a group project. group work?
7.4 The student will decompose problems and subproblems into p#atsligate the design, implementation, and review of
programs.

Context of the Standard

Decomposition breaks problems down into smaller piéagsproblems)Problem decomposition allows for complex tasks to bé
solved in manageable chunks. Once a prodrasnbeen broken down, it enables different group members to work on differen
at the same time. Decomposition can occur in the planning and desigrafitagieg for the separate subprogram$e more
easily tackled, ocan occumwhen debugging ahg and complex prograrBtudents will practice this skill on programs they wrot
andprogramswritten by others.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Breakdown code into parts to T  Why does breaking a problem down
facilitate creation of a program into smaller problems make the overa 1 Decompose
T Use decomposition in all parts of th taskeasier? 1 Subprogram
program development process (i.e. 1 How does decomposing a program in
plan, design, and review) subproblem help programmers when

debugging a program?
1 How can decomposition be applied
throughout the development process?
1 Why would using subproblems in a
program be thought of as a time savin
measure?

Computing Systems
7.5 The student will describe how thaternetconnects devices and networks all over the watiatlusion: Specific devices
used to implement tHaternetare beyond thecope of these standards.

Context of the Standard

Thelnternetis a global network of computers. All computer devices (including PCs, laptops, game consoles and smartpho
are connected to tHaternetform part of this network. Some of the computers in this network are called web servers. A web
is a computer which holds websites for other computers linked tatdreett o acces s. Hol di ng a wg
web server may hoshe or many websites and webpages. Sending information to a web server is known as uploading. Re
information from a web server is known as downloading.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

1 Describe how the Internet connects
devices and networks globally

Students shoulohvestigatethese concepts:

1  What effect has thimternethad on
global communication?

Students shouldpplythese termg
in context:

T Internet

Cybersecurity
7.6

The student wildescribehow physical and digital security measures protect electronic information.

Context of the Standard

a setting.

Students will extend their knowledge of the need for physical and digital security measures to understaediigiaimdg) that
both types of measures protect our data and personal inforntatiimients can explore different types of security measures an
understand how each one protects us in different ways from different types of electronic breaches anchgtizekseeurity
measures include locking rooms with devices, badges, fingerprints, security cameras, paper shredding, etc. DigitatasuateH
include firewalls, antvirus software, strong passwords, ssgyware, etc.

In seventh grade, studentdlwake this a step further from sixtirade bydescribing how these security measures can be applig

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

1 Understand why data security is
necessary.

Students shoulohvestigatehese concepts:

1 Why isdata security necessary?
1 How do physical security measures
protect us?

Students shouldpplythese terms
in context:

1 Passvord
1 Firewall
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Essential Skills Essential Questions Essential Vocabulary

T Distinguish between physical and T How do digital security measures
digital security measures protect us?

1 Explain how and why physical T Why should a student implement
security measures protect us. security measures when working with

T Apply examples of physical and digital information?

digital security measures in a settin

7.7 The student will identify existing cybersecurity concerns associatedméimetuse andnternetbased systems and
potential options to address these issues.

Context of the Standard

Cybersecurity is a growing industry in the worldnagre of our personal, financial, government, and military information is
transmitted electronically and housed in datacentesd ay 6 s cybersecurity concerns a
like breaching of private information from governmeémtabusiness sources, the use of ransomware to withhold access to a
computing system, or global threats from the hacking of confidential data by hostile entities. Cybersecurity encompasses
aspects of data protection in our soci&gme examples atbe protection of privacy, military information, credit card and bank
information, social media profiles, etdeasuredo prevent loss of data or other cyberthrgatduding bothphysical and digital
security measusgmust be practiced at all tim€hese can includegging out of accounts on public computerse ofstrong
passwords, and those outlined in Standard 7.6.

In seventh grade, students will begin to understand how data is vulnerable and what steps are taken to protect it.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Studens shouldapplythese terms
in context:
T Explain the necessity of 1 What are some examples of recent
cybersecurity breaches in cybersecurity? 1 Cybersecurity
T Explain risks associated with the us 1  What are the risks of using public 1 Identity Theft
of public devices and unsecure WiF devices and public WiFi connections?,
1 Describe physical and digital secur 1 How can we protect our data on the
measure$o improvecybersecurity Interne®

Data and Analysis
7.8 The student will discuss the correctness of a model repr
data that were observed in the system baindeled.

Context of the Standard

Models and simulations allow students to represent systems that are too large, too small, or otherwise difficult t study in
classroom setting. Computer models and simulations are necessary when the data séssgaddobuman evaluatioihere are
limitless applications for computer models and simulati@rnsmulation is a virtual representation of a process that reflects hg
real physical situation would most likely happen. Simulations are created usinty thadevere developed based on data. Som
examples of simulations are performance of cars in various weather conditions, rocket launches, growth of a populadion, 4
ability of a vaccine to fight a disease.

Models are also constructed to test hypséisel he data generated from the model are used to evalhatber thenodels are
accurateto make adjustments, amlaw conclusionsModels and simulations need to be tested for accuracy and refined as
necessary.
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Context of the Standard

models/simulations to improve accuracy.

In sixth grade, students used modelssfaresent systems and simulations to represent processes and to support hypotheses
seventh grade, students will use realrld data to determine if the models and simulations are accurate and adjust the

Esserial Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 Compare output of the model with

Students shoulthvestigatehese concepts:

7 How can we usamodel to make

Students shouldpplythese terms
in context:

observed data predictions? 1 Data

1 Determine if a model accurately 1  What are some systems that can be 1 Parameter
represents a system modeled with a computer program? 1 Output

1 Ildentify components of a model an( 1 How can we determine if a model is T Input
discuss how eactbmponent affects accurate?
the generated results 1 What are someomponents of a model

that can be modified?
7.9 The student will refine computational models based on the data they have generated.

Context of the Standard

Models are used in marmlysciplines to test and isolate specific systems while eliminating some of the complexity that can m
results muddy or unclear. Because of this simplification, models need to be tested agawvwideddta. By designing a model a
refining it based pon these data, researchers and designers can gain certainty that the model is valid and its results are m
Students will create and refine computational models to simulate a system. Through this process they will gain ingight intg
mathematicsscience, and computer science are used to understand our world.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:

1 Use actual data to test the model a 1 What data can be used to test the
compare the results model? 1 Computational thinking

1 Modify a model to moraccurately 1 How can we detenine if the model is T Command
represent a system when the modg accurate? 1 Variable
does not match the data. 1 What changes can be made to the mq

1 Analyze a model to determine if the to increase the accuracy?
data generated reflects the physica
phenomena.

Impacts of Computing
7.10 The student will explain how advancegsirr c hnol ogy have contr irduwteendhedglobal Vi r gi ni a
economy.

Context of the Standard

Students wi |l explore a variety of technology f i em,dvkichi
includeshighways, railroads, air transportation, and shipping, moves raw materials to factories and finished products to m:
Virginia has a large number of communications and other technology industries. Virginia exports agricultural and manufad
products including tobacco, poultry, coal, and large ships. Advances in transportation, communications, and technology h
facilitated migration and | ed to economic devel op uupose,
and hav Virginia emerged in a leadership role.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Identify advances in technology in 1 What rolehave technological
Virginia. i nnovations pl aye 1 Technology
1 Explain contributions based on economy? 1 Global &onomy
technology to Virginia'prosperity 1  What technology is generated in 1 Goods and services
1 Explain the role of technology in Virginia that impacts thglobal
Virginia within the global economy economy?
7.11 The student will describe the development of new technologies in communication, entertainment, and business and their

impact on American life

Context of the Standard

Since before the Industrial Revolution, advances in technology have been influenced by and have influenced societge A
technological advance increases and becomes more highly specified, these influences can béasmcia af American life
how people interact, how data is stored, the importance of data security, financial transactions, and many more. $tudents
investigate new and developing technologies. Communication industry technological advancemealua@yput are not limited
to: social media, machine learningternetof things, driverless cars, security and privacy, networking, branding, funnel mark
Business industry technological advancements may include but are not limited to: tracaadbiifety software, database
advancements, customer scheduling, big data and machine learning, autaamatmgmented reality. Entertainment industry
technological advancement may include but are not limited to: downloading digital music, videorgjy¢iaket sales, marketing
and receiving, licensing, voice technolognpdholograns.

Students will examine the cause and effect nature between these technologies and various aspects of society, ecortoray,
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Essential Skills EssentialQuestions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Identify and describe new T What are examples of new technologi
technologies in communication in the communication industry? 1 Culture
industry. Entertainment industry? Business 1 Automation
1 Identify and describe new industry? 1 Technology
technologies in entertainment 1 How have newomputing technolgies 1 Data
industry, impacted Americatife?
T Identify and describe new 1 Have the impact of new technologies
technologies ibusiness been positive? Negative? Helpful?
T Analyze the impact of new Useful?
technologies on American life

7.12 The student will explore careers related toltiternet

Context of the Standard

There are many options for careers that utilize data collection and analysis. Students will explore various aspedarettbeseg
such agype of work pay rate, and education needed. The use of computer skills is not linstadpater fields; many fields
require workers to use computing devices, analyze data, use models and simulations, and use different types of software
hardware when completing tasks.

Careers in data science are in high demand; companies are findffiguttdo find workers in this fieldSeveral computer career
are outlined below.

1T A data analystodos role is to collect, process, and p
better business decisions.

1 A data scientispossesses a combination of analytic, machine learning, data mining, and statistical skills in addition
experience with algorithms and coding.
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Context of the Standard

1 Data engineers are the designers, builders, and managers of the information or big data infrastructure.
1 A dataarchitect creates the blueprints for data management systems to integrate, centralize, protect, and maintain
sources.

Current information on education, pay, and employment projections can be found through the U.S.Bureau of Labor Statist
(https://www.bls.gov/emp/

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Explore acareer fieldto answer the following | Students shouldpplythese terms
guestions: in context:
1 Research careers in computing an(
norrcomputing fields. 1 What are potential career pathways 1 Payrate
related to thénterne® 1 Career Pathway
1 What are the pros and cons tosbe 1 Internet
fields? 1 Workplace readiness skKil
1 What is the salary? Work environmen 1 Salary

1 Will there be a strong demand for that
career in the future?

1 What are thérends that could influencg
the demand in the future?

1 Will there be local jobs in that field?
Where are most jobs in this field?

1 What skills, education, languages ang
experience are required in that field?
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Networking and the Internet
7.13 The student will outline the advantages and disadvantages of transmitting information dvrties including speed,
reliability, cost and security.

Context of the Standard

There are a variety of factors to consider when evaluating data transmission éntarttet Compared to physically sending
documents or media, theternetallows for relatively fast transfer at a low cost. However, sometiheemtegrity of a file can be
compromised if there is an error in transmission. There is also always a possibility that information can be hackedti¥iais
unsecured channelStudents will explore the different components to sending these messageas the medium for data
transmission, and make determination of the advantages and disadvantages.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Explain different types of data and 1 Whatare advantages in using the
their speed when going from one Internet to transmit information? T Internetspeed
device to another. 1 What are disadvantages in using the 1 Data transmission
1 Compare the speed and reliability ¢ Internet to transmit information? 1 Reliability
various data transmission media. 1 Internet
1 Describe the advantages and 1 IP address
disadvantages of transporting
information over the Internet.
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7.14 The student will explain why protocols are necessary in data transmission. Model the role of protocols in transmitting data
across networks and theaternet

Context of the Standard

When computers communicate over networks, they break down messagesaihtthsnks calleghacketsin order to reliably
communicate among networked computing devices, all the devices need to create and interpret these packets basedliyn §
agreedupon set of rules. Once these rules are in place, no one has to appswaeavebsite or oversee additions to the network
The rules that govern communication among computing devices are called a protocol. Protocols allow computing devices
and receive messages using the same series of steps for every instance oficatmmuvhether they are sending messages a(
the room or across the planet.

Students are not expected to identify specific rules governing the functionality of transmission protocol in seventhegrade.
should describe the overall purpose of atpowml in general terms.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Identify the purpose of a 1 How can you send something to
transmission protocol. someone you dootknow? 1 Data tansmission
1 Describe the function of a simple T  Why do people need a protocol to ser 1 Protocols
transmission protocol. data back and forth? 1 Network
1 Internet
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7.15 The student will model how information is broken down into smaller pieces, transmitted as packets through multiple
devices over networks and thgernef and reassembled at the destination.

Context of the Standard

Due to the constraints of networkshandling large files, when data in many forms has to be sent, they are broken down intg
smaller structures of datacalled packets before transmission. Packets are reassembled to the original data chunk once the,
their destinatiormccording to th@ppropriate protocolThis process allows large items to be sent at relatively quick speeds an
to built in redundancies of packets, also solves problems related to corruption @édilesngat some stage of sending. Student
will modelhow these messages are broken up, transmitted, and put back together to maximize data integrity and efficiend

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:

1 Explain the purpose of data packet 1 How is information sent from one

T Model a process of breaking a computer to another over the Internet 1 Data ntegrity
message into packets and messag 1 What happens if a message is too larg 1 Data dficiency
reassembly. to carry all at once? 1 Computemetwork

1 Constraints
1 Network
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Grade Eight

The eighthgrade standards emphasize constructing programs and utilizing algorithms to accomplish a task. Students continue to
decompose larger problems into smaller tasks and recognize the impacts of computing and computing devices. Studegtade eighth
continue to work with data including how it can be vulnerable and how it can be protected. The accurate use of teasinelbgy

the responsible use of technology will continue to be built upon. The foundational understanding of computing anctéolnskgly

will be an integral component of successful acquisition of skills across content areas.

Algorithms and Programming
8.1 The student will construct programs to accomplish a task as a means of creative expression or scientific exploration using
ablock-basedr textbased programming language, both independently and collaboratively,
a. combining control structures suchifstatementand loops including nested conditionals and loops;
b. using clearly named variables that represent different data types, including numeric -smohaoit data, and
perform ogrations on their values; and
c. createfunctiors with parameters.

Context of the Standard

Programs are collections of code organized in algorithms that can accomplish a variety of tasks. Programs can be develo
perform calculations, manipulate data, or simply to be creative. Pregraminvolve different control structures such as loops :
if-statementsthese control structures are blocks of programming that analyze variables within the program code to adjust
accurate values as they change. Control structures help stddeelksp their problem solving skills and foster computational
thinking. Effective variable usacluding naming conventionmakes the problem sohg process easier and faster.

In elementary school, students begin their study of programming thrdoghsaon algorithmsThey work both collaboratively an
individually to develop algorithms to reflect tasks in daily life; these algorithms become more complex as they recogs&e a
loops and events in the algorithms they constilghough the use gblugged and unplugged activities is encouraged in early
elementary, the expectation is that students use of-tdmcktextbased programming as thprogress in elementary years.

In seventh grade, students added compound conditionals to their progreompdund condition specifies a combination of oth
conditions, allowing for two or mor e eaonnddoi tamotinesghthigoadeh e
students begin to use nestahtrol structures. Placing a structuretsas a loop within another loop allows for a greater level o
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Context of the Standard

complexity in the programdés function. These often subs
Functiors are named sections of code that allow a programmer ta ftatihi multiple locations and repeat the functionality.
Parameters offer an increased level of flexibility in tHesetions by passing in additional information.

Essential Skills Essential Questions

Essential Vocabulary

Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts:

1 Create programs which specify the 1 How can students useaf else

order (sequence) in which statements to control programs?

instructions are executed within a 1 How canfunctions be called from

block-based and/or texiased various locations in a program?

program. 1 What are the advantages of nesting a
1 Combine and nesft-statementand conditional statemnt within another

loops to create more complex conditional satement?

programs.

1 Write programs to accomplighsks.

1 Use if statements and loops to
complete a task.

1 Definefunctions with parameters in
program construction.

Students shouldpplythese terms
in context:

Pseudocode
Loop

If-else statement
Nesting

= =4 =4 A
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8.2 The student will systematicaltgst and refine programs using a range of test cases.

Context of the Standard

As part of the iterative design process, programs should be reviewed and tested to determine if the design goal i et thr
generation of specific outpulesting programasing a rangef test cases is a necessary step for assessing program corréctng
test case is a single input with an expected output to test the correctness of a [ffogyeanmers needo test a prograrto make
sureit works for all the possible values received as input. This can include values within the range of expected values as w
those outside the given range.

Often, progr ammer spammeltets thatsethe eftemes ef a scanarim $esét their progmas, ensuring that
they will work with even the largest and smallest inputs. In beta test situations programmers use random people graesta
find. ®Bbogs ammers record Aversionso of programs as they

Essentid Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Identify anappropriataange oftest 1  Why is there a need to debug?
cases to use with a program 1  Why is it important to test a variety of 1 Debugging
1 Use arange of test cases and test test cases? ¢ Command
program for correctness. 1 How does testing the program with a
1 Refine a program based ogsults wide range of values help confirm its
from test cases. effectiveness?
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8.3 The student will explain how effective communication between participants is required for successful collaboration when
developing programs.

Context of the Standard

Because of the highly collaborative nature of programming projects, team members need to employ effective communicat
strategies. In order to avoid redundant work or gaps in the necessary code, all groups need to have open communjzation
standardie the flow of the progranin order to develop a progranasks can be broken down and created in modules by differ
groups of students, which requires clear and consistent communication between these groups. Additionally, the peetersvis
effective communication, and helps students see a variety of coding styles as well as identify common Rrsgaies.
documentation allows for writing that does not affect the flow of a program. This writing is intended to clarify the pligose
section of code, note a troublesome section for review, or otherwise communicate between group members.

In 8th grade, students should be employing these effective communication strategies as well as explain why these technig
essential for successful pragnming.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Work collaboratively to produce a 1 What are examples of communication
computational artifact. skills that assist in group programming 1 Documentation
1 Work with peers to write a program 1 How can students use effective
1 Use proper code documentation. communication skills to solve commol
1 Communicateeffectively to solve a mistakes in programming?
problem
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8.4 The student Wi use flowcharts and/or pseudtmde to address complex problems as algorithms.

Context of the Standard

steps that are needed in the development of an algorithm or program.

In computer science, the development of programs uses an iterative design process involving design, implementation
(programming), and review (debugging) until the program runs correctly. The design stage occurs before beginning td lpeo
planning stge is when the programmers gather information about the problem and sketch out a Jdlistidesign process may
include the use of pseudocoderiting out the steps of a program in English to make sure the flow of control and logic make
Flowchats are another tool programmers may use when designing an algorithm or computer progréoavchart outlines the

1 Review and revise a plan to better
the needs of a task

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Breakdown code into parts to enab 1 How does pseudocode help
creation of a program programmers organize their thoughts’ 1 Flowchart
1 Design an algorithm using a planni 1 Pseudocode
tool.
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Computing Systems
8.5 The student will, using the elements of computing devices such as primary memory, secondarysicess®y, input
and output déces, and network connectivitgnalyze the advantages and limitations of a given computing system.

Context of the Standard

Computing devices can have large variation in their functionality, speed, processing ability, data storage capacitgpeetiyor
and other such details. This variability can be related to the hardware components or the choice of software thatdd.bEeg4
choicesare affected byhe intended use of a devica computer that is set up for gaming will have different hardware and sofi
capabilities and limitations than one that is designed for the purposes of data manipulation or archiiedéunads.

In 8th Grade, students will examine these choices and analyze the pros and cons of different computing systems.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Understand the componermsa 1 What are the components of a
computer computing device? 1 Motherboard
1 Understand how the components o 1 How do the components of a computs 1T CPU
computer work and interact with interact with each other? 1 GPU
each other 1 What are the advantages and T RAM
1 Understand how the components o disadvantages computing systems crg T NIC
computer system are impacted by i individually? Locally? Globally?
primary task. 1 What features would be best for a
gaming/digital art/data science
compute?
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Cybersecurity
8.6 The student wilevaluatephysical and digital security measures usggrotect electronic information.

Context of the Standard

Students will extend theknowledge of the need for physical and digital security measures to understanding and explaining
both types of measures protect our data and personal infornftiimients can explore different types of security measures an
understand how each oneotects us in different ways from different types of electronic breaches and attacks. Physical secu
measures include locking rooms with devices, badges, fingerprints, security cameras, paper shredding, etc. DigitatasateH
include firewalls, ati-virus software, strong passwords, ssgyware, etc.

In eighth grade, students will analyze the advantages and disadvantages of different physical and digital security systems

Essential Skills Essential Questions Essential Vocabulary
Students sbuld demonstratéhese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Distinguish between physical and 1 Why is data security necessary?
digital security measures 1 How do physical security measures 1 Digital footprint
1 Identify examples of physical and protectus? 1 Hacking
digital security measures 1 How do digital security measures
1 Understand why data security is protect us?
necessary 1 Why should a student implement
T Explain how security measures security measures when working with
protect electronicnformation digital information?
T Evaluate the physical and digital
measures in existing computing
system setups and make
recommendations on improvement;
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8.7 The student will identify impacts of hacking, ransomware, scams, fake vulnerability scans, and the ethical and legal
concerns involvedExclusion: Students do not need to implement solutions.

Context of the Standard

Students will identify issues and impsi@ssociated with electronic crimes such as hacking, phishing, identity and password
ransomware, scams, etc. Hacking is an attempt to exploit a computer system or a private network inside aRangoutevare is
malicious software that encrypt€ao mput er 6 s f i | es unl leistle unatthorized\wetess to @y coptrel o\e
computer network security systems for some illicit purpose. This discussion will include the ethical and legal contenres thaj

arisen as more sensitivetdas stored and transmitted electronically.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

Students shoulohvestigatehese concepts:

Students shouldpplythese terms

in context:
Identify cybersecurity concerns 1 What are some current cybersecurity
Identify reasons data must be concerns? 1 Cybersecurity
protected 1 What are the risks of using public 1 Internet
Identify risks of using public device devices and publigViFi connections? 1 Identity theft
andWiFi. 1 How can we protect our data on the 1 IP address
Identify options to reduce the risks Interne® 1 URL

Internetuse.

Explain the consequences of misus
of electronic information
Understand the legal and ethical
implications of crimes involving
stealing/distributing/usig electronic
data

What are the consequenad#sa data
breach or misuse of information?
What is hacking?

Why do hacking and other digital
exploitsoccur?
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Data and Analysis

8.8 The student will
a. explain the difference between a model and a simulation, and
b. create computational models to conduct simulations.

Context of the Standard

Students will understand and explain the difference between a model and a simJiadielingmeans creating a physical replic:
or equations of a situation or activi#y.simulation is a virtual representation of a process that reflects how a real physical sit
would most likely happen. Simulations are created using models that were devslepdan datd&®rogrammers will create

computational models to conductsilations of familiar system&omputational models can be created in pseudocode (writter|
equations, in block languagesd, Scratch), or in texbased languages.@.,Java,Pythor). There are also content specific tools
modeling such aslatLab for mathematicsSome examples of computation models might be modeling and simulating a bung
jump, investigating the temperature of melting ice, or investigating the forcestmuti@ns in the states of matter.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 ldentify examples of models and 1  What are some ergples of systems w¢
explain how a model can represent can model?
system T What are some examples of
1 Determine the best tool to create th simulations?
model. 1 How do models differ from
1 Identify the essential components d simulations?
the model. 1 What are some tools for creating
1 Use data to create an accurate mo computational models?
1 Compare models and simulations 1 What components do we need to
consider for our model?
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Essential Skills Essential Questions Essential Vocabulary

T Identify examples of simulations an T What is will be the input and the outpl
provide examples of possible of our model?
simulations.

1 Create a&omputational model to
provide simulated data

Impacts of Computing
8.9 The student will describe tradeoffs between allowirigrmation to be public and keeping information private.

Context of the Standard

The Fourth Amendment of the US Constitution protects ¢
long before the advent of theternet wherepersonal information is easily accessed and, in some cases, exploited. Modern t
companies, such as Facebook, Google, Amazon, and ot aner
and products towards individuatudents Wi explore what information they think should be publicly available. Students disg
the benefits and drawbacks to keeping information private when compared to public release.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese termg
in context:
1 Identify and describe what 1 What kind of personal information is
information is appropriate, safe ang regularly collected by webased 1 Privacy
responsible to share publicly. businesses? 1 Public domain
1 What value is your personal informatig 1 Private sector
to another person or business?
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Essential Skills Essential Questions Essential Vocabulary

T Identify and describe what T What informationis appropriate to be
information is appropriate, safe ang public? Private?
responsible to keep private. T Why should we allow certain

1 Analyze the tradeoffs between information to be public vs. private?
allowing access t@rivate and public What are the consequences?
information.

8.10 The student will evaluate online apdnt sources for appropriateness and credibility.

Context of the Standard

While thelnternethas made research much easier than in the past, this access has also alloweekteechand factually
inaccurate sources to be presented as equal in validity to more legitimately reviewed and researched outlets. Stirdknts wi
sources that pertato a particular topic and evaluate them for inclusion in their work. Students need to assess multiple asp
source to test its credibilitEriteria such as those listed in the Currency, Relevancy, Authority, Accuracy, and Purpose (CR
Model shauld be employed when evaluating online resources.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese term;
in context:
1 Identify the author of a print and an 1 How can you identify a valid source o
online source. thelnterne®
1 Assess the appropriateness of vari 1 Do Internetproviders have a
onlineresources. responsibility to control the spread of

false or misleading information? If the
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Essential Skills Essential Questions Essential Vocabulary

do, what are some potential downsidg
to this action?

f  What criteria should be used to
determine if a website is a valid sourc
of information?

8.11 The student will discuss the social impacts and ethical considerations associated with the field of cybersecurity.

Context of the Standard

Cybersecurity is a growing industry in the world as more of our personal, financial, government, andiniditasgtion is
transmitted electronically and housed in datacentesd ay 6 s cybersecurity concerns a
like breaching of private information from governmental or business sources, the use of ransomware to witgeoto a
computing system, or global threats from the hacking of confidential data by hostile entities. Cybersecurity encompasses
aspects of data protection in our soci&yme examples are the protectionnafividual privacy, military information credit card
and banking informatiorgndsocial media profiles. In order to prevent loss of datentity theft,or other cyberthreaiphysical ang
digital security measures must be practiced at all times

In eighth grade, students will weigh the adegyes of cybersecurity in protecting individuals and systems against potential
disadvantages of the ovestriction of content and delivery.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

Understand the importance of
encryption.

Understand the importance of anti
virus software.

Explain the need of cybersecurity ir
protecting computing systems.

Students shoulohvestigatethese concepts:

1 How should a list of passwords be
protected?

1  What ae examples, globally, of
societies that restrict access to
information?

1 Does restricting access to information
benefit or harm a society?

Students shouldpplythese terms

in context:

1 Virus
1 Trojan horse
1 Encryption

8.12

The student will explore careensatedto the field of cybersecurity.

Context of the Standard

Due to the rise in cybersecurity threats and the increasing value of information and resources that are potentially taithess:
threats, the career field in cybersecurity has grown tremendously over thiegadesExamples of these kinds of joinelude
security software developer, information security analyst, ethical hagkée (haj, computer forensics analyst, and many other
eighth grade, Students will explore various aspects of these careers such as work done, pay rate, andeshleadtion

Current information on education, pay, and employment projections can be found through the U.S.Bureau of Labor Statist
(https://www.bls.gov/emp/
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Essential Skills Essential Questions EssentialVocabulary

Students shouldemonstrateéhese skills: Explore acareer fieldto answer the following | Students shouldpplythese termg
guestions: in context:
T Identify cybersecurity jobs available
today 1 What are thelifferent cybersecurity
1 Explainrelated trainingneeded prior jobs available?
to working in a cybersecurity field 1 What education is needed to work in g

cybersecurity field?

1 What do jobs in the various
cybersecurity fields pay?

1 What kind ofwork that is usually done
in an office can be done from home
using thelnterne®

Networking and the Internet
8.13 The student will identify existing cybersecurity concerns associatedméimetuse andnternetbased systems and
potential options to address these issues.

Context of the Standard

Cybersecurity risks can take many forms and have many consequences. The consequences of hacking can be serious ar
what level of access the hackers have achidegimplesof cybersecurity breaches include the theft of social securityceedit
information from Experian and the hack of Sony Pictures by the North Korean government. Computefsampseshat may be
hidden in existing files or prograiand other malwarémalicious software installed on a compjigenerally have two goals: to
propagate from system to system and to perform some action on each system they infect. Similatbf;skmiaé attacks can
crippleanonl i ne business for |l ong periods o fls. Iineighth grade; btudents wid g
explore possible risks to the data involved in their use ditieenet They will also explore the risks and cyber threats for whicl
companies plan and prepare.
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Essential Skills Essential Questions Essential Vocabulay
Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Describe whamay happenvhen a 1 How can hackers damage a compute
hacker gains access to a computer T  What are the different types of 1 Hacker
1 Explain what measures can be taks malware? 1 Malware
to prevent hacking 1  What happens when a phisher steals 1 Denialof-Service attack
1 Describe what happens to a websit oneds personal in 1 Phishing
or server during a denialf-service 1 What can happen to a website or ser\
attack during a deniabf-serviceattack?
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Middle School Computer Science Elective (MS8E) Standards

The standards below outline the content for a flexible elective course with optiodales for 8nveek, 9week, 18week, or 36

week implementations. These standards build on the concepts of computer science developed in prior grade levels and in the
integrated standards for middle school students. Teachers are encouraged to selechprgdgaguages and environments,
problems, challenges, and activities that are appropriate for their students to successfully meet the objectives afdbe stand

The content for the initial-&veek module has an emphasis on computer programming. Studénésiew and build on skills
developed throughout elementary school. Teachers may choose dassrkor texbased programming environment based on the
prior experience of the students and the selected problems. feeekdmodule, students will gty the history of computers and
computer science, with a focus on the impact of Virginians. In theesk module, students will build additional programming skills
within the framework of computer science principles. For awé&8k module, students wilbmplete one or more projects to include
programming, hardware and software integration, and collaboration.

Programmable computing tools will be used to facilitate design, analysis, and implementation of computer programsostudents f
exploring and creatg computer programs, facilitating reasoning and problem solving, and verifying solutions should use these tools.

6-week Core Module

Algorithms and Programming

MSCSE.1 The student will design and iteratively develop programs that combine control structtitesng loops and
conditionals.

Context of the Standard

Programs are collections of code organized in algorithms that can accomplish a variety of tasks. Programs can be develo
perform calculations, manipulate data, or simply to be creative. Pnegran involve different control structures such as loojfs
statementand variables; these control structures are blocks of programming that analyzes variables within the program cc
adjust and use accurate values as they change. Control structures help students develop their problem solving skalis, and
computatonal thinking. Effective variable use makes the problem solving process easier and faster.
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Context of the Standard

In middle school, students continue their study of programming through a focus on algdrhiesnsiork both collaboratively and
individually to develop algorithm®treflect tasks in daily life; these algorithms become more complex as they recognize anc
loops and events in the algorithms they construct.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Develop, test, and reviseprogram 1 How does an iterative design process
using an iterative process. facilitate program development? 1 Control structure
1 Create a program thates a 1 lterative process

combination of control structures.

T Utilize a combination of
mathematical and logical structureg
in a program

1 Test a program for correctness

1 Adjust and debug pregms to be
more efficient

MSCSE.2 The student wilinvestigate variables and data types, including simple operations on strings.

Context of the Standard

Variables are programming elements capable of storing a piece oAdataable is like a container with a name, in which the
contents may change, but the name (identifier) does not. The identifier makes keeping track of the data that is stored eas
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Context of the Standard

especially if the data changes. Naming conventions for identifiershanghtful choices of identifiers, improve program
readability.

Variablescan hold a few different types of data: numbBleanvalues {.e. true and false), text characters, or strings of
characters to make a word or phrase. Different data types will require the variable holding it to use different amoonmas/pf m
and they operate differently from each other.

A string isalsoa data typeised in programmingsed to represent text rather than numl@uotations are used to represent data
a string Operations can be conducted by using both data and sfmgsxamplein some environmentsdding two numbers
together will produce the suof their values, where two strings added will result in their values placemend d ( i c a't
Afcatdogo)

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Identify different types of daté be T What types of values can a variable
held in variables hold? 1 Variable
T Conduct simple operations using 1 How may different data types interact 1 Strings
non-numeric data types. when completing operations?
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MSCSE.3 The student will implement a program that accepts input values, stores them in appropriately named variables, and
produces output.

Context of the Standard

Computer systems are complex machines that primaeitiorm four main tasks: take input, store values, process data, and gi
output.Computer programalsotypically follow a standard process called the iaprdcessoutput modelData can be inputted int
a progranfrom the user, a data file, or a sensidne processing stage can involve mathematical calculation, or logical control
through the use of variables. These variables are created by the user and should be given names indicative of tleeg. @nte
variable named person_height vs. va@lnce results are calculated, they should be produced for use. This output could be ir
form of visual text, graphics, audio, or data values to be used by another program.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Develop a program that takes 1 What factors should you consider whe
assortediser inputassigns variables naming variables? 1 Variable
and provides output that meets the 1  What are examples of different output
expectations of an assigned task generated by an app
1 Create appropriately named variab
to store values used in the program
1 Produce outputnade from various
stored variables
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MSCSE.4 The student will document programs in order to make them easier to trace, test, and debug.

Context of the Standard

The use of documentation when creating and redesigning a prgggatty improves the efficiency of code review. Well
documented programs are easier to follow, and individual portions can have their function identified. If that functbisis wh
malfunctioning in the program, debugging can be completed more quickly and easily.

When creating programs, it is highly recommended to use documentation and corDmeuntsentation allows programmers an
reviewers to understand the intention behind a particular portion of code. Documentation comments are formatted to desc
portions of the program but are ramttuallyintegrated into the program floften, a programmer will write code and not return
it for lengths of time; documentation can be used to remind them of the intention behind their code and is very usedgjinmgde
as it signals how the program slkwbe acting.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratehese skills:

1 Use proper program documentatiof
forms

1 Use documentation texplain the
purpose and function of a section g
code

Students shoulohvestigatethese concepts:

1 How does program documentation
make programming easier?

1 Why do comments make it easier to
read a program written by someone
else?

Students shouldpplythese terms

in context:

1 Documentation
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Additional Content for 9-week Module
Impacts of Computing

MSCSE.5 The student will discuss issues of bias and accessibility in the design of existing technologies.

Context of the Standard

The construction of a program or innovation not only needs to focus on the parameters of that task or problem; it @lso neg
address theeeds and backgrounds of the intendedsugas and accessibility are two issues thastbe taken into consideran
when designing a program.

Bias is defined aprejudice in favor of or against one thing, person, or group compared with artbtaeples of this bias could b
as obvious as a programmer creating characters in a game that only reflect pgdiwdéas or ethnicities, or more subtle, like th
choice of |l anguage used in a programbés output, or t bla&
group or preference.

Accessibility refers tahe design of products, devicegyvices, or environments for people wdikabilities. These disabilities may
include visual, auditory, motor, and cognitive disabilitiBlse Web Content Accessibility Guidelines (WCAG) defines criteria to
ensure that Web content is more accessibletple with disabilities.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Identify a bias present in an existin T  Whattypes of bias can be seenin a
technology current technology that you use on a 1 Bias
1 Identify an accessibility issue ima regular basi® T Accessibility
existing technology 1 How do companies and programmers|
T Suggest a fix to aaccessibility issue address accessibiligoncerns?
in a current technology 1 Why is itbeneficial to remove bias froj

a technological applicatiéh
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MSCSE.6 The student will describe and explain the history of computer science, including naming sighisitaidal figures
and describing their impact on the field.

Context of the Standard

The use of devices to aid in computation date back to ancient times with mechanical counting devices like the abamiscés
grew in complexity, and had thgurposes expand in function. Charles Babbage created the idea of a computer that could
programmed to accomplish a variety of tasks. Ada Lovel
instructions to be carried out by a cortgru

Alan Turing, a British World War Il codbreaker, theorized that computers and algorithms could be broadened to accomplis
task.Grace Hopper was a programmer with the U.S. Navy déweloped an early programming language called COBOL and
conedhe term Abugd. As with many other accomplishment s,
collaborative effort that involves the work of teams. Over the next few decadesyters became smaller, more powerful, and
more available tohie public.

Thelnternetwas created as a way to connect computers across great distances. A new system of organizaliberoeties
created in 1991 by Sir Tim Bernerse called the World Wide Web. This was a set of rules that unifiedritemwet

communication could happen on a worldwide scale. Programs on the web also became faster and more powerful over tin
computers have gotten very small but very powerful. They are embedded into more everyday devices to increase connec
functionality. Computer science has greatly shaped society, and coswilt@ontinue to become more integral in our everyday
lives.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
1 Describe the functionf early 1 How did the purpose of computers
computational devices change over time? 1 Computer
1 Create a timeline showing the majo 1 How did advances in computing
developments in computing technology affect the pace of change
technology. related fields (mathematics, science,

engineeringetc)?

1 Do you believe that advancement in
computing was only possible because
the accomplishments of particular
people, or would thee advancements
have happened regardless?

Additional Content for 18-week Module
Algorithms and Programming

MSCSE.7 The student Wi use flowcharts and/or pseutte to address complex problemsg®rithms.

Context of the Standard

In computer science, the development of programs uses an iterative design process involving design, implementation
(programming), and review (debugging) until the program runs correctly. The design stage occurs before beginning td lpeo
planning stge is when the programmers gather information about the problem and sketch out a Jdlistidesign process may
include the use of pseudocoderiting out the steps of a program in English to make sure the flow of control and logic make
Flowchats are another tool programmers may use when designing an algorithm or computer progréoavchart outlines the
steps that are needed in the development of an algorithm or program.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Create a visualization of the path 1 Why should you plan a design for a
through a program program before starting to write it? 1 Pseudocode

1 How are roads and traffic signs like a
flowchart in programming?

1 How does pseudocode help
programmers organize their thoughts’

MSCSE.8 The student will incorporate existing code, media, and libraries into original programs, aattrgiion.

Context of the Standard

As programs grow more complex, the choice of resources that aid program development becomes increasingly ingsatant
resources include existing code, available media, and librReg®sitories of sections of codesavailablefor useonline

Libraries are larger groupings of usable code that serve a particular pwiposees contaircollection of files, programs, routine
scripts, or functions that can be referenced in thgraroming codeThey are often packaged up and distributed for easy inclus
in a program.

Regardless of the source of a resource that may be used in the construction of a grisgirapgritant that proper attribution is
givento any borrowed components
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Integrate portions of code, 1 Why should you give attribution to the
algorithms, and/or digital media froj original creator of a product? 1 Code library
other sources in their own program 1 How does the use of existing code or 1 Cite
and websites libraries accelerate program 1 Source
T Give attribution to theriginal development? 1 Plagiarism

creators to acknowledge their
contributions

MSCSE.9 The student will systematically test and refine programs using a range of test cases.

Context of the Standard

As part of the iterative design process, programs shouleMimwved and tested to determine if the design goal is met through t
generation of specific outpulesting programs using a range of test cases is a necessary step for assessing program corre
test case is a single input with an expected outptgst the correctness of a program. Prognars needo test a prograrto make

sureit works for all the possible values received as input. This can include values within the range of expected values as W
those outside the given range.

Often,prgr ammer s wi | | -paraneeters that s theceatrerses af a scentwitest their programs, ensuring that
they will work with even the largest and smallest inputs. In beta test situations programmers use random people graestae
find Abugs. 0 Programmers record fiversionso of progr ams
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
T Predict the outcome or output of a T  Why is there a need to debug?
program by examiningrritten code. 1 How does program tracing help with t 1 Bug
T Use multiple test cases to test the debugging process? 1 Debug

logic and mathematics of a progran 1 How can you predict the outcome of g
program without running it?

Networks and thelnternet
MSCSE.10 The student will model the role of protocols in transmitting data across networks dntthet

Context of the Standard

Protocols are sets of rules or procedures defined for particular aéotecols describe established commands and responses
between computers on a network, such as requesting data or sending aftiraagemple messages sent overltiternethave a
number of protocols used to facilitate the transmission of the message. These protocols work together and rely ort@ach o
handle translation and transmission.

There are many examples of protocols including TCP/IP (Transmission Control ProtocwtiReatocol) and HTTP (Hypertext
Transfer Protocol), which serve as the foundation for formatting and transmitting messages and data, including pagesi@n
Wide Web. Routers also implement protocols to record the fastest and most reliable patidifny small packets as tests.

The studenis notexpected to know details of how specific protocols wodomputing systems
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
T Identify the role ofprotocols in T How would thelnternetfunction
network communicatian differently if there were nget 1 Protocol
1  Summarize how protocols make a protocols?
decentralizednternetpossible (i.e., T  What are some examples of protocols
no governing authority over the that humans use to communicate with
Interne). one another?
Cybersecurity

MSCSE.11 The student will apply multiple methods of encryption to model the sér@memission of information.

Context of the Standard

In order to protect the security of data transmission ointeenet encryption is used to hide sensitive data. There are tradeoff
between digital security and usability, speed, and cost. As aedd®sources are considered, encryption techniques can be ¢
appropriatelyEncryption is an important aspect of communicating in a public system like the InW/ithetut it, anybody would
be able to view personal identifying information of anyosieag the system from the packages that they send over the
Internet.Some methodsf encryption include Caesar cipreerd Vigenere cipher. Caesar cipher uses an alphabetic shift to ma
true contents of a message. This is the easiest form of encrigtise and break. Vigenere uses a keyword to drive character
substitution making the encryption more difficult to crack.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
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Essential Skills

Essential Questions

Essential Vocabulary

1 Identify different types oflata that
could be encrypted

T Use simple encryption strategies td
encode a message.

1 How might a security expert protect
data on a network?

1 Why is encryption necessary when
using computers for communication?

1 What types of data should be encrypts

1 Encryption
1 Data security

MSCSE.12

The student will explain how physical and digital security measures protect electronic information.

Context of the Standard

Students willextend their knowledge of the need for physical and digital security measures to understanding and explainin
both types of measures protect our data and personal infornfatiimients can explore different types of security measures an
understand howach one protects us in different ways from different types of electronic breaches and attacks. Physical se(
measures include locking rooms with devices, badges, fingerprints, security cameras, paper shredding, etc. DigitatasateH
includefirewalls, antivirus software, strong passwords, ssgyware, etc.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 ldentify examples of physical and
digital security measures

1 Explain why datasecurity is
necessary

Students shoulthvestigatehese concepts:

1 What are examples of physical securi
protections and how do they protect
data?

T  What are examples of digital security
protections and how do they protect
data?

Students shouldpplythese terms

in context:

7 Password
7 Firewall
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Essential Skills Essential Questions Essential Vocabulary

T Why should a studeminplement
security measures when working with
digital information?

Data and Analysis
MSCSE.13 The student will collect data using computational tools and transform the data to make it moranalsedlidble.

Context of the Standard

Data collection is essential to help provide insight into patterns and other phenomena. These data can be collected by ha
through the use of computational tosigch as sensors or survegsitomated data collectiqie.g., smartwatches regularly collect
data on a per s on ésyvenhetiaentiat gathering large sdtseopskow pattdrns on)a larger scale. The data g
needs to be sorted, counted, and otherwise manidufateder to make it easier to analyZlis manipulation can be done using
spreadsheets, graphing, or other specialized software.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese term;
in context:
1 Use acomputational tool to collect g 1 Why is raw data typically difficult to
large set of data use in analysis?
1 Transform data into different forma 1 How can we collect datlectronically?
using computational tools. 1  What are examples of tools that can

used to collect data?
1  What are different waydatasets carbe
organized and displayed?
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MSCSE.14 The student will refine computational models based on thethieyehave generated.

Context of the Standard

Once collected, data must be analyzed in order to make predictions and observations. These data can be used to lnatd m
can replicate a phenomendnodeling means creating a physical replica or equmetiof a situation or activityerogrammers will
create computational modelsdescribe realorld systemsComputational models can be created in pseudocode (written) or
equations, with robots, in block languages (Beratch), or in texbased languags (Java, Python, etc.). There are also content
specific tools for modeling such as MatLab for mathematics. Some examples of computation models might be modeling a
simulating a bungee jump, investigating the temperature of melting ice, or investipatiogces and attractions in the states of
matter.

Models are also constructed to test hypothédes.data generated from the model are used to evaluate whether the models :
accurate, to make adjustments, and draw csimhs.Modelsneed to be testddr accuracy ad refined as necessatiya model
generates an unexpected result based on data, then the model may need adjustment. Programmers engage in an iteaativj
they analyze data and revise models multiple times in order to generatdeaouonials.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Manipulate a data set in order to 1 How can you tell if a model needs
create a model adjustment? 1 Data
T Adjust a computational model to 1 What components of a computational
more accurately reflect a data.set model can be adjusted?
1 What factors are considered when
evaluating the accuracy of a model?
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MSCSE.15 Thestudent will represent data using multiple encoding schemes.

Context of the Standard

When data is being stored on a computer, there are several options for how it will be or§ameedystems of organization are
easier for computers to store and process data, while others can be efficiently read and analyzed bigribedisgrschemes arg
systems of rules for converting data intditierent format for a new purposgome schegs are simple and hold basic tbxt have
limitations based on memory used per charg&8Cll). Some hold a wider variety of characters including eméjiseign
language characters, and specialized symbasencoding scheme has a greater flexipbdite to size (Unicode).agheencoding
schemesre designed to hold a variety of data typetstake up considerably more memory sp&tEML).

Students are not expected to make manual conversions between data forms using encoding schemes.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Explain the need for changing the T Whydo people transform data into
format of a set of data with an multiple differentformats 1 Encoding scheme
encoding scheme. 1 How can a computer represent data if
1 Describe how an encoding schemg its numerieonly format?
can represent data in other forms T  What are examples of different numer
systems used by computers to repres
non-numeic things?
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Impacts of Computing
MSCSE.16 The student will compare tradeoffs associated with computing technologies that affect people's everyday activities and
career options.

Context of the Standard

Computer use has permeated nearly every aspect of pasedp
levels of communication and access to information. Thermarg/tradeoffs pertaining to consistent access to caimgu
technology.These could include identity theft, cyberstalking, catfishing, fraudulent purchasésadt@rtent data collection
makesmany people feel as though their privacy is being invaded, particularly since companies can track user data@nd se
advertisers or companies for analysis.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese term;
in context:
1 Compare and contrast benefits ano 1 What computing technologies do you
risks of everyday use of computing use every day?
technology. 1 What are the benefits of consistent

access to technology?
1 What are the drawbacks to consistent
access to technology?
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MSCSE.17 Thestudent will collaborate with many contributors through strategies such as crowdsourcing or surveys when
creating a computational artifact or visualization.

Context of the Standard

When conducting data analysis, a larger set of data allows analystsd@erakalizations about the situation/phenomena to w
the data describeStrategies such as surveys or crowdsourcing allow students to collect data from sources outside their w
Often, outside opinions or ideas can help a creator or grouk threaigh a deadlock by providing a fresh perspective. By solic
these ideas through crowdsourcing, a programming team can know that their program represents the views and preferen
wide swath of people.

Teacher note: Reference division and sshpotocols prior to engaging in surveying or other crowdsourcing mesithsstudents

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese termg
in context:
1 Use a form or survey to collect data 1  Why is it better to collect large sets of

from a wide variety opeople data when conducting analysis? 1 Crowdsourcing

MSCSE.18 The student will describe tradeoffs between allowing informatdre public and keeping information private and
secure.

Context of the Standard

The Fourth Amendment of the US Constitution protects ¢
long before the advent of theternet where persnal information is easily accessed and, in some cases, exploited. Modern te
companies, such as Facebook, Google, Amazon, and ot baner
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Context of the Standard

and products towards individuatudents willexplore what information they think should be publicly available. Students disq
the benefits and drawbacks to keeping information private when compared to public release.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese term;
in context:
T Identify and describe what 1 What are the benefits of sharing
information is appropriate, safe ang personal information online?
responsible to share publicly. 1 What kind of personal inforation is
T Identify and describe what regularly collected through technology
information is appropriate, safe ang use?
responsible to keep private. 1 Whatvalueisyouor your f

personal information to another perso
or business?

1 What nformation is appropriate to be
public? Private?

1 Why should we allow certain
information to be public vs. private?
What are the consequences?
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Computing Systems

MSCSE.19 The student will systematically identind correct problems with computing devices and their components.

Context of the Standard

place of a potentially defective part.

As with any system, there are times that a computer system does not work as iitkhdegh computing systems may vary,
common troubleshooting strategies can be used on them, such as checking connections and power or swapping a workin

Since computing devices are composed dhterconnected system of hardware and software, troubleshooting strategies ma
to address both. Students are expected to use accurate terminology to describe simple problems with computer hardwareg
software.Common troubleshooting strategies, sastthecking that power is available, checking that physical and wireless

connections are working, and clearing out the working memory by restarting programs or devices, are effective for many ¢

Essential Skills

Essential Questions

Essential Vocalulary

Students shouldemonstratehese skills:

T Identify when a device or program
not working properly.

1 Perform simple trouleishooting
tasks.

1 Apply troubleshooting strategies ag
needed in a classroom setting.

Students shoulohvestigatethese concepts:

1 What are different troubleshooting
tactics you should try if a program is
working?

T  Why is it important to be as specific a
possible when you are describing a
problem?

Students shouldpplythese terms
in context:

1 Troubleshooting
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MSCSE.20 The student will explore the relationship between hardware and software usinggthetof Things.

Context of the Standard

An increasing number of devices have gaildrnetconnectivity. It is now possible to communicate with everyday objeds lik
house lights, thermostats, or a garage door opener. These devices can also assess their swsmgatipgscomponents such :
sensors (hardwareggpply their programing logic (software), and relay output to an appropriate device to perform an acti
(hardware and softwareyhey can also relay information to a user via an app who can decide on appropriate action.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Describe what makes a devigart of 1 How does arinternetconnected device
t h Imterfietof Thingso behave differently from a nen 1 Internetof Things
1 Describe the difference between connected device?
smart and normal devices T What ilnternétohfe Thi ng
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36-week Module
Algorithms and Programming
MSCSE.21 The student will
a. work in a team to distribute tasks;
b. maintain a timeline; and
C. use iterative design to solve problems, inclugegr review and feedback.

Context of the Standard

Development of computationahd digitalartifacts (program, image, audio, etc.arsiterative process amdten a collaborative
effort. Working well in a group requires students to practice stratdgrasg the planning, writing, and review processh as
delegatiorof responsibility, peereview, revision of contributiongnd assigning selfnposed deadlines.

Dueto the highly collaborative nature of programming projects, team members need tg effgidtive communication strategies
In order to avoid redundant work or gaps in the necessary gadgs mayeed to have open communication to help standard
the flow of the program. In order to develop a program, tasks can be broken down anmftlicreatdules by different groups of
students, which requires clear and consistent communication between these groups. Additionally, the peer review fbgters
communication, and helps students see a variety of coding styles as well as identifynaomtakes.

The creation of appropriate and realistic timelines is difficult to many students, particularly when working in $judgrsts may
need teacher guidance and scaffolding in the timeline construction process as well as regular reminkiéactodod revise

timelines as needed throughout the process. These deadlines are used to construct a timeline that informs groupgbarticipg
responsibilities and expectations when completing a project such as the development of a computatidanal artifac

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Workin teams tglan, design, and 1 How does an iterative process help in
revise a program to complete an the completion of a project? 1 Iterative design
assigned task.
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Essential Skills Essential Questions Essential Vocabulary

¢ Construct a timeline that reflects th 1 How does the use of a timeline facilits
expectations ancesponsibilities of group work?
the members of a group

MSCSE.22 The student will decompose problems and subproblems into parts to facilitate the design, implementation, and review
of programs.

Context of the Standard

Decomposition breaks problems dowrnismaller pieces (subproblem). subprograms a sequence of instructions whose
execution is invoked from one or more remote locations in a program. Problem decomposition allows for complex tasks tq
solved in manageable chunks. Once a program has been broken down, it enablas gliffepemembers to work on different pa
at the same time. Decomposition can occur in the planning and desigraditagieg for the separate suimgrams to be more

easily tackled, or when debugging a long and complex prog@ardents will practice th skill on programs they wrote and writte
by others.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
T Breakdown problemmto 1 Why does breaking a problem down
subproblemso facilitate creation of into smaller problems make the overa 1 Decompose
a program task easier? 1 Subpogram
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Essential Skills

Essential Questions

Essential Vocabulary

T Use decomposition iall parts of the
program development process (i.e.
plan, design, and review)

1 How does decomposing a program in
subpogramshelp programmers when
debugging a program?

1 How can decomposition be applied
throughout the development process?

T Why would using subproblems in a
program be thought of as a time savin

measure?

MSCSE.23 The student will creatiinctiors with parameters to organize code and make it easier to reuse.

Context of the Standard

Functions are like variables, except instead of storing data they store lines of code. Programmers use functiéne to beipk

large, seHcontained sections of code to help make code more readable and to allow code to be used multiple times withol
to rewrite it. This increases code reusability by allowing an algorithm to be referenced and used wherever apftafaraeters
are additional information that comes with the command eajl,6quareRoot() vs. squareRoot(9)). These parameters provide
ability for a function to be used in a variety of situations.

Essential Skills

Essential Questions

EssentialVocabulary

Students shouldemonstratéhese skills:

T Create functions within a
programming environment to
accomplish a task

Students shoulohvestigatehese concepts:

1 How doparameters increase the
capability of a function?

Students shouldpplythese terms

in context:

T Function
1 Parameter
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Essential Skills Essential Questions EssentialVocabulary

T Create functions with parameters tc
use in a variety of scenarios

Computing Systems

MSCSE.24  The student will recommend improvements to the design of computing devices, based on an analysis of how users
interactwith the devices.

Context of the Standard

Development of computing technology is an ongoing process. New technology components often introduce new software
Based on feedback from the use of a new feature, developers will make adjustmentsdwt tbend of software updatéhis
feedback may be from user recommendations or from analysis of specific uses of data and functions. The use of feedbac
designing programs is a practice that can be used in multiple settings.

Students can make siiar recommendations for improvements to apps they use on their phones.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese termg
in context:
1 Analyze the design of a computing 1 What improvements can you make to
device for the purpose of making computing device? T User interface
recommendations 1 What is the role of data analysis in
T Make recommendations for determining changes in computing
improvements to a computing devid devices?
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MSCSE.25 The student will design projects that combine hardware and software components to collect and exchange data.

Context of the Standard
Hardware can be used in tandem with softwafadditate data analysis in an efficient way. Sensors are hardware componen
designed to collect data that would otherwise be difficult to collect by hand. This could be by the type of the datacamthef a
data to be collected.
Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Plan or sketch ideas combining 1 How can hardware and software
hardware and software component components be combined in the 1 Sensors
that collect and exchange data. completion of s specific task or the 1 Probeware
1 Select the hardware and software completion of project?
components for project designs by 1 Whyis important to know what kind of
consideing factors such as data you want to collect before you
functionality, cost, size, speed, begin to design a project?
accessibility, and aesthetics. 1 What are the different kinds of data yq
can collect using hardware and
software?
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Computer Science Foundations

The Computer Science Foundations standards outline the content fey@aom®urse with an emphasis on computer programming
within the context of broader concepts of computer science. The standards build on the concepts of cienpetdeseloped in

prior grade levels. The standards provide a transition from Hdaskd programming to a telkdsed programming language and
familiarize the student with developing and executing computer programs. Teachers are encouraged to setetipydgnguages
and environments, problems, challenges, and activities that are appropriate for their students to successfully meataheiihec
standards.

Programmable computing tools will be used to facilitate design, analysis, and implementation of computer programssHawidents
use these tool®r exploring and creating computer programs, facilitating reasoning and problem solving, and verifyingssolut

Computing Systems
CSF.1  The student will
a. compare the structures, functions, and interactions between application software, system software, and
hardware; and
b. explore the relationship between hardware and software usihgténeetof Things.

Context of the Standard

Computing systems are comprised of many modular, interconnected pieces of hardware and software. These pieces waorl
a hierarchical system to accomplish complex tasks. When computers communicate with one another over névi® ks skd

from application software, down to system software, and finally down to a hardware layer that communicates directly with
hardware layer of the receiving machine. The receiving machine then passes data up to its own system softwacatemd app,
software repeating the process in reverse. Often, any piece of data will pass up and down the hardware and softwanaraygq
machines before reaching its final destination (see CSF.2).

Internetconnected devices (suchlasernetof Things deices) are a good example of this phenomenon because the device it
will often relay data to another device that controls its behavior. For example, an 10T thermostat (hardware) will pteutemy
data to an application (software) running on a snhartp. In turn, the application on the smartphone will control the thermoste
the user's request by sending data ovelrttegnet
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
T llustrate thehierarchy of hardware, f  What are the roles of hardware and
system software, and application software when using a network? 1 Hardware
software. 1 Why do computing systems make us§g 1 Software (System &
1 Describe the relationship between a layered hierarchy when Application)
hardware and software communicating with other systems? T Network
T Analyze the path that data travels T Internetof Things (loT)
along in a typical instance of 1 Hierarchy
networked communication

Networks and thelnternet
CSF.2  The student will model how information is broken down into smaller pieces, transmitted as packets through multiple
devices over networks and thrgernef and reassemblet the destination.

Context of the Standard

Computers can send and receive messages when connected to one another. These networked devices pass information
themselves using a specific set of rules called a protocol. Reliable communication through networks depends on athagoni
arriving at its destinationggardless ofieavy traffic or damaged connections. Computers also need a reliable way of reportir]
resolving communication errors. To achieve these two prerequisites, computers break down messages (e.g., emails, ohag
into smaller chunks of data called packets. These packets make their way to their destination computer separatelyemsing

routes, after which the receiving computer puts them back together in order.

In large networks like thinternet packets mayravel among dozens of different computing devices; each device passes ther
until all of the packets reach their destination. If a packet is missing and the message is incomplete, the receivingvdbmput
request that the sender resubmit the message.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:

1 Describethe process of sending a fi 1 What are the physical qualities of a
through a network reliable network? 1 Internet

1 Create anodel of networked 1 What are some ways networked 1 Network
communication communication might be disrupted? 1 Packet

1 Explain how sending data in packe] 1 Protocol
ensureseliable communication 1 Reliability

among computing devices

CSF.3  The student will explain the role of protocols in transmitting data across networks antbthet

Context of the Standard

Even the sending of a simple email message requires multiple levels of communication between devices. In order fota m
maintain its fidelity, it is essential that there be a series of protocols, or agreed upon standards of syntax, fornsate petcke
used at each leveAnyone can join at any time and successfully communicate with anyone else on the network without dec
rules for communication in advance.

Internetcommunication is made possible by several protocols, including TCBDIP, and DNS. These sets of ruieteract to
build a model used by almost all Internet communication (OSI modkhout them, it would be very difficult for computing
devices to communicate with one another without explaining in advance how to intgfigraation sent over the network.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Defineprotocolin the context of 1  What are some examples of protocols
computer science that humans use to communicate with 1 Network
1  Summarize how protocols make a one another? 1 Packet
decentralizednternetpossible 1 How might thelnternetfunction 1 Internet
1 Explain the role of protocols in differently if every nation hads own 1 Reliability
networked communication set of protocols? 1 Scalability
1 Protocol

CSF.4  The student will evaluate the scalability and reliability of networks, by describing the relationship between routers,
switches, servers, topologgnd addressing.

Context of the Standard

Networks are made up of interconnected computing devices. Some are familiar, like laptops, smartphones, and desktop G
Others, called servers, are designed to send files ovbrténieet Servers arinternetconnected computing devices that stwed
pages and other files. They process requests from computers and then disildtgever thelnternet

The computing devices in a network work together to ensure that communication is fast and Hehalbhey are arranged in tha
network is reérred to as the network topologylany people have computing networks in their homes, where several devices
connected to the same access point. This small home network is called a local area network (LAN). Each device in a LAN
unique address calll an IP Ipternetprotocol) address. Neighborhoods might have dozens of local area networks, one or mg
each home. Just like the devices within it, each local area network has a unique IP address. Local area networks dr® con
switches, whiclserve as hubs for LANs in a neighborhood. This web of LANs is called a wide area network (WAN). A city
have hundreds of wide area networks, each with its own unique IP address. Wide area networks all eventually connsct to
Thelnternetis a \ast web of routers, each one passing along packets (see CSF.2 & CSF.3) to the appropriate destination.
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Context of the Standard

This system is reliable and scalable because each machine only has to keep track of the devices it is directly cdhnected t
smart phone okooe the B addresses af allthe switches and routers between it and the server it wants to conr
only has to know the IP address of the server (stored in an easily accessible public database) and the IP addrdssidl@sdo
access poin

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Model how information is T How many devices might a packet
transmitted among computing travel through on the way its 1 IP address
devices that make a up a network destination? 1 Local Area Network
1 Evaluate how addressing facilitates 1 Are Internetcommunications public or (LAN)
the scalability and reliability of the private? How do you know? 1 Reliability
Internet 1 Router
T llustrate thearrangement or 1 Scalability
topologyamong elements of a 1 Server
network 1 Switch
1 Wide Area Network
(WAN)
Cybersecurity

CSF.5 The student will identify and explain ways that sensitive data (assets) can be threatened by malware and other computer
attacks, using appropriate terminology.
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Context of the Standard

People camxploit vulnerabilities in computing devices, systems, awlaases with malicious intent. Some exploits will focus ¢
disrupting network services, while others are perpetrated with the goal of gaining access to sensitithesseisoplenake use

of malware (malicious software installed on a computer) ande® (scripts that may be hidden in existing files or programs) t
on users, access private files and data, or lock victims out of their computers. For example, ransomware is malicieubaoft
encrypts a victimbs f i thedatais dedryptbc Imeonthst, a arusrméght sreata a baekfoorrinea
that allows an attacker to gain access to it at a later date.

Attackers might also monitor network activity, recording email addresses, phone numbers, and other un@atateéotadedin
future attacks. For exampleomeone couldet up a fake wireless access point, and will exploit the privileges afforded to a try
network access point to spy on data transmitted over that network connection. Attackers will also make more mundathe\at
may guess passwords to gain actessmails, make fake phone calls to gain information about victims, or send emails with f
links or viruses stored in seemingly safe attachments.

The strategiepeopleuse to exploit computing systems are always evolving, and security experts ademéskenderstanding hoy
to adapt to new attacks and vulnerabilities.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
T Identify different types otyber 1 How might a security expert protect
attacks data on a network? 1 Data
1 Explain why attackers might want 1 If someone discovers a vulnerability in 1 Exploit
gain personal information/sensitive a piece of software, should they makg 1 Malware
data from their target public, or keep it secret? 1 Virus
1 Describe differentyberattacksand 1 Vulnerability
describe how they might affect a
computing system.
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CSF.6  The student will give examples of ways to protect sensitive(dasets) from malware and other computer attacks and
evaluate them according to multiple criteria.

Context of the Standard

Bad actorsor people who use computers with malicious interaike use of many strategies to gain access to personal data. F
seeking to protect their data can take several proactive steps which ensure that their data is safe from common &ittgcks. Q
secure passwords unique to every account, configuring the firewalls on personal computing devices, not connectingato un
wireless access points, installing reputable-aintis and antmalware software (an software), and practicing safiecision
making online by not clicking unfamiliar links or responding to unsolicited communication are all good strategies fngproted
oneself online. However, there is no way to ensure that any online communication is private with 100% confidence. Part g
protecting oneself online is knowing that all online communication is potentially public, and behaving accdrdmgijuating

possible protective measures, the possible threats should be considered as well as system vulnerabilities and risks of bre

Most people will not be victims of larggcale data breaches. Highly visible or vulnerable individuals attract more atfieomon
bad actors; politicians, corporate executives, and celebrities must often take extraordinary steps to adequatelyrpiatadtahe
potential exploitation. People who fail to protect themselves from attacks will often be attacked multiplagithes,personal
information is disseminated online.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Compare and contrast safe and 1 What are some strategies for protectir
unsafe computing practices your sensitive data? 1 Anti-X Software
1 Describe ways to protect personal 1 Who are some people who might be 1 Cybersecurity
information on a computing device popular targets foryberattackor 1 Cyber Attack
1 Synthesize and communicate espionage? 1 Data
strategies for protecting personal d; 1 Vulnerability

189
2017 Computer Science Curriculum Framework



Essential Skills Essential Questions Essential Vocabulary

to someone unfamiliar with cyber 1 Firewall
best practices

T Evaluate a protective measure in it
effectiveness against cyberthreats.

CSF.7  The student will explain typical tradeoffs between usability and security and recommend security measures in a given
scenario based on these (or other) tradeoffs.

Context of the Standard

The people who use computing devices are often the most significant vulnerability in a system. Computing devices have
host of security vulnerabilities, but users can be tricked, misled, or otherwise manipulated into geghiopraccess toheir
personal data.

When interacting with computing systems, users experience a tradeoff between security and usability. If a computingakles
use of multiple layers of security, users may begin to encounter barriers that make the computer more difficult taxaseplEQr
a highly filteredinternetconnection will keep users from accessing malicious websites, but may also inadvertently block so
websites. False positives like these are inevitable in a highly secure systewirussioftware will often scan @mloaded files for
malicious content, forcing users to wait until the scan is done before they open the file.

High levels of security can creatgsificant barriers to usabilitygs a resultsecurity measures are often calibrated to match the
being secured. For example, an online banking profile is more secure (and as a result, will be less usable) than amngnline
account. To ensure that sensitive data is not accessetiaynted peple users often must provide private credentials (i.e.,
passwords) when accessing their information. When tasked with protecting particularly sensitive data, software desiftegrs
add additional layers of security, like security questions offaetor authentication (i.e., when a user is required to produce tw
sets of credentials, like a password and a secret code texted to their phone).
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Essential Skills Essential Questions

Essential Vocabulary

affect information transmissispeed
within a network
1 Investigate and describe how secu

different types of informatian
T Identify different strategies for
securing sensitive informatio

measures might be adjusted for 1

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts:

T Explain how security measures mig T What are some examples of software

you use that require credentials? Whg
information are these credentials
protecting?

Do you experience any tradeoffs
between usability and security?

Students shouldpplythese terms
in context:

Authentication
Credentials
Malicious
Tradeoff
Useability

= =4 =4 =4 -4

CSF.8  The student will write or adapt a program to validate its input and to avoid certain kinds of vulnerabilities.

Context of the Standard

execute code unintentionally.

People who want to compromiseystemwill often exploit vulnerabilities built into software by misusing or exploiting existing
avenues for user input. Examples of these types of attacks include SQL injection and command line injection, wherasataq
existing software protocols tack the program into revealing information about an underlying database or forcing the comp

To protect against these kinds of attacks, designers will validate user input; in other words, designers will progfavariaéos
reject inappropriate inputr fix it in predictable waysDesigners will often create a list of approved input values, or a list of ing
values that should be rejected. This ensures that the software is used only for its intendedimotiesexample of input
validation is when software rejects insecure passwords during the account creation process. The software will teiCkisers tq
new password because the one they initially chose would be easy to guess or exploit.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Design a program that takes user 1 What are some personal best practice
input and validates it against a list ¢ for validating digital communication 1 Command Line Injection
approved input options (e.g., emails or texts from unknown 1 Exploit
1 Write a program that returns senders)? 1 Input
affirmative output given an input thi 1 Can you identify an example of input 1 Software
is validated against an approved.lis validation in tle real world? 1 SQL Injection
1 Validate
1 Vulnerability

Data and Analysis
CSF.9  The student will evaluate the tradeoffs in how data elements are organized and wherstdid.

Context of the Standard

On an individual program level, data are typically stored in some sort of a strttase. structures may include arrays, lists, ol
others Arrays store multiple Maes in sequential memoand are referenced by an index or positMualtiple options are
considered for the storage and access of theseTdwtahoice of a data structure can be influenced by data access speed, m
usage, organizational complexity, and other factors.

On anindividual computer level, data are stored on local hard drives in a variety of file foBmafde file formats typically use
less memory space but only store basic forms of the data with little formatting. Larger file formats provide a varmagtofgor
options and extra protection but typically are only accessible through specific programs.

On a network level, dataaoef t en st ored on ficloudd servers and access
for work that needs to be ducted by multiple people, but requires network access to be possible. With consistent network
there is need for data securayd encryption to protect the data from unwanted access.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Identify different data structures ust 1 How can a programmer store multiple
by programmers values in one structure? T Array
1 Compare and contrast the aspects 1 What factors lead to choosing one 1 List
different data structures structure over another one? T Local storage
1 Compare and contrast local vs. clo 1  What are the benefits to using cloud 1 Cloud storage
data storage starage instead of local storage?
1 Identify how data element storage 1 What are the drawbacks to using clou
differs depending on the program o storage instead of local storage?

system being used.

CSF.10 The student will create interactive data visualizations usifigvare tools to help others better understandweald
phenomena.

Context of the Standard

Software programs and hardware devices are constantly creating data. Smartwatches for example, generate data about 1
location, sleep, heart rate, and many other kinds of user input. In order to interpret the raw information generateddwmsoftw
hardware devices, programmers create data visualizatissal representations of data. Some visualizations are traditional (|
bar graphs, pie charts, scatter plots), while others are more dynamic, including sounds, haptic feedback, or inpotwusersa
to explore the data interactively.

Some programmers will use data to create-tated art, which focuses less on communicating trends and more on creating
evocative visual, sounds, or experiences. A visualization may even make use of dptmtheired in real time, where sensors 0
programs update a database and the visualization program updates by pulling new data constantly. For example, a visua
might show domestic flights by pulling data from an air traffic control database.

193
2017 Computer Science Curriculum Framework



Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Generate or identify criteria for 1 What types of data visualizations can
effective and/or evocative data you find on thdnternetthat is refresheq 1 Data Set
visualization in real time (e.g.weather, traffic)? 1 Data Visualization
1 Create a visualization given a data 1  What type of daily data could a schoo 1 Interactive Data
set createand how might you visualize th 1 Raw Data
1 Use a data visualization to draw data?
conclusions about the underlying rg
data

CSF.11 The student will use data analysis tools and techniques to identify patterns in data representingsgstapiex

Context of the Standard

Software programmaygenerate incredibly large amounts of data. Software companies will use this data to make decisions
marketing, design, and future software updates. Scientists also use software to generate large amounts of data tstaetter
natural phenomendhe problem is that these large amounts of data are impossible to fully understand in a raw format, ano
and complex for simple graphical visualizations to communicate their depth. Data scientists and programmers will often u
term fAditgo drad famassivedatasets, tvhech @ten contain many different variables and thousands or even millior
data points.

In order to draw conclusions from large data sets and communicate those conclusions to stakeholders, programmerdatall
visualizations (see CSF.10) that expand on or reimagine traditional data visualization methods (e.g., scatter plats, ipge gral
charts, line graphs). These data visualizations will often compare multiple parameters from a multivariate dateogehaw datz
changes over time using tirseries data.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Describe why it might be difficult to 1 Is facial recognition an ethical use of
draw conclusions from big data data analysis? Why or why not? 1 Analysis
1 Draw conclusions abolarge 1 What might you learn about a website 1 Big Data
multivariate data sets given from data that tracks where users lool 1 Bivariate
visualizations on thepage? 1 Data Visualization
1 Multivariate
1 Time-Series

Algorithms and Programming
CSF.12 The student will develop a program working individually and in teams using-adegtl language.

Context of the Standard

Programming is how people create new tools and experiences with computers. Programming languages are the creative
computer programming, allowing people to solve problems by generating new tools that run on computisgMawig times,
programmers work in teams by dividing the work among the team members. For example, each team member might wor}
page of the application. This allows individuals to focus on making one aspect of the program as good as it cantbveoryihg
about the details of the rest of the application. After everyone has finished their pieces, the team will come together and
collaboratively combine their pieces into a cohesive whole.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Organize a plan to develop a progr 1 Why might you test a product while

individually and as part of a team. building it rather than waiting until you 1 Iterative process
T Construct a tool that solves a finish the product? 1 Program
problem using texbased 1 What are some of the differences 1 Prototype
programming between programming alone versus 1 Textbased language
1 Identify future possibilities for programming with a team?

adding features or fixing issugsa
given program

CSF.13 The student will identify the expected output of a program given a problem and some input.

Context of the Standard

Software programs take input framsers, and then give the users feedback based on that input. Fundamentally, programmir
structures 1) take parameters, and 2) return values based on those parameters. If you created a program to add tvgetinem
the user would specify the two nuerb in question, and then the program would return the sum of the two values. Programr]
elaborate on this logical structure to create software programs that give users complex, often multisensory feedback.

The ability to analyze code and predict its atgiven an input value is a fundamental programming skill. Programmers will

exercise this skill at all levels of expertise. Additionally, comparing the expected output of a program to the actualtbatput

program helps programmers educate themselnddearn about how they can edit their code and create software that works
expected. Programmers (especially beginners) should al
this code, and what actually happened??9d

If a progranmreturns an unexpected value, it often means that the programmer must go back and debug (repair) the pregra
evaluating their initial assumptions about how individual pieces of code function.
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Essential Skills Essential Questions Essential Vocabulay

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:

T Predict the output of a program tha 1 What questions shoulae considered
incorporates conditional statementg when testing program you wrote? 1 Input
given input values 1 What are the next steps for you as a 1 Output

1 Create a program that returns givel designer if the program does not work 1 Parameter
output values by taking given input as expected? T Return
values as parameters 1 Conditional

1 Repair a program thagturns 1 Execute
unexpected output values 1 Debug

CSF.14 The student will design and iteratively develop programs for practical intent or personal expression, incorporating
feedback from users.

Context of the Standard

Creating new software involves several steps, including designing, prototyping, testing, and debugging. Some progratimene
notion of a minimum viable product, or MVP, as a guide to help focus their creative efforts. An MVP is the simplestfvarsio
tool that solves a problem. For example: if someone wants a tool to quickly move from place to place over long distances
might be a final solution. A car, however, is a very complex machine and may be difficult to design, prototype, and test in

reasonable amount of time. A minimum viable product for this problem might instead be a skateboard. It solves the pgrible
much easier to design, prototype, and test. After the skateboard is successful, the team might add on to it to sopuebienme
(e.q., steering needs to be improved, so add a handle and make a scooter). This iterative process of designing, f@stiaty,pir
and debugging ensures that programmers and designers avoid wasting time and resources on a complex swhylen to a s

problem.

For students learning programming, a minimum viable product is an excellent way of ensuring that students are frequegntly
debugging, and refining their software as they work toward $@ort, iterative goals. By incorporating useedlback and testing
throughout the build process from the very beginning, programmers ensure that they are not wasting time either working (¢
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Context of the Standard

that does not address usersoé probl ems, or wrtohypothesizecabodte
an expected output, and then validate that hypothesis by testing code (CSF.13).

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Design a program using a planning 1 How is feedback used through the
procesgwireframe, logic flowchart, iterative design process? 1 Debugging
pseudocode) 1  What is an example of an iterative 1 Feedback/User Testing
1 Create a program based on a desig process that we use in our regular,ng 1 Iterative Design
plan starting with a MVP (Minimum programming lives? f  Minimum Viable Product
Viable Producj. 1 Who should programmers talk to befo 1 Prototype
1 Demonstrate the iterative designing and progmming an app?
development process by participati Why?

and getting feedback from user
testing and debugging
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CSF.15 The student will design and implement algorithms using
a. sequencing of instructions;
b. conditionalexecution; and
c. iteration.

Context of the Standard

An algorithm is a series of instructions for the computer to execute given some sort of input value. A simple algorittakemiy
a series of numbers and return the sum of those numbers. More oftewehcalgorithms are more complicated. For example,
social media site might use inputs like browsing history, posts, comments, or video viewing history to decide whichmashisrt]
to show to a specific user. Software designers often create vistadtarike flow charts that communicate the algorithmic proc
before they start writing code, in order to demonstrate the logical process the algorithm utilizes.

Conditional execution refers to a part of an algorithm where the code asks the computer to compare two values, an@ exec
different pieces of code based on the relationship between those two values. For example, a sorting algorithm in ainganuf
setting might compare the weight of an object to a standard weight, and then sort that object based on whether ridigletvi¢
than the standard weight. Iteration means performing the same algorithm on a series of inputs in a loop. An algbtitteratai
over a long list of values, giving output for each of the values using the same algorithmic process.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoultohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Create a program that moves throu 1 What is the difference between
a sequence of instructions when instructions and an algorithm? 1 Algorithm
implemented. 1 Think of an algothm that you use in 1 Conditional Execution
1 Design a program that selects one daily life. What are the input and outpt 1 Flowchart
several values based on conditiong values? 1 Iteration
using a flowchart 1 What are the pros and cons for using 1 List
algorithm to solve a problem? 1 Sequence
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Essential Skills Essential Questions Essential Vocabulary

1 Create an algorithm that iterates
through a list of values producing
output

CSF.16 The student will implement a program that accepts input values, stores them in appropriately named variables, and
produces output.

Context of the Standard

An algorithmthataccepts input values, stores them inatales, and produces output builds into a progi@®F.15). Input values
can take many forms; clicks, mouse movement, physical orientation, typed words, voice, or images can all be quantified g
otherwise digitallyepresented as input for an algorithm. Variabhesy bewords abbreviations, or symbolkat store data. They
allow coders to refer to data in a hurmaadable way, rather than as long strings of binary or hexadecimal numbers. A varial
be called almst anything, so coders will often use words that represent the data being stored in the variable. For example
t hat stores weight data fr om. ®ftes, eadersowill choosgnarhes that allewacdde te de
or less read like a sentence, making it easier for colleagues and collaborators to understand what a given piece pposdd ig
to do. Output can take many forms as well. Sometimes algorithms will output data designed to be processed by another ¢
program, while other times the output is intended to communicate data to human users. In the latter case, output oaght be
(i.e., on a screen or light), haptic (e.g., vibrations), or aural (e.g., ringtones). Outigiilysmportant; it makes thimvisible work
done by the computer visible to human users. Output is also used to help with debugging by giving programmers insights
to fix programs that do not produce expected outputs.
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Essential Skills

Essential Questions

EssentialVocabulary

Students shouldemonstratéhese skills:

1 Develop a program that takes user
input which is then stored in a
variable

1 Create appropriately named variab
to store input data from a user

1 Produce output made from various
stored variablessing both strings
and integers (e.g. concatenation)

Students shoulohvestigatethese concepts:

1 What factors should you consider whe
naming variables?

T Are there types of information/data th3
can't be stored in a variable? Explain.

1 Think of an app yo use What type(s)
of output does it generate?

Students shouldpplythese terms

in context:

Concatenation
Integer

Input

Output

String
Variable

=A =4 =4 =4 -4 -4

CSF.17 The student will trace the execution of an algorithm, illustrating output and changes in values o¥angahésk.

Context of the Standard

Code tracing is the practice of analyzing a section of code and identifying the values of critical variables at cestanrttp®int
algorithmic process. Tracing is the first step toward debugging or otherwise deaadingputational process; it involves making
hypotheses about how the code will change input values during execution, and ultimately involves predicting the output of
algorithmic process (CSF.13). As programmers trace gsuhg a trace tabjehey will identify how different variables change ov
time, and then compare that hypothesis to outputs given by the program. If the expected output differs from the agtual out
programmers will either update their hypothesis or change the code to reflerttédreled design.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

Students shoulohvestigatethese concepts:

Students shouldpplythese terms

in context:
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Essential Skills Essential Questions Essential Vocabulary

T Construct a trace table that follows 1 What situations call for a programmer 1 Algorithm
the changes of variables in an use code tracing? 1 Code Tracing
algorithm 1  What are othetechniques might 1 Execution of code
1 Explain the output of a given programmersise to trace the change i 1 Trace Table
algorithm, giverdifferent input variables while creating code?
values

CSF.18 The student will apply the basic operations used with numeric ardumagric data types in developing programs.

Context of the Standard

Operators are mathematical symbols which ask computers to perform specific tasks given some sort of input. Most opera
fairly straightforward, and they generally fall into one of three categories: arithiBetitgan or logical.

Arithmetic operata mostly involve processing numerical data. They take in multiple inputs (i.e., numbers) and generate of
depending on the operator being used. Arithmetic operators include addition (+), subtraatiaiitiplication (*), and division (/).
Forexanpl e, a computer woul d p.r @hdaperaor (f)aells the computer ta shre the twopnput
numbers.

Unlike arithmetic operators, which produce numerical outfdsjeano per at or s produce an oWt p
Boodeanoper at or s i ncliud=o , ifrfF0g 0 ,Aiad nioc>roeg . For exampl e, the
AfitrBbecause 2 is indeed | ess than 4. Th,ebeause5dees sot egual six.5
Booleanoperators may be notated differently in different programming languages, so it is wise to consult the language
documentation iBooleanoperators do not return expected values.

Logical operators are used to combBwoleanexpressions to allow foronr e compl ex processing.

(&&) and dAoro (|]|), amonBypoleaviaémuwes (dbguealbropeat aedrs The
would return a value of false, because only one oBthim@eanexpressionseturned a value of true. In contrast, the expression
n5 == 6 || ®&woubd retaoawnrddbdval ue of Atrueo because the
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Context of the Standard

exXxpr essi on s bike Baolaanopesators,tlogicakoperators differ among programming languages (though there is §
overlap).

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:

T Create an algorithm that changes t 1 How is Boolean logic used to

value of a namedariable using accomplish a task? 1 Arithmetic Operators
arithmetic operations 1  What types of questions should not bg 1 BooleanOperators

1 Design a code segment that uses & answered with 8ooleanresponse? 1 Conditional Statement
Booleanoperator and a logical T Logical Operators

operation as part of a conditional
statement

CSF.19 The student will use predefined functions to simplifg solution of a complex problem.

Context of the Standard

Functions are |ike variabl es, except instead of stndkroi n
large, selcontained sections of code to help make code morebieadiad to allow code to be used multiple times without havi
to rewrite it. Most functions take input, and give some sort of output value. Functions almost always have parentheses aft
for example, a function that sums a list of values might lookk e t h.i®s use thisfunaotion) you would put the values yol
would |ike to sum in thedipeaernernthhesds:puitsum(h2ze, fa,ncn,i o,

Many programming languages come with predefined functiatgptiogrammers can use without having to worry about the
underlying code that makes them work. For example, Math.random() returns a random number between 0 and 1 (in Java
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Context of the Standard

programming languages have more predefined functions than others. In aditiedlanguagspecific predefined functions,
programmers may download packages that contain even more predefined functions, extending the library of functions ma
available by the language code base. For example, SciKitLearn is a Python library plaakpg®s/ides predefined functions for
data analysis and machine learning.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Solve a problem by calling premads f Think of a multistep process in your
functions in a code segment or daily life that has a single name (e.g. 1 Function
program make dinner)What are the input and 1 Library
1 Explain the outputs of common output value®f this process? 1 API
premade functions in a given 1  What roles do functions serve in
programming language computer programs?

CSF.20 The student will apply simple algorithms to a collection of data.

Context of the Standard

Algorithms are a powerfubol for analyzing data. There are many ways for algorithms to process data; most of these exam
specific to a given domain or problem. For example, a programmer might create an algorithm that processes large amour
climate data, producing amutput that summarizes the impact CO2 emissions have had on global temperatures over time. §
algorithms are a simpler example; they take in a large list of data, and return that same data sorted into categgries. Sortin
algorithms are often part of rol larger computational systems, but are also an example of data processing that is accessib
novice programmers building their first algorithm.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
71 Describe the purpose of a set of co 1 What are some reasons to use
containing an algorithm. algorithms for analyzing data, rather T Algorithm
1 Create a program that applies a than usingpther means? 1 Array
simple algorithm to items in a list 1 Who is responsible for the actions of 1 Data
biased algorithm? f List

CSF.21 The student will create programs
a. demonstrating an understanding that program development is an opgmiegs that requires adjusting and
debugging along the way; and
b. using version control to create and refine programs.

Context of the Standard

Version control is a tool that programmers use to 1) keep track of how a software program changes anadevtiops?2)
preserve a record of changes made to a program in case it becomes necessary to restore older versions in the egsnaatid
3) facilitate collaboration among many team members as they all work on the same piece of software.

Therearenany ki nds of version control tools, fAgito being t
programmers to revert to previous states if necessary. Additionally, it allows programmers to add in code to a common ba
independentlywvi t hout overwriting other t &ahelpprogranomens budd saftovanetiteratively,
adding and testing one element at a time.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Studerts shouldnvestigatethese concepts: Students shouldpplythese terms
in context:

1 Create a program while using best 1 Why can't programmers use a tool likg
practices of the program Google Docs to effectively collaborate 1 Debugging
development cycle (design, code, on a code segment? 1 Incremental
test, debug) 1 How might the development process | 1 Iterative

T Use proper version control described as linear instead of cyclical 1 Program Development
methodologies to manage the Cycle
iterative development process of a 1 Testing
individual or collaborative program 1 Version Control
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Impacts of Computing
CSF.22 The student will use tools and methods for collaboration on a project to increase connectivity of people in different
cultures and caredelds.

Context of the Standard

Making software is a complex task that requires the help of many people with different areas of expertise. Programmers h
technical knowledge about how to write code, but before they begin creating applications deftigmersate highevel,
conceptual models to help guide the programming process. After programmers create a prototype, user experience &estly)
the code to see if it meets the needs of users and solves the problems the designers set agt Oftaidimes, artists will creatg
assets that fill out the application either by making the software easier to use or more pleasant to interact with.

Software developers use a host of tools and techniques to manage this collaborative process. tessgofteare (CSF.21)
plays a large role along with project management tools (at the time this frameasviritten, Trello, Monday, and Jira are all
popular tools). Designers may also make use of a design or production methodology, a process thia gexspment and
implementation of ideas during software development. Popular frameworks (at the time this framework was written) ineluc
Lean, and Kanban.

Digital tools and highly structured methodologies create a common language for demigh@eselopers around the world.
Development teams are often made of up of people from many different geographic locations collaborating asynchronous
common goal in mind. However, softwar e dksvoeéoplgwhovall warkfero
less money, especially people who live in countries which do not legally protect their workers from exploitation.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Design a simple program 1 How could programmers work
collaboratively using either a collaboratively on a project without 1 Collaboration
flowchart or pseudocode being near each other? 1 Crowdsource
1 Flowchart
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Essential Skills Essential Questions Essential Vocabulary

1 Create a program collaboratively 1 How can people in varied background 1 Paired Programming
using paired programming or anoth and professions help identify mistakes 1 Prototype
groupfocused programming tool in a program? 1 Pseudocode

CSF.23 The student will evaluate the ways computing impacts personal, ethical, social, economic, and cultural practices.

Context of the Standard

Computing is pervasivia global society, fundamentally shaping economies, relationships, commerce, governance, and cul
There are many positive benefits to computingds i mpact
incredibly large, and techtamy skills are often prerequisites to employment in many fields. Large technology companies ofi
invest in public education to create workers that will fill treeipanding need for labor in creative and-cogative roles.
Technology companies also mati many social relationships in contemporary life; this allows people to learn many things
online resources, but also creates space for people to isolate themselves within often toxic or reigasgies The data
industry allows users to haaecess to powerful machine learning tools to help solve seemingly intractable pratieaccess
coudal so violate individualsdé privacy and agency. polticalard
social discourse, haviram unmeasured impact on cultural discourses within communities.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratéhese skills: Students shoultohvestigatehese concepts: Students shouldpplythese terms

in context:
T Discuss the tradeff between 1 Why is it important for technology
technology use and personal privaq creators/designers to ttk about the 1 Economical Impacts
rights how thamight impact an implications (both positive and 1 Ethical Impacts
individual's agency negative) their innovations have on th 1 Cultural Impacts
way we live? 1 Personal Impacts
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Essential Skills Essential Questions Essential Vocabulary

T Evaluate how a specific computing 1 Social Impacts
technology impacts society from 1 Tradeoff
ethical, global, and/or economic
perspectives

CSF.24 The studentvill explain the beneficial and harmful effects that intellectual property laws can have on innovation,
including the impact of open source software.

Context of the Standard

Intellectual property laws are intended to protect creative work@roma ut hor i zed replication o
source i means that the developers have relinquished their exclusive intellectual property rights and have made their wo
publicly available for other programmers to use, alter, or reuse ardaiff contexts. Intellectual property laws make it difficult to
innovate because software developers cannot use the software in question to learn from or build on until the righthexpire
owners release the source code. On the other hand, it calldif6 make a living creating software without some measure of
protection against people taking credit for work that is not their own.

The software development industry has a complex relationship to intellectual property. Often, the product thatyechnolog
companies are creating is not the software itself, but access to data from users. In these cases, software developiesiaireo
incentivized to release their source code so that more programmers can potentially work for the company in theéltook (&¢
a good example).

Software developers are also contributors to open source projects as an act of commidimity Open source software is an
excellent resource for people who are learning to code, and it makes it easy for people to csehte smive problems for users|
or other software developers. When software developers releasempen code, they will often specify a license which explai
the terms under which the open source software may beeigedMIT license)
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Discuss the benefits and 1 How does the ownership of intellectua
disadvantages of open source propertyimpactyour work in creating 1 Intellectual Property Lawsg
software programs and completing proje®ts 1 Proprietary
T Understand the purpose of 1 Open Source Software
intellectual property laws

CSF.25 The student will explain therivacy concerns related to the collection and generation of data through automated processes
that are not always evident to users.

Context of the Standard

Humarcomputer interaction generates massive amounts of data. In the contemporary digital ecompagies use this data to
support the advertising industry, targeting customers with ads based on their Internet use and history. User data igyatibatn
is traded among different companies who either purchase access to data, or raw datasesal tbhay train machine learning
algorithms to automate different servicEancerns related to privacy includkentity theft, cyberstalking, catfishing, fraudulent
purchases, eténadvertent data collection makemny people feel as though their priyas being invaded, particularly if that dat
is being collected without the userds knowl ed g-activatéddrdeviees
These devices have active microphones which can listen for key terms,lect @wibient audio as well. This audio can be usec
gather other data that can be analyzed by developers, businesses, or organizations.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
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Essential Skills

Essential Questions

Essential Vocabulary

1 Investigate avell-known app and
examine the data that is collected
from users

T Explain how personal data might be
used to make decisions that have
positive and negative impacts on ug
groups

T What exists in your digital fatprint
based on data collected from the apps
and programs you use?

1 What are the best ways to protect you
data privacy?

Algorithm

Data Analysis
Data Collection
Privacy

User

= =4 -4 —a
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Computer Science Principles
The Computer Science Principles standards outline the content forya@aneourse with an emphasis on the principles underlying
computer sciencd&.he standards build on the concepts outlined in the Computer Science Foundations standards.

Students in thg course will expand their programming skills and begin to think about and analyze their own problem solving process.
Students continue to develop the ideas and practices of computational thinking and consider how computing impacts the world.

Teachers arencouraged to select programming languages and environments, problems, challenges, and activities that are appropriate
for their students to successfully meet the objectives of the standards.

Programmable computing tools will be used to facilitate desigalysis, and implementation of computer programs. Studkatdd
use these tool®r exploring and creating computer programs, facilitating reasoning and problem solving, and verifying solutions.

Computing Systems
CSP.1  The student will develop and appdsiteria for evaluating a computer system for a given purpose.

Context of the Standard

Computer systems are designed and built to specifications that allow for many different pdipesesomputer systems range
from general to more specific uses, amd available in a variety of form factors (e.g., laptop, desktop, talMb&n building or
purchasing a computer for a specific task, it is important to match the desired performance with the components and their
specifications so that the system ismtlerpowered or ineffective in running a certain set of applicatibissalso important to takg
into consideration the size and mobility of a computer system, the ability to add or replace parts if needed, and theizgps a
storage in a computingystem.

All computers need a motherboard which houses most of the components inside of a computeBsijtsterta the motherboard
are the CPU and GPU (processor), RAM and ROM (memory), and hard drive (stoihge)components like the power supply,
cooling system, sound card, speakers, monitor, etc. can further add to the complexity of the system but are often séo®ndg
main needs listed above.
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Define the components in a typical T How mayquantum computing change
computing system. the typical computer systems we 1 Central Processing Unit
1 Design a questionnaire for a client currently use? (CPUL)
ascertain what type of system they 1 What are some other criteria for 1 Components
would need. choosingcomputing systems beyond 1 Computer Systems
T lllustrate and diagram the inside of technical specifications? Is the metho 1 Graphical Processing liin
computing system (laptop or of manufacture or the quality of (GPU)
desktop) working conditions a factor? 1 Hard Drive
T Design a computer systecreated 1 Hardware
for a specific need or client. (i.e. 1 Motherboard
gaming computer, college student) 1 Random Access Memory,
(RAM)
1 Read Only Memory
(ROM)

CSP.2  The student will illustrate ways computing systems implement logic, input, and output through hardware components.

Context of the Standard

Computer systems are complex machines that perform four main tasks: take input, store values, prauesgidat@tput.
Typically known as the IPOS model, these tasks are carried out within the blink of an eye in many cases arttheassat in
recaving the resulbn a computer's monitor, a blinking light, or some other programmed action.

Input is quickly defined as the starting point of a computing fasécmation can be gathered through components like sensorg
keyboard and mouse, camerets,. or can be requested from stored data on the hard Tiganput is obtained from outside of tf
computing system and delivered to the computer's components for processing.
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Context of the Standard

Processing occurs after input and works symbiotically with the task ofsttemporary)As mathematical, graphical, and syste
operations are handled by the CPU and GPU, RAM storage, registers, and cache memory holds values to be proce$bed {
processing that occurs happens because of a written program that pergennas af tasks based on logical operations.

Output is usually the final task that occurs in the IPOS mddieén data is processed it is transformed into something new thg
deemed useful by the software or usecan then béelivered to the outsideorld. Typically, the output is the part of the data th
normal humans interact with on a daily basis through a monitor/screen but can also include the storage of a file ortehe co
hard drive or other storage mechanism.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Diagrama program running a simpli 1 How do different types of storage
mathematical operation using the enable the processing system to perfc 1 Component
IPOS model complex tasks? 1 Computing System
1 Describe the roles of individual 1 What types of computing systems mig 1 Input
components in the processing not have traditional input and output 1 Logic
system. mechanisms like a keyboard or scree 1 Output
1 Processing
1 Storage
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Networks and thelnternet

CSP.3  The student will explain abstractions enabling
a. one computer to communicate with another ovelingarnetconnection; and
b. different layers ofnternettechnology to build on one another.

Context of the Standard

A system of interconnected computing devices is called a network. Computers use sets of rules called protocols tov&nd d
networks. Servers are computers {hraices requests from other computers and then distribute information (e.g., webpages,
apps) using packets over timternet Routers direct this traffic on thieternetbetween networks and help to determine the mos
efficient path for the informatiotravelling between nodes.

For thelnternetto be reliable, computers need a way of reporting and resolving communication errors. To achieve these tw
prerequisites, computers break down messages (e.g., emails, images, music) into smaller chunk#ed gatketsA
destination address is determined by a request sent to the domain name system (DNS) that supplies the listed IP dlderesy
domain name typed into the URL. These packets make their way to their destination computer separateligresihgodifes
determined by routers, after which the receiving computer puts them back together in order following TCP/IP standactet I
is missing and the message is incomplete, the receiving computer will request that the sender resubrmagthAlhedghis
happens in accordance with predetermined protocols for communicating olrgethet

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Explain how computers send 1 How does the initiating computer locatg
messages to one another over the anddisplay webpages from a URL 1 DNS
Internet request? 7 IP
1 Describe how thénternetis a 1 What happens if part of the physical 1 Protocol
network of networks built with man| network is broken due to a cut line or 1 Network
layers ofinternettechnology other damage? 1 Router
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1 How does the physicéhternetspan long 1 Server
distances, like across oceans? 1 TCP

CSP.4  The student will explain design principles enabling lasgale operation of thiaternetto connect devices and networks
all over the world.

Context of the Standard

Thelnternetis a vast web of networks made up of interconnected computing devices (see CSP. 3) that depends on the rel
through its protocols. Reliable communication through these networks depends on all sent information arriving at itsgesti
bypassindheavy traffic or damaged connectiohsorder to reliably communicate among networked computing devices, all th
devices need to create and interpret these packets based on a universaly@gresd of rules that are scalable no matter how
many device are connected. Once these rules are in place, no one has to approve a new website or oversee additions to
Anyone can join at any time and successfully communicate with anyone else on the network without deciding on rules for
communication iradvance.

This system is reliable and scalable because each machine only has to keep track of the devices it is directly cdhnected t
smartphone doesnét need to know the | P addr es s e sonoetttoaitl
only has to know the IP address of the server (stored in an easily accessible public database) and the IP addrdssicdl@sdo
access point.

The protocols that are developed to govern communication transfer ovetetimetare na controlled by any one country or
businessinstead, an international group of network professionals and researchers cdiertisEngineering Task Force
(IETF), produce highly technical documents that provide a framework for an expanding and remoiigninternet These relevan
documents influence the way people and companies all over the world design, use, and mamniageethe
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulthvestigateahese concepts: Students shouldpplythese terms
in context:

1 Describe the underlying concepts tl 1 What would be the advantages and
support an evegrowing system of disadvantages of a specific country of 1 IETF
networks called thinternet entity determining the protocols and 1 IP Address

71 Explain how thdnternetis designed architecture of thénterne? 1 Protocol
to be reliable for fast communicatio 1 How might the experience of the 1 Redundancy
across the globe Internetbe different if every country 1 Reliability

1 Define the purpose and malp of had their own way of communicating 1 Scalability
the IETE over thelnterne®

Cybersecurity

CSP.5 The student will explain symmetric aadymmetric encryption as they pertain to messages being sent on a network.

Context of the Standard

Encryption is an important aspect of communicating in a public system liketéneet Without it, anybody would be able to viev
personal identifying information of anyone using the system from the packages that they sendloiegn#id here are two main
types of encryption that is standardly used to protect online communication: syerandtasymmetric.

Symmetric encryption is a form of encryption where a secret key is established to encrypt and decrypt information betwee
parties over thénternet The majority of encryption that occurs over the world wide web uses symmetripgémaeiyecause it is
less demanding on the processing of the involved computer's CPUs and makes fewer demands from the networked syste
therefore becoming more efficient than asymmetric methiifde DES, AES, and Blowfish encryption algorithms arertiost
common of this type of methoBownfalls of this type of encryption includes key exhaustion where every use of the encrypt
leaks information that could be used to potentially recreate the original key.

Asymmetrical encryption, known as publieykencryption, uses a public and private key to secure communidatibis method
of communication security, two similarly paired, but not identical (asymmetric), keys are created to encrypt the inf@mawdr
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Context of the Standard

the keys is a public key thatasailable to the public while the other key is kept priviteowledge of your own private key and t
public key are what is needed to decrypt and encrypt messages between twolpart@dthe most familiar forms of
asymmetrical encryption is the DigfHellman and the RSA.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Compare and contrast the 1 Why do new encryption methods nee
characteristics of symmetrical and to be increasingly more complex? 1 Asymmetrical Encryption
asymmetrical encryption methads 1 What personal identifying information 1 Encryption
1 Explain the importance of encryptic could someone find about ytxased on 1 Personal Identifying
for messages sent using théernet your use of thénterne® Information
1 Private Key
1 Public Key
1 Symmetrical Encryption

Data and Analysis
CSP.6  The student will discuss the methadsl tradeoffs of collecting and analyzing data elements on a large scale.

Context of the Standard

Humancomputer interaction generates massive amounts of data. In the contemporary digital economy, companies use th
support the advertising indugtitargeting customers with ads based on tieérnetuse and history. User data is a commodity t}
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Context of the Standard

is traded among different companies who either purchase access to data, or raw data itself to use as they train niaghine I
algorithms to automateifterent services.

There are a myriad of methods for gener amtiansgk du sdeat ad aala
data economy. As the amount of data grows, the processing power required to analyze it increasemixporeatdition to
requiring more processing power as data becomes more complex, data storage has security and privacy implicationss)n |
companies have revealed that data breaches are a real risk to user privacy. There have also bberecamapanies violate
terms of use and record or analyze data users expect to remain private. As such news breaks, companies risk decreasing
and damaging their reputation.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulohvestigae these concepts: Students shouldpplythese terms
in context:
1 Explore how large data sets are 1 Who is responsible for ensuring that
collected and analyzed companies use data responsibly? T Algorithm
1 Explain the tradeoffs experienced [ 1 Are there kinds of information 1 Cookie
users, programmers, companies, a companies should not be able to gath 1 Database
communities when companies collg from users?
large amounts of data 1 Who benefits from advances in machi
learning? Who is harmed?
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CSP.7  The student will select data collection tools and techniques to generate data sets that support ecttaimrdcate
information andmplement a relational database to work with data.

Context of the Standard

A relational database is a set of related tables containing data around a particular topic. While small databasessanted rej
using tools like spreadsheets or charts, the databases used in computational applications are oftepuwi@Estp@grammers ano
data analysts will often use tools like SQL to store and retrieve subsets of data as a part of the analysis process.

Software generates data by prompting input from users, and storing that input in a database. Many times, this d&baddsn
anlInternetconnected server. As users generate data, their devices connect to the databasepyslicgtaon programming
interface(API), and send the data over tivernetto be stored and processed in a secure locattmmlUS Censusses such a
method to gather information about US demographics ovéntienet

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Create an information hypothesis 1  What are some ways software progra
from a set of data that they have create data? 1 Relational database
created/generated 1 Who owns data generated by users a 1T SQL
1 Designa relational database that is they nteract with a software program? 1 API
connected tehow howinput data
from an app might be stored
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CSP.8 The student will discuss how data representations can be interpreted in a variety of forms, convert between data
representations, and analythe representation tradeoffs among various forms of digital information.

Context of the Standard

Software programs and hardware devices are constantly creating data. Smartwatches for example, generate data about 1
location, sleep, heart rate, amény other kinds of user input. In order to interpret the raw information generated by software
hardware devices, programmers create data visualizatiisgal representations of data. Some visualizations are traditional (
bar graphs, pie chartscatter plots), while others are more dynamic, including sounds, haptic feedback, or input which allow
to explore the data interactively. Some programmers will use data to creabaskadsart, which focuses less on communicating
trends and more oereating evocative visual, sounds, or experiences. A visualization may even make use of data being gat
real time, where sensors or programs update a database and the visualization program updates by pulling new dat&aons
example, a visuzation might show domestic flights by pulling data from an air traffic control database. The software sends
requests using an application programming inter(A€d), a series of specialized commands which allow programs to access
database

The nmethod that designers use to communicate data reveals and conceals different aspects of the raw data. Data visualiz
interpretive process, where the designer or programmer imposes meaning on raw data in order to use the data as a @mr
todl. Data visualization research investigates how different visualizations create different impressions among viewersasnd
best practices for ethically and thoughtfully communicating information with data visualization.

Essential Skills EssentialQuestions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Discuss how data representations 1 How do websites use various data
aid in the interpretation of collected representation methods to promote th 1 API
data bias? 1 Data Representation
1 Examine the tradeoffs created by 1 Are there methods that can be used tq 1 Raw Data
distilling information through a enable unbiased interpretation of datg 1 Visualization
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Essential Skills EssentialQuestions Essential Vocabulary

visualization in comparison to
analyzing data from a data set

Algorithms and Programming

CSP.9  The student will design and implement algorithms with
a. compound conditional execution; and
b. a variety of loop control structures.

Context of the Standard

An algorithm is a sequence of instructions that takes input, processes that input, and produces output. Compound conditi
execution refers to a code snippet that <checks i ndiional 3
statements evaluaBooleans t at ement s, which return a true or false v
and run code based on the return value (one set of code for true, one set of code for false). Sometimea) staiditients
contain multipleBooleans t at e ment s which are evaluated against one
refers to a | ooped process that executes t h derate throgh atabkk e
list (PRG.16). Complex iteratiomight involve using nested loops to iterate through a rduttiensional table.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Create gprogram that makes use of 1 What is an example of a deciston
compound conditional execution ar making process that might be express 1 Conditional
complex iteration using compound conditional statemer 1 Boolean
1 Iteration
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Essential Skills Essential Questions Essential Vocabulary

T Predict the result of compléoolean (e.g., college entrance criteria, athletig T Input
and/or logical expressions/conditiof team tryouts)? 1 Output
T Trace the values of named variable 1 Why do programmers use loops and
over the course of a program that iterationrather than writing out long
uses nested loops lists of repetitive code?

CSP.10 The student will solve a complex problem by decomposing it into subtasks consisting of predefined fandtisses
defined functions.

Context of the Standard

Functions are | ike variables, except instead of stnkroi n
large, seHcontained sections of code to help make code more reatable allow code to be used multiple times without havir
to rewrite it. Most functions take input, and give some sort of output value. Functions almost always have parentheses aft
for example, a function that sums a list of values might loak likt h i s.:®o @ses thisrfingtion, you would put the values yol
would |ike to sum in thedipeaernernthhes ds:puftsum(hz, fa,ncn,i o,

Programmers will often create their own functions to help impreadability or reuse code more efficiently. Many programmin
languages come with predefined functions that programmers can use without having to worry about the underlying cods t
them work. For example, Math.random() returns a random numberdrethend 1 (in Java). Some programming languages hg
more predefined functions than others. In addition to the lanegasfic predefined functions, programmers may download

packages that contain even more predefined functions, extending the libiwmngtadns made available by the language code b
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:

1 Create a program that uses existing T Why do programmers use libraries?
functions or libraries in a given 1 Can you think ot situation where you 1 Function
programminganguage/framework would not want to use an existing T Library

1 Research, download, install, and us library or framework (e.g., how do you 1 Parameter
a thirdparty opensource library or know a given APl is secure)? T Return
framework

1 Create a program that makes use ¢
defined functions

CSP.11 The student will store, process, and manipulatia contained in a data structure.

Context of the Standard

Data is stored in many different forms. The simplest is a variable, storing only one value. Slightly more complex thble asva
an array, list, or table. These terms (often synonymous, sometimes not depending on the programming language iefguést
a variable that stores more than one value in an ordered list. For example: suppose you want to store the age opaatimpar
conference session. Rather than creating variables for each participant, you might store the ages irsatstohéimensional,
storing only one value in each position. To access the values stored within a list, you reference the positimishstored
within.

When data is stored in a list, it is very easy to access those values and manipulategistorathéherein using a programming
structur e c abetatord take a takieiorlig asan ilmput, and perform the same process using each value in the
a time. The most common iterator is the fAfor o | oo patherbu
than in varidles allows programmers to create abstractions, reusing code for each table value rather than writing code for
variable one at a time.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

1 Createprograns that uselata
structures

1 Create grogram that uses an
iterator.

1 Generate a program that creates a
processes data structures given
pseudocode examples

Students shoulohvestigatethese concepts:

T  Why do programmers store data in lis
or tabks instead of individual variables

1  Why do programmers use iterators
rather than writing everything out?

1 What are some challenges that arise
when debugging iterators?

Students shouldpplythese terms
in context:

1 Data
1 lterator
1 List/Array

CSP.12 The studentvill systematically debug a program using an appropriate set of data.

Context of the Standard

to understand code snifpe

Debugging is an essential part of the software development cycle. When programmers debug a software program, they Ic
code and use a variety chniques (e.g., adding print statements, code tracing) to validate their assumptions about how th
program is operating. If they can confirm that the program is working as expected, then the programmer can move on to &
features. If the program prodes an unexpected output, the programmer will correct the mistake and add new lines of code
get more detailed debugging information until the program produces the expected output value. Debugging is, fundament
process of making hypothesasd then validating those hypotheses using output from the software program. Code tracing (
and using tracing tables are other important aspects of debugging that helps programmers focus in on potentially hioglyy o
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Debug a given software program 1  What are some ways to help avoid a
1 Create a software program that situation where vy 1 Code tracing
includes mechanisms to assist in debug your software? 1 Debug
debugging 1 What are some ways to identify and 1 Tracing Tables
1 Generate procedures fiasting and validate the assumptions you make
debugging software about how your program waslas you
work on debugging?

Impacts of Computing
CSP.13 The student will explain how computing has impacted innovations in other fields positively and negatively, and enables

collaboration between a variety of people.

Context of the Standard

Computing is a ubiquitous force in global society, fundamentally shaping economies, relationships, commerce, governand
culture. There ar e manyimpaoctsalorigiwitheasignificam eehativie sonsequences. g maderm
economy is incredibly large, and technology skills are often prerequisites to employment in many fields because ofatbkeswz
can be performed more efficiently.

Computing technalgy allows for collaboration on many different levels in and outside of the workgawel, messaging, and

other forms of communications technologies enable immediate communication with another person despite their geograp
location.Workflow technobgies give opportunities for crowdsourcing difficult or large tasks anetinsalcollaboration of projects
online.Computing advances in communication enables collaboration between a variety of people.

Computing has generated entire new sectors of ii@oety. Data generated through hurtamputer interaction fuels a vast
advertising industry, and companies buy and sell products online as much as they do in person (if not more). Compstanry i
industry, where programmers, manufacturers, and desigrarticipate in a global supply chain that creates smartphones, soft
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Context of the Standard

and computers for people to use across many domains in almost every aspect of their lives. As with other global indigstrie
capital, and the benefits of computing are spre@evenly. Many workers are exploited by the social and economic conditiong
catalyzed by computing.

Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrat¢hese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
T Explain how computing innovationg f Think of a product that has a large

impact ourglobal society in both number of users that was created 1 Collaboration
negative and positive ways through cdiabomation and/or 1 Crowdsourcing
1 Explore the ways in which crowdsourcingWhat are the positive 1 Data
collaboration is supported by new and negative social and economic 1 Digital Economy
technologies impacts of the project? 1 Innovation

1 What effects does collaboration have
the development of computing
products?
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CSP.14 The student will evaluate the impact of equity, access, and influence on the distribution of computing resources in a global
society, including the impacts of cloud computing.

Context of the Standard

While it may seem that we live in a world where everyone is connected via technology, there are still individuals, commun
countries who lack reliable online communication technologies and infrastructure in many places around thieigidisparity

creates a digital divide between those who can atetgsetrelated services and those who canbBatminant geopolitical forces
leverage technology in ways that are unavailable to communities without equal access to networks, computing powsr, ele
education, and human/financial capital.

In addition to creating unequal access to computing resources, contemporary computing industries are distributed urss/er
the globe. Creative computing industries (design, software development, game ltssigraye design) are supported by
manufacturing and programming industries that are part of a global supply chain. Like most other global supply cheats, pa
social, and economic capital are distributed unevenly. Companies that create softwarel\@adehproducts generate profits by
outsourcing manufacturing and programming labor to countries with highly trained and underpaid labor capital, whiletawng
creative power and prestige in their home country.

Networks andtloud computing (the préce of providing services powered by servers ovetriteyne) createmany opportunities
for people to access data, but it exists in a climate where the data that is available is under strict control by duahpamebé
data and provide access t@ata as a service in exchange for private user data. While some people experience incredible
improvements in technology and access to services throuditéineet it is important to realize that this access is not evenly
distributed.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Examine the global distribution of 1 Who made the devices you usery
computing resources and evaluate day? What is their job like? 1 Cloud Computing
1 Data
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Essential Skills Essential Questions Essential Vocabulary

impact on equity, access, and 1 Who made the software you useery
influence on individual locations day? What is their job like?

1 Explore the tradeoffs of cloud
computing for collaboration in the
context of access and equity

Digital Divide
Manufacturing
Software Development
Supply chain

=a =4 -4 =4

CSP.15 The student will explain how intellectual property concerns affect the tools for and products of computing, including
combining existingontent to create new artifacts and the impact of open source and free software.

Context of the Standard

I ntell ectual property |l aws are intended to protectenr g
source b means that the developers have relinquished their exclusive intellectual property rights and have made their wo
publicly available for other programmers to use, alter, or reuse in different contexts. When combining existing coagatrieve
artifacts it is important to understand creative commons licenses and copyrighinteléectual property laws can both impede g
protect innovation. On one hand, it is difficult to make a living creating software without some measure of protectiopeagddn
taking credit for work that is not their owM/ithout this protection, less time would be spent on research and development ar
creators wouldn't receive the financial compensation for their creations.

The software development industry has a cexpélationship to intellectual property. Often, the product that technology
companies are creating is not the software itself, but access to data from users. In these cases, software developiesisireo
incentivized to release their source codehs inore programmers can potentially work for the company in the future (Faceb
a good example).

Software developers are also contributors to open source projects as an act of coimmidimity Open source software is an
excellent resource for pelegowho are learning to code, and it makes it easy for people to create tools that solve problems fo
or other software developers. When software developers releasempen code, they will often specify a license which explai
the terms under wbh the open source software may be used. The MIT license is a popular example.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Explain copyright law as it applies t T  Why do programmers create open

software source software? 1 Intellectual Property
9 Define fAodpen sou T What are some of the reasons a 1 Open Source
1 ldentify different methods of progammer might decidetmake T License

protecting intellectual property as softwar-seoficce8ed 1 Patent

they relate to computing (e.g., 1 Is it ethical for programmers to create 1 Copyright

license, copyright, patent) opensource alternatives to paid

software (e.g., Inkscape and Corel)?

CSP.16 The student will evaluate the social and economic implications of privacy in the context of safety, law or ethics.

Context of the Standard

Computing has hashanyimpacts on contemporary social and economic climates. Computing has changed the way commu
form and sustain themselves, has created new economies and industries, and has fundamentally changed the way gover
societies do the work of creatiagd implementing public policy.

The digital economy is built on the acquisition and commodification of user data. Users pay for services with theircthata, w
companies use to fuel the digital advertising industry. In this economic context, privacyapasagad and has been replaced wi
confidentiality. Users can be sure that theternethistories, interactions on various social media platforms, and their messag
part of a dataset being used by the companies offering these services to helie geobts. When companies collect user data,
users lose control over who has their personal information and what they can do with it. Even in the absence of data brea
leaks, users cannot assert control over their data.

As the data economy evolvesmpanies are developing machine learning algorithms trained by massive amounts of user d
Machineleani ng al gor i t harisg carriet hsmibg elcita st,00 iwher e bi as i n dat
algorithm to produce biased resultfieEe machine learning algorithms are being applied across many domains, and many
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Context of the Standard

researchers question the ability of corporations and governments to create tools that treat users ethically in thé pcesemcie
and social pressures to do otherwise.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students lsouldapplythese terms
in context:
T Discuss how data is used in T Is privacy a right?
economic and social contexts T Who owns user data generated throug 1 Data Economy
T Identify impacts of computing on interaction with software applications? 1 Machine Learning
political, social, and economic T Who is responsible for people who Algorithm
contexts misuse programs and exploit users? 1 Algorithmic Bias
1 Discuss how thdata economy
impacts individuals
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Computer Science Programming

The Computer Science Programming standards outline the content foyeasremurse with an emphasis on computer programming

in a textbased languagdhe standards build on the concepts outlined in the Computer Science Foundations and Computer Science
Principles standards.

This course continues the study of computer programming and prepares students to write programs qf ourgasiity to solve
problems of personal interest and professional relevance in a variety of technical fields. Additionally, this courselpeovides
knowledge and experience to prepare students for further studies in computer science.

Teachers are encraged to select testtased programming languages and environments, problems, challenges, and activities that are
appropriate for their students to successfully meet the objectives of the stamtlarawjority of this course will address Algorithms

and PogrammingWhile the standards below do not include new content related to Computing Systems or Networks and the
Internet they may be used to provide context for additional exploration of these topics.

Cybersecurity
PRG.1 The student will describe and use hastctices of program development that make some common flaws less likely and
explain how this improves computer security.

Context of the Standard

Programming best practices exist so that programmers can create software that is efficient and shéstinastces are built 0
decades of mistakes and oversights, and new best practices are being generated all the time. Some examples of best prg
include: validating user input, avoiding direct commdind access, organizing program code into d#fe files, and storing data i
a different place than executable code. These best practices correct common vulnerabilities (e.g., command line ijection
injection, crosssite scripting) and help make code more readable.
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Essential Skills EssentialQuestions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Create software programs that mee 1 What are some examples of times wh

basic requirements for security bas programs were misused by users to 1 Computer Security
on best practices exploit other users? 1 Program Development
1 How should developers respond whe 1 Validate
becomes clear that something they m 1 Vulnerability

is being misused?

Data and Analysis
PRG.2 The student will create programs that model the relationships among different elements in collectiovgoold ealta.

Context of the Standard

One way omputer programs are usefgtiat they automate repetitive tasks. One example of this use case is using a progrg
process andhodel (visualize)arge amounts of data. Software programs and hardware devices are constantly creating data
Smartwatches for example, generate data ainovement, location, sleep, heart rate, and many other kinds of user input. In ¢
interpret the raw information generated by software and hardware devices, programmers create data visualigatibns
representations of data. Some visualizationgraditional (e.g., bar graphs, pie charts, scatter plots), while others are more
dynamic, including sounds, haptic feedback, or input which allow users to explore the data interactively. Some progrdmm
use data to create ddtased art, which foces less on communicating trends and more on creating evocative visual, sounds
experiences. A visualization may even make use of data being gathered in real time, where sensors or programs update i
and the visualization program updates by pglinew data constantly. For example, a visualization might show domestic fligh
pulling data from an air traffic control database. The software sends these requests agpigation programming interface
(API), a series of specialized commands \Whatlow programs to access a database
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Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
1 Create a program that models the T  What types of data visualizations can
relationship among different you find on thdnternetthat is refreshed 1 API
elements in a collection of data. in real time (&3., weather, traffic)? 1 Data Set
1 Create avisualization given a data 1  What type of daily data could a schoo 1 Data Visualization
set create, and how might you visualize tk 1 Input
1 Use a data visualization to draw data? 1 Interactive Data
conclusions about the underlying ra 1 Model
data 1 Raw Data

PRG.3  The student will translateumbers between machine representations and haow@ssible representations.

Context of the Standard

Computers do not store data in hurtaadable formats. While people store data using written language, computers store da
a variety of systemthat differ across use cases. At a fundamental level, these numbers are binary, consisting of zeros and
Sometimes, computers will store data in hexadecimal formats, or in other more verbose formats like Javascript Object No
(JSON) Programmerare often tasked with the job of translating these machine representations interbadadie data by
creating programs that take data as input and create language as output. For example, an online attendance dataldaise ta
data and outputs a ta&bobr other visualization letting teachers and administrators know which students are in school and wh
are absent.
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Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratéhese skills:

T Identify different datdormats (e.g.,
binary, hexadecimal, JSON) in
context

1 Translate given machine data into
human language

T Store human input in a machine
readable format

Students shoulohvestigatethese concepts:

1 What are some reasons machines std
data in a format otlehan language?

1 Why do you think there are so many
different kinds of data?

Students shouldpplythese terms

in context:
1 Binary
1 Hexadecimal
1 Humanaccessible
Representation

1 Machine Representation

Algorithms and Programming

PRG.4 The student will design anchplement a program working individually and in teams using alteséed language.

Context of the Standard

Programming is how people create new tools and experiences with computers. Programming languages are the creative
computer programming, allowing people to solve problems by generating new tools that run on computing devices. Many
programmes work in teams by dividing the work among the team members. For example, each team member might work
page of the application. This allows individuals to focus on making one aspect of the program as good as it can beynithgt
about the detils of the rest of the application. After everyone has finished dieégated taskhe team will come together and
collaboratively combine their pieces into a cohesive whole.

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstratehese skills:

Students shoulthvestigatehese concepts:

Students shouldpplythese terms

in context:
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Essential Skills Essential Questions Essential Vocabulary

T Organize a plan to develop a progr; 1  What are some of the benefits and

individually and as art of a team. drawbacks to working alone or in a 1 Compile
1 Create gprogramthat solves a team developing software? 1 Execute
problem using texbased 1 What are some strategies for dividing 1 Integration
programming labor when working on a software 1 Programming Language
1 Reflect on a completed program to developmentgam? 1 Software Application

identify possible futur@pportunities
for improvement.

PRG.5 The student will explain the software life cycle and how it applies to iterative development processes.

Context of the Standard

Creating new software involves several steps, including designing, prototyping, testing, and debugging. Some progratimene
notion of a minimum viable product, or MVP, as a guide to help focus their creative efforts. An MVP is the simplestfvarsio
tool that solves a problem. For example: if someone wants a tool to quickly move from place to place over long disgances
might be a final solution. A car, however, is a very complex machine and may be difficult to design, prototype, and test in
reasonable amount of time. A minimum viable product for this problem might instead be a skateboard. It solves the prable
much easier to design, prototype, and test. After the skateboard is successful, the team might add on to it to sojy®bilenme
(e.g., steering needs to be improved, so add a handle and make a scooter). This iterative process of designing, {@stiotypir]
and debugging ensures that programmers and designers avoid wasting time and resources on a complex sohylen to a s
problem.

Creating a minimum viable product is an excellent way of ensuring that programmers are frequently testing, debuggingya
their software as they work toward shtetm, iterative goals. After creating the initial MVP, programmenrginae to build upon
their work iteratively until the software meets its design specifications and is ready for release. After release, theentdraa
maintenance stage, where programmers fix issues that come up as consumers use the produbt, thecsitavare becomes
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Context of the Standard

obsolete due to technological changes and the software enters its final stage of life, where programmers stop proeisliaugd.
support as the program is retired.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Explain the software life cycle T  Wha is the minimum viable product of
1 Describe thgrocess for designing a piece of software you use a lot? 1 Iterative process
and creating an original software T Why might you test a product while 1  Minimum Viable Product
program building it rather than waiting until you 1 Program
1 Given a problem, generate a finish the product? 1 Prototype
minimum viable product 1 What are some of the differences
between programming alone versus
programming with a teafh

PRG.6  The student will design and implement an algorithm
a. with compound conditional execution, and analyze and evaluate coBmbéxanconditions; and
b. using complex iteration, including nested loops.

Context of the Standard

An algorithm is a sequence of instructions that takes input, processes that input, and produces output. Compound conditi
execution refers to a code snippet that checks i ndtional 3
statements evaluaBooleans t at ement s, which return a true or false v
and run code based on the return value (one set of code for true, one set of code for false). Sometimes, statertiontd
contain multipleBooleanst at e ment s whi ch are evaluated against one
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Context of the Standard
refers to a process that executes the same craughe tagle or lestn
(PRG.16). Complex iteration might involve using nested loops to iterate through aimatisional table.
Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
1 Create a program thatakes use of 1 What is an example of a deciston
compound conditional execution ar making process that might be expresg 1 Algorithm
complex iteration using compound conditional statemer 1 Boolean
1 Predict the result of compléoolean (e.g., college entrance criteria, athletig 1 Conditional
and/or logical expressions/conditior team tryouts)? T Input
T Trace the values of named variable 1 Why do programmers use loops and 1 lIteration
over the course of a program that iteration rather than wirihg out long 1 Output
uses nested loops lists of repetitive code?

PRG.7  The student will implement programs that accept input from a variety of sources and produce output basegbon that

Context of the Standard

Input and output can takeany forms in the digital realm. #martphonés an example of a device that utilizes multiple inputs.
These may includdocation, touch, orientation, temperature, pressure, visual (through the cameras), aural (through the

microphone), and many other kinds of infhatcreate numerical data which is fed into software. The device takes these inpd
generates output tcsars, letting them know what processes are running on the device and prompting users to create more
data. The relationship between input and output is called a feedback loop. Users create input, and receive outputprtiajptt]
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Context of the Standard

more input in a ycle that eventually meets users goals. If the feedback loop is smooth, users might say the program is intu
fun to use. If the feedback loop is clumsy or choppy, users might choose to stop using the program.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Identify methods of input being T  Why do programmers want to create 4
processed in an example program feedback loop for users? 1 Feedback loop
(e.g., Instagram) 1 Are highly effective feedback loops 1 Input
1 Create a program that takes user good or bad for people? Give an 1 Output
input and produces output based o} example.
that input T What are some of the visible and
1 Diagram the feedback loag a invisible inputsbeing processed by
software program software you use in school?

PRG.8 The student will trace the execution of iterative and recursive algorithms, illustrating output and changes in values of
namedvariables.

Context of the Standard

Code tracing is the practice of analyzing a section of code and identifying the values of critical variables at cestanrtip®int
algorithmic process. Tracing is the first step toward debugging or otherwise decoding a computational process; makiolyes
hypotheses about how the code will change input values during execution, and ultimately involves predicting the output of
algorithmic process. As programmers trace code, they will identify how different variables change over time, and thertren
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Context of the Standard

hypothesis to outputs given by the program. If the expected output differs from the actual output, programmers witl&i¢her
their hypothesis or change the code to reflect their intended design.

Iterative algorithms are processes that areiegmh the same way to a series of data (PRG.6 & 16). Recursive algorithms are
processes that use themselves as part of their process. Recursion can seem complex; the classic example of a reborgs/e
one that solves the factorial of a given infWhen given a number as inpthe program checks to see if the number is 1 or gre
t han 1. I f the number is 1, the program returns fattogial nu
algorithm using the input numbarinus 1 and returns the output multiplied by the input number. For example, say the user i
the number 06206 t o ¢nhneberisagreateothan @ené, soahe grogram with rom. the Tattonietion agairusing
1 as input 1 less tharthe original input, and multiply theesultby 2 (the input numberYhis effect will compound if larger
numbers are used.

factorial(2) = 2 * factorial(1)
factorial(1) = 1

Therefore factorial(2) = 2*1 = 2

Essential Skills Essential Questions EssentialVocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatethese concepts: Students shouldpplythese terms
in context:
1 Generate working recursive or 1 Why do programmers use recursion
iterative algorithms given rather than just writing the whole thing 1 Algorithm
pseudocode. out? 1 lIteration
1 Create programs that makes use 0] 1 What is the difference between 1 Input
iterative or recursive algorithms. recursion and iteration? 1 Output
1 Debug iterative and recursive 1 Recursion
algorithms 1 Variable

240
2017 Computer Science Curriculum Framework



PRG.9 The student will perform complex computations
a. on numbers, including modular division and random number generation; and
b. on strings, including substring manipulation and processing individual characters.

Context of the Standard

Programming often involves manipulating numbers and strings (data as text) to prepare it for processing or as paritbha@n ¢
process. Modular division involves using the modulo operator (%) to find numbers that divide evenly. The modulo returns
remainder after division of two numbers; 6 % 3 returns 0, while 6 % 4 returns 2. Given n, if n % 2 equals 0 then nis an ev
number.

Random number generation is used to create normally distributed data sets, or to create procedural processesbapedtimn
sequences. Many random nunygenerating functions are pseudmdom, meaning they use a random seed that can be set o
Sequences of random numbers using the same seed will be identical (though still random and normally distributedpfram
This is to say that while pseudandom number sets are comprised of random numbers, they are comprised of the same ra
numbers in the same order provided they are based on the same seed.

String manipulation involves taking a string apart using its constituent pieces as data in a program. String manipulation c:
used to sanitize user input (e.g., removing all articles from a string of written text) or to find keywords in a gi&tringgtcan
also be combined (called concatenatgih other strings or numbers to construct sentences.

Programmers can also use regular expressions (RegExs) to find specific patterns of characters in strings. There aeentan)
kinds of regular expressions, and many ways to use them which goadothe scope of this document.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Create a program that makes use ¢ 1 How could modular math be used in
random number generation, modul encryption? 1 Modulus
math, and/or substring manipulatio 1 Randomization
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Essential Skills Essential Questions Essential Vocabulary

T Explain howand why an example 1 What are some possible uses for 1 Regular Expression
program uses modular math, substring manipulation? f String
substring manipulation, and/or T Why might a program need to create 1 Substring
random number generation random numbers? 1 Variable

PRG.10 The student will demonstrate an understanding of different data types by using appcops#igcts to convert between
them when appropriate.

Context of the Standard

Data can be stored in many different forms in a computer program. These data types have different uses, and understanc
relationships between each form of data is very mamb. Someexample includereferential text, strings, numerical values, and
Booleanvalues. Referential text is any word in code that refers to some sort of data. Referential texts include variable nan
function names, list names, etc. These words/déheir meaning from the data they represent. Referential text is different fro
string, which is text data. Strings can be stored in referential text without changing the value of the string; if a jroyeam

Aprint he@magram willoutput he val ue stored in the vari abl #&epagraime
will output the word dédnamed rather than the val ue hedaar
wi thin the fgpastrimgtabddoes fiourepresent some dther kind ofBtaikeanvalues (i.e., true and false) are ng
strings (text datpor numerical data; they are their own separate type of data.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Predict the different types of data T What is the difference between strings
being used in a program and numerical values? Why do 1 Boolean
T Function
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Essential Skills Essential Questions Essential Vocabulary

T Validate different types of data usin programming languages treat these d 1 Integers
conditional statements and/or types differently? 1 Numerical Values
debugging methods T What are some ways of keeping track 1 String

1 Create a program that uses variabl the data types for different variables i 1 Variable
(Boolean string,numerical), lists, program?

and function definitions

PRG.11 The student will analyze a largeale computational problem, identify generalizable pattantsjmplement a solution.

Context of the Standard

Computational problems are varied and may exist in any domain in or outside of computer science. Often, computatiorsal
emerge out of realorld problems that programmers seek to solve using sa&h\&alving computational problems involves
finding out what steps the computer must execute in order, and then finding patterns in how the computer should process|
the programmer identifies patterns, they can abstract the computétioctzdnand allow the code to apply to multiple contexts
become more efficient as it processes large amounts of data.

For example, imagine that a programmer tries to create software that will sort objects according to likeness. Atriagtathmer
needs tdigure out a way for the computer to look at a single object for a single attribute (e.g., color) and apply a labeltype
this early iteration of the program, the programmer might feed the program one object at a time to see if it reliabyeapplies
appropriate | abel to it. Once this stage wor ks, t haesinger
attribute (e.g., color) to the problem of sorting objects based on multiple attributes (e.g., color, size, afithenesdg should be
generally the same for all three of these attributes; abstracting the process of analyzing objects from one use taseuitipler)
use cases (color, size, mass) solves a computational problem. The next stage might invoham agidiog to analyze many
objects rather than one at a time.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Analyze a computational problem t 1 Why do programmers want to create
identify patterns and generate abstractions of their solutis to 1 Abstraction
pseudocode. computational problems? 1 Computational Problem
1 Create grogram that is useful acro 1 How do you know when a given 1 Function
many use cases given a program tl function or solution needs to be 1 Iterative design
is useful in one context (i.e., abstra abstracted? 1 Realworld Problem
the implementation of a given
program)

PRG.12 The student wilimplement an algorithm that uses existing functions and accesses existing libraries or APIs to satisfy its
requirements.

Context of the Standard

Functions are like variables, except instead of storing data they store lines of code. Programmers uss funictio h el p
large, selcontained sections of code to help make code more readable and to allow code to be used multiple times withol
to rewrite it. Most functions take input, and give some sort of output value. Functions almost alwapareateeses after them;
for example, a function that s u.m&ousethisfurgtion, goli would putthe saluesiya
would |i ke to sum i n t heSivenahiseaput, theefuneisn:wouidtpaud 2e 61 8 o7 ,a 2,

Many programming languages come with predefined functions that programmers can use without having to worry about t
underlying code that makes them work. For example, Math.random() returns a random number between 0 and 1 (in Java
programming languges have more predefined functions than others. In addition to the larspexgic predefined functions,

programmers may download packages that contain even more predefined functions, extending the library of functions ma
available by the language coblase. An APl is a library of functions that accesses a database stored outside of the program
databases have APIs that allow programmers to access data dweerthetto use in different programming applications.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:

1 Research, download, install, and ug 1 Why do programmers use libraries
a thirdparty opensource library or rather than writing everything from 1 API
framework scratch? 1 Function

1 Create a program that uses existing 1 Can you think of a situation where yol 1 Library
functions or libraries in a given would not want to use an existing
programmindanguage/framework. library or framework (e.g., how do yoJ

know a given API is secure)?

PRG.13 The student will write functions, both with and without parameters, and both with and without return values, that represent
abstractions useful to tlemlution of a larger problem.

Context of the Standard

Functions are keywords that store chunks of code (PRG.12). Many times, as programmers write code that performs a spe
function, it becomes necessary to abstract that portion of code such tinabét easily reused throughout a software program w
different parameter®bstraction allows programmers to hide all but the relevant data in order to reduce complexity and inc
efficiency.For example, a function that produces the mean of a giveri $8 numbers could be abstracted so that it gives the
of a given set of any number of values. In this case, the function would take a set of numbers as input, count thevalueber
and divide the sum of the values by the quantity. In this teeyfunction becomes useful in many use cases rather than just w
the given set of numbers is 12 values long.

In the above example, the function returned a value equal to the mean of the given set of values. Functions do natralwayg
values; somigmes, they will change the value of existing global or local variables already declared in the code. For exampl
might write a function that sets the coordinates of a graphical object, or one that tells the computer to wait forregthveitilae
before continuing to execute the program.
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Context of the Standard

Functions make it easier for programmers to create complex systems. Once a function has been abstracted, programither
without thinking about the details of how the function works. By creating manyehtferteracting functions, programmers can
create modular systems that generate emergent complexity.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:

1 Create a program that makes use ¢ 1 Why do programmers write functions

definedfunctions with and without rather than writing everythg out in 1 Abstraction
parameters/return values order? 1 Function

1 Debug a program that makes use @ 1  What are some strategies for making 1 Parameter
defined functions with and without easier to debug defined functions? 1 Return

parameters/return values
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PRG.14 The student will create programs demonstrating an understandinginfettaetions between classes in objegéented
design, and by implementing classes with instance data and methods to satisfy a design specification.

Context of the Standard

Objectoriented programming (OOP) is a common programming paradigm that makes use of objects and methods to perfq
complex tasks. Objects are abstract, discrete units of data which have values called attributes. These attributesngrarmbrsis
uniqueto the object. Methods aspecial functions written within a class to define actions that data type are cap&béssés are
templates that create objects. One example of an object in a programming context is a bank account. The bank acsount it
abstract; you cannot hold or touch it. Instead, it is a data structure that has attributes: a balance, an overdrpérlats @n
accruing interest rate. The class that was used to create this bank account object also created all the otloenb=afde adloother
bank customers. All bank accounts have the same attributes, though the values of these attributes are different fumeach ©
When you deposit money into the bank account, the computer program might execute a method that etzaigesdlattribute
based on how much money you deposited. The deposit method only acts on the specifiethebpeogram will use the same
method when called on each individual object, but only affect one object at a time.

Objectoriented programmingsipopular because it structures computer programs such that it matches human experiences
working with units of data (i.e., the objects and materials we work with in everyday life). It allows programmers toahsgtkaict
terms and create programstthaake use of similar logical patterns to those human expesieneeeryday life. OOP is especially]
popular in videogame design, where many unique data structures must interact according to global rules (e.g., physics).

Essential Skills Essential Quetions Essential Vocabulary
Students shouldemonstratéhese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Define object, class, and method 1 Think of household pets; do fish, dogs
1 Create a program that makes use ¢ cats, and birds belong in the same clg 1 Attribute
objects and methods given Why or why not? 1 Class
predefined classes 1 Instance
1 Method
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Essential Skills Essential Quetions Essential Vocabulary

1 Create a class, and implement it in T What would the at 1 Object
program class be? What are some methods th
you might include?

PRG.15 The student will use code written by others by reading the documentation and incorporating it into their programs using
proper citation of the reused code.

Context of the Standard

Programmers almostever create software programs without using examples from other programmers. These examples ar
posted on online forums where programmers ask for help solving problems or in the form-sbwmenprograms. It is incredibly
important that programmg are able to navigate the social space of programming to expand their knowledge of different so
common problems.

In order to facilitate knowledge sharing, programmers document their code by adding explanatory comments and docume
Commens are small notes within code that explain portions of programs so that other programmers can learn how the sof
works. Documentation is often a longer text separate from the code, containing information about how to use the prognam
to apply tie code within the program to other contexts. Oftentimes, programmers will also include licensing information in

documentation, letting other programmers know how they intend their program to be used. Some of these licenses requirg
programmers give cd# to the creators of opesource software used in the application, while other licenses are more permis
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese terms
in context:
T Research, install, and use thpdrty T  Why is creating detailedocumentation
libraries or frameworks in an origing So important? ¢ Citation
program 1  What are some examples of bad or 1 Documentation
1 Find and use examples from onling unhelpful documentation? What maks f Forum
resources to solve a problem in an for good documentation? 1 License

original program
T Write documentation for an original
program

PRG.16 The student will read and store data in 1D abBdcollections, and design and implement algorithms to process and
manipulate those collections.

Context of the Standard

Data is stored in many different forms. The simplest is a variable, storing only one value. Slightly more complex thble asva
an array or listThese terms (often synonymous, sometimes not depending on the programming language in question) refg
variable that stores more than one vatuan ordered list. For example, suppose a program is desigatmtddhe age of each
paticipant in a conference session. Rather than creating variables for each partiogppragranmight store the ages in a list.
Lists are onalimensional, storing only one value in each position. To access the values stored within a list, refepeisdethe
the value is stored within (i.e., the fiftdependngandthe n t
programming | anguages starts -<dimensional dag struciules, ke matrites, @aeatedaby
storing lists at each position in a larger list.

When data is stored in a list, it is very easy to access those values and manipulate the values stored therein usimgjrggprog
structur e c alelatord takemarrdyor tiseas antinput, and perform the same process using each value in the |
at a time. The most common iterator is the naf or oarrdywather,
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Context of the Standard

than in variables allows programméoscreate abstractions, reusing code for each table value rather than writing code for eg
variable one at a time.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrateéhese skills: Students shoulohvestigatethese concepts: Students shouldpplythese termg
in context:
1 Create a program that makes o$e 1 Why do programmers store datalists
1D and/or 2D data structures or tables instead of individual variable 1 Data
1 Create a program that makes use ¢ 1 Why do programmers use iterators 1 Iterator
an iterator rather than writing everything out? 1 List
1 Generate a program that creates al 1 What are some challenges that arise 1 Array
processes 1D or 2D data structureg when debugging iterators?
given pseudocode examples

PRG.17 The student will adapt classic algorithms for use in a particular context and analyze them for effectiveness and efficiency.

Context of the Standard

Algorithms, in addition to being a sequence of instructions in code, are also logical procedpiresefssing data according to
rules. Because algorithms are not programntamgyuagespecific or domairspecific, many algorithms are used across domains
solve different problems. Such algorithms include (but are not limited to): insertion sort, sedectjdubble sort, mergers,
quick sort, binary searci*, minimax, and many more.

Each algorithm has different use cases across different domains. For example, minimax can be used to create an utdieat
toe game, and A* is used to find tHeostest path between two given points in a field of obstacles.
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Essential Skills Essential Questions Essential Vocabulary

Students shouldemonstratehese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Generate a program designed arou 1 Why are algorithms often represented
a commonly used algorithm given pseudocode? 1 Algorithm
pseudocode 1 How might you evaluate the 1 Effectiveness
1 Describethe effectiveness and effectiveness or efficiency of an 1 Efficiency
efficiency of different methods from algorithm? 1 Pseudocode

similar types of algorithmic solution
(e.g., sorting, searching)

PRG.18 The student will develop and use a series of test cases to verify that a program performs according to its design
specifications, including edge cases and all branches.

Context of the Standard

When creating a computer program that performs a task for users, it is important that programmers consider all poasdself]
a program performs well under narrow circumstances, but crashes if users misuse or misunderstand the progranthé is likq
program will not perform according to its design specifications. When testing programs, designers will set up a nunmiaeiosf
that testers will work through, testing how t he mseswhera
the program may not be designed to accommodate the case, or a use case at the minimum or maximum operating param
example, a speaker distorts output audio at high volumes. Often times, the device will notify the user that thepgpamétey
(i.e., volume) is set too high and the user should correct the problem. Branches refer to the different paths useaas ttaytake
accomplish their goals: the series of pages or sections of the application they see as they go about loé&ingafan or
completing a task.
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Context of the Standard

User experience design is the field that investigates how to create programs that are easy to use and intuitive fer users. U
experience designers conduct tests where users attempt to complete goals, and analgrettatefsessions to make
recommendations to programmers as to how to improve the software in future iterations.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Generate a set of criteria by whitth 1  Why do programmers and designers
measure the success of a given conduct uer testing? 1 Branches
program 1 When in the development process 1 Edge case
1 Create a set of criteria to measure should programmers start testing 1 Testing
success of an original program software with users? Why? 1 Use case
1 Conduct user testing with student
created software

PRG.19 The student will, through the process of code review, evalyategaam's correctness, readability, usability, and other
factors.

Context of the Standard

Code review is the process of reading through a program to understand the processes it goes through as it compldtasuas
efficiently it solves problems. It is important that programs are correct (performs according to design specificatiahi) ,(ceald
is logically written and easy to understand), and usable (it is easy to understand what the program does, and eas to mak
program perform as expected). There are many different ways to evaluate a computer program, and the methodssdédsigne

252
2017 Computer Science Curriculum Framework



Context of the Standard

evaluate programs will vary depending on the intended user profile, the complexity of the task the program should gerforn
security or privacy issues embedded in the use case.

Some techniques for improving code readability include credtbggging messages that prompt programmers to add requirg
inputs, call functions with correct parameters, or otherwise correct misuse. Sometimes, improving code readabilityscaplbe
as creating variable or function names that show the readetivehatirpose of the variable or function is (a variable that storeg
amount of time that has passed since the program began

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulthvestigatehese concepts: Students shouldpplythese terms
in context:
1 Trace the execution of student 1 Whatare some things code reviewers
created programs should look for when evaluating code 1 Code review
1 Generate criteria for readability ang T Who should be responsible for softwa 1 Designspecifications
usability given good and bad that violates users privacy, or that 1 Readability
examples creates unjust or toxic social impact? 1 Usability
1 Evaluate studentreated programs
based on original criteria
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PRG.20 The student will use a systematic approach and debugging tools to independently debug a program.

Context of the Standard

to understand code snippets.

Debugging is an essential part of the software development cycle. When programmerssiétweay@ program, they look at the
code and use a variety of techniques (e.g., adding print statements, code tracing) to validate their assumptions about how
program is operating. If they can confirm that the program is working as expected, thedgthenprer can move on to add new
features. If the program produces and unexpected output, the programmer will correct the mistake and add new linebelpc
get more detailed debugging information until the program produces the expected outpletalgging is, fundamentally, the

process of making hypotheses and then validating those hypotheses using output from the software program. Code trgcir
and using tracing tables are other important aspects of debugging that helps programmigrefogatentially buggy or difficult

Essential Skills

Essential Questions

Essential Vocabulary

Students shouldemonstrateéhese skills:

1 Debug a given software program

1 Create a software program that
includes mechanisnte assist in
debugging

1 Generate procedures for debugging
software

Students shoulthvestigatehese concepts:

1  What are some ways to help avoid a
situation where y
debug your software?

1 What are some ways to identify and
validate theassumptions you make
about how your program works as yol
work on debugging?

Students shouldpplythese terms

in context:

1
1
1

Code tracing
Debug

Software Development

Cycle
Tracing Tables
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Impacts of Computing
PRG.21 The student will identify some of thractical, business, and ethical impacts of open source and free software and the
widespread access they provide.

Context of the Standard

Open source software is an important aspect of software development communities. Programmers create saitvwane|easke
their work with annotations and documentation so that other programmers can learn from their work and create new thong
the open source program.

When soft war e bimeanditlapthe neveopeusrhave relinquished all olopéneir exclusive intellectual property

rights and have made their work publicly available for other programmers to use, alter, or reuse in different contexts. Soft
developers also contribute to open source projects as an act of combuildiityg. Open source software is an excellent resourg
for people who are learning to code, and it makes it easy for people to create tools that solve problems for useftoranéher
developers. When software developers release-sperte code, they will oftespecify a license which explains the terms unde|
which the open source software may be used. The MIT license is a popular example.

Essential Skills Essential Questions Essential Vocabulary
Students shouldemonstrat¢hese skills: Students shoulohvestigatehese concepts: Students shouldpplythese terms
in context:
1 Describe theneaning of a program 1 Why do programrars create open
being Aopen sour source software? 1 Intellectual Property
1 Identify examples of opesource 1 What are some of the reasons a Rights
software for software development programmer might decide to make 1 License
T Explain the reasons for opasource softwar-seoficceséed 1 Opensource
software and its impact on software 1 Is it ethical for programmers to create 1 MIT License
development opensource alternatives to paid
software (e.g., Inkscape and Corel)?
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Appendix A

Grade K
Term Definition
Algorithm A list of steps to finish a task
Appropriate Suitable use

Computing Device

An electronic device that can store ardeiveinformation

Data

Individual facts and information

Design document

Written description of a program or story

Desktop computer

A stationary computing device

Digital Citizenship

Responsible behavior with technology

Digital Safety

Protectingyourself while using devices

Email

Program used to communicate online

Graphic organizer

Visual display of the relationship between terms, objects, or ideas

Hardware The physical parts of a computer
Internet A network of interconnected networks
Keyboard An input device used to enter text on a screen

Laptop computer

A mobile computing device

2017 Computer Science Curriculum Framework

256






